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CoBpeMeHHbIle Yyrpo3bil:

4YTO U3AMEHUNOChb U YTO AenaTb
OusHecy

AptémMm CUHMUBbIH

Pykosoantens nporpamm Ub B cTpaHax
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CeHTa0pb 2019 — CeHTa6pb 2020

Ha 6a3e aHanusa:
8 TPUNNMOHOB CUrHaNOB B AEHb
VIHTepBbIO ThicAY 3KkcnepToB Vb n3 77 ctpaH



MCTOUHMKM CMIrHaNnos

== Microsoft

Exxemecs4HbI 06bem aHanunampyemon cnyxbamm b Microsoft nHpopmaunm

Acf
URLs scanned Meeting

18M+ minutes delivered
4.1B+

1.2B+

PCs, servers,
and loT

Trillions of signals
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Billions of predictions
Emails Authentication
analyzed Milli e events
illions of actions
470B+ 630B+
Machine learning and Al systems
i0S, macOS,
Android, Linux,
and loT devices @ @

Documents scanned Threats blocked

600B+ 5B+

1.8PBs

Other clouds and
network logs

1B+

Apps and
service users
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== Microsoft

OULLMHI:
aKkcnnyaraumsa TemMmbli
naHgeMmm




3rOYMBLILUNIEHHUKM 3KCNNyaTUPYIOT HOBOCTHYIO
NnoBECTKY

MAR 14 US announces travel ban to Europe

ATa KW, MAR 11 WHO declares COVID-19 a pandemic
80K
3aMacCKunpo
p 70K FEB 29 First confirmed death in the US
BaHHbIe NoAa MAR 26 US surpasses China for most cases
HOBOCTM: 60K FEB 11 WHO names the
new disease COVID-19
CLIA 50K
40K MAY 1 States begin to reopen
30K
JAN 30 WHO declares a Total encounters
20K global health emergency
10K L /\
0 Unique encounters
FEBRUARY MARCH APRIL MAY JUNE
APR 24 Lockdown relaxed MAY 1 Seoul infection cluster from nightclubs
ATa Kl/l, FEB 24 Countries restrict travel to and from Korea MAR 11 WHO declares
5K | COVID-19 a pandemic
3aMacKupo
FEB 21 All military bases locked down for outbreak
BaHHbIE I'IOA " APR 1 Quarantine imposed on arriving visitors
HOBOCTMU:
HO>xHas
3K
KOpeﬂ FEB 11 WHO names the
new disease COVID-19
2K |
JAN 30 WHO Total encounters
declares a global
1K health emergency

e — /\ Unique encounters

FEBRUARY MARCH APRIL MAY JUNE




PacnpegeneHue arakK, MCNnonb3YyIOLWMUX
Temy COVID-19 no konuuecTBy
BpeaoHOCHbIX o6pa3uos (uonb 2020)
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OULUMHI M KOMMNpoMeTaluusa OusHec- _——
nepenucKn m Microsoft

Shinisfieno 32 6T®= ~13B@ ~1.6B= ~1.7-2B

nocaeaHnn roa:

Messages Malicious emails URL-based email URL payloads being created
scanned blocked phishing threats each month, orchestrated
blocked through thousands of
phishing campaigns ,ﬂf’ﬂ noJiy4eHUA
y4emHolx OaHHbIX
3/10yMbelW/IeHHUKU
cmasu
Jltobumbie 6peHabl anA Ucnosi6306dme
Hanbonee noctpasasLune nHaycTpum
MaCKNPOBKHA PaA AYCTP ¢UWUH208bIe
amaku

34paBooxpaHeHue
byxrantepckune ycnyrun & Xnmunueckas
KoHcantuHr NPOMBbILLUIEHHOCTb
Anctpmnbyuunsa, npogaxku Bbicokmne texHonorum &
IT-cepBuUchl DNEeKTPOHMKaA
HeaBm>xnmoctb FOpuanueckue ycayrum
O6pa3oBaHue AyTCOPCUHT




NMpumep PULLMHr-aTakm
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Set up criminal  Send malicious

Infrastructure messages
@ -

N

Set up fake domains
or compromise
legitimate ones

L
[ YAl

Gather information on
potential victims

©—

Entice victim
to click

Click sends victim
to fake domain
(spoofed site)

00—

Victim'’s
credentials
are stolen

L{%

Victim inserts
credentials into a
fake web form

98

Or, malware is
downloaded to
victim’'s device to
gather credentials
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Victim's data is
sent to “drop
account”

B E—
[1= SE

Cybercriminals use
victim's credentials on
other legitimate sites

Or, use them to gain
access to corporate
networks and data



NMpumep xomnpomerTauum 6usHec-nepenmMcKm
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Cybercriminal
poses as CEO
using any of

a variety of
methods (such
as spoofing,
impersonation,
or credential
theft)

2,

Cybercriminal gains access to
mail account and may monitor
the CEO’s mail to gain additional
information, to increase the
sophistication of the attack and
the likelihood of success

Monitors mail for information on:

+ Relationships

+ Common phrases

« (Calendar, business
activities, travel

« Wire transfers

N
INVOICE

9

’MM
Collection email account
Sets mailbox forwarding rules using keywords,

keeping certain email traffic hidden from the CEO

« Sample keywords: “invoice,” “accounts receivable,”

non

“funds,” “overdue,” “payroll,” “IBAN"

« Mails with keywords are forwarded to a
collection email account controlled and
monitored by the cybercriminal

Cybercriminal
masquerades
as CEO

Cybercriminal sends
email that is crafted to
appear as though it's
coming from a trusted
or important position
at work, such as the
victim’s manager, CEQ,
CFO, vendor/business
partner, or someone
the person would take
notice of.
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Victim wires
business payment
to fraudulent
bank account

e

(1]

Accounts Fraudulent
Receivable bank
clerk account

Victim (e.g. Accounts
Receivable clerk)
wires payment to a
fraudulent bank
account, as directed
by the cybercriminal
masquerading as the
CEO, CFO, or
business partner.
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NMporpamMmmbi-BbiMOrarenm



BoiMorarenu cranm rnasHOM NPpUMYMHOM
pearMpoBaHua Ha MHUMpeHTbl Ub

Initial Credential Lateral . COKpaTI/IJ'IOCb BpEMA
Access Theft Movement Persistence Payload
npebbiBaHMSA B CMCTEME
XEPTBbl — B HEKOTOPbIX
== RDP brute force “1[™ Mimikatz Ir- CobaltStrike [~ New accounts —- Cﬂyqaﬂx MeHee 45 MuH

o Vulnerable internet-
facing system

\- LSA secrets nm WMI 1 GPO changes Maze

[pecTynHmKmM TWwaTenbHo
BbIOMpParoT Hanbonee
BbIFOAHbIE AATYy N BPEMS
aTaku

1L

[ — g . -
Weak application . Abuse of
[— -
settings Urgeiznizall vl management tools

Shadow IT tools

T Credgnhalsm === PsExec 4+ Scheduled task Vatet loader
plaintext

— Abuse of service

= Service registration
accounts

00

OKTAbpb 2019 — ceHTAbBpPbL 2020

-
(o=
o
(=
=
—
N
LLl
=
=




== Microsoft

ATakm Ha MHpaCTPYKTYpPY



DDoS-araku: poCcT C HA4YaNoM NaHgeMMm

900

. B mapte 2020 Microsoft
700 I I'Ipe,LI,OTBpaTI/Iﬂa
\/ ot 600 a0 1000

500 W\'/\/ yHI/IKafleb|X DDOS‘aTaK
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NOV 1 DEC 1 JAN 1 FEB 1 MAR 1 APR 1
210 Ha 50% npeBbiWwaeT
43% United States YMCNO NOAOOHbIX aTakK
17% United Arab Emirates
11% France ,DIO naHAeMMM

7% Canada

6% Europe

5% Asia

5% India
4% Japan
2% United Kingdom

AHnBapb 2020 — nioHb 2020
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KomMmnpomMmerauma yuyeTHbIX
3anucem



KomnpomeTauus yyeTHbIX 3anucei ¢ Microsoft

Strong authentication methods are key to

|dentity based attacks defending against these attacks

Password brute force attempts against Azure AD
accounts
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Weekly multifactor authentication enablement request

volume, February 3—April 6, 2020
U\MUWWVWW 'wumu \

FEB 3 FEB 10 FEB 17 FEB 24 MAR 2 MAR 9 MAR 16 MAR 23 MAR 30 APR 6

. 2020 2020 2020 2020 2020 2020 2020 2020 2020 2020

JAN-FEB MAR-APR MAY-JUN

Azure Active Directory saw
an increase in identity-
based attacks using brute
force on enterprise
accounts during the first
half of 2020.

Daily peak traffic before COVID-19

Approximate twofold increase in MFA-enablement requests after
the onset of COVID-19, as work-from-home policies were enacted.
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MHTepHeT Beluen
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Poct uucna yrpos loT cocrasun 35% & Microsoft

OOLee yncno atak
6B

B nepBou nonoBuHe
2020 3athmnkcnpoBaHoO
Ha 35% Oonblue yrpos
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JUL-DEC JAN-JUN JUL-DEC JAN-JUL
2018 2019 2019 2020

loT no cpaBHeHUIO C
nokasarernem BTOpPOro
nonyrogua 2019




CyberX Risk Report R Vlicrosoft

Data from 1,800 Industrial Control System Networks

71 64" 66° 54" 2T

Sites have old versions of Have unencrypted Sites that are not Have devices able to be ICS devices that have
Windows without regular passwords facilitating automatically updating remotely accessed direct connections to
patching . compromise _ i with latest AV - enabling attackersto =~ theinternet

- oo e definitions =~ pivot undetected | '

' G yberX: 'reCen.tly |
: '{acqu‘i_red by Microsoft
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Uro penarb 6M3Hecy?



YTO MOXKHO caenaTb y>ke CerogHs —

[1ATb OCHOBHBbIX WaroB Ana 6e3onacHocTn busHeca

CeameHmayus
cemu
opzaHuzayuu

(o

BHegpwuTte MHOrodaktopHyto ayteHTndukaumo (MFA)

PasymHas busHec-nepenuncka — cobarogante npasnaa KnbeprurmeHoi
CBoeBpeMeHHO OO6HOBAANTE BaLUW MPUNOXKEHUA U CUCTEMBI
Cneayvte NpUHLMNY HAMMEHbLLEro YPOBHSA MPUBUAETNN

3ameannTe ataky C NOMOLLbIO CErMeHTaunm Ballen cetu

Goal

F. V S n administrator
asswords
Py P

Randomized

A "flat” network does little to hinder
the attacker discovering and reaching goal Monitoring and blocking opportunitites

Microsoft
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