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Mpegucriosue

Llenm n npuHumnel ctangaptmusaumm B Poccuiickon degepaunm yCcTaHOBIIEHDI
®epepanbHblM _3akoHoM o1 27 pgekabpa 2002 r. N 184-®3 "O TexHn4eckom
perynupoBaHuun”, a npasuna NpUMMEHEHNa HauMoHarnbHbIX cTaHaapToB Poccumnckon
®epepaunn -OCT P 1.0-2004 "Crtangoaptudauus B Poccunckon depepaumn.
OcHoBHbIe nonoxeHns"

CBefneHuAa o craHgapTte

1  TIOAINOTOBJIEH  ®epepanbHbiM  rOCYOApPCTBEHHBbIM  yYpexaeHnem
"locyoapCTBEHHbIA  Hay4yHO-UCCIe4oBaTENbCKUN  UCMbITATElNbHbIA - UHCTUTYT
npobnem TexHn4yeckon 3awmTbl WHGopmaumm PepepancHoM  CnyxObl MO
TEXHUYEeCKOMY 1 aKkcnopTHOMY KOHTpork" (PIY "MTHUNN MT3N ¢CTIK Poccun™) n
o6LEeCTBOM C OrpaHWYEHHOM OTBETCTBEHHOCTLIO "Hay4yHo-nMpon3BoaCTBEHHas
duvpma "Kpuctann" (OOO "HIMN® "Kpuctann") Ha ocHoBe COBGCTBEHHOMO
ayTeHTUYHOro rnepesoaa cTaHaapTa, YKa3aHHOro B NyHKTe 5

2 BHECEH YnpaBrneHnem TEXHWYECKOro pPeryrMpoBaHua M cTaHOapTuMsauuu
denepansHOro areHTCTBa Mo TEXHUYECKOMY PEryriMpoBaHunio 1 MeTposiornm

3 YTBEPXXOEH 1 BBEJEH B AEVMCTBUWE npukasom PenepansHoro areHTcTBa
N0 TEXHUYECKOMY PerynmpoBaHuto n metponormm ot 27 aekabpsa 2007 r. N 513-ct
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4 HacTtosummn ctaHgapt naeHtudeH mexayHapogHomy ctaHgapty MCO/MIK TO
18044:2004 "NHdopMaLNOoHHbIe TexHosormn. PuHaHcoBble ycnyrn. PekomeHaauum
no wuHdgopmauunoHHon 6esonacHocTn" (ISO/IEC TR 18044:2004 "Information
technology - Security techniques - Information security incident management").

MNpy NpUMEHEHMM HacTOsILLEero cTaHaapTa PeKoOMEHAYeTCA MCMonb3oBaThb
BMECTO CCbINIOMHbIX MEXOYHApOAHbIX CTaHOapTOB COOTBETCTBYKOLUME UM
HaluMoHarnbHble cTaHaapTbl Poccuiickon ®denepauunn, CBEOEHUS O KOTOPbIX
npuBeneHbl B AONONHUTENBHOM npuroxeHun C

5 BBEAEH BINEPBbIE

UHpopmayus ob usmeHeHUsIX K HacmosiuemMy cmaHOapmy ry6rukyemcs 8
€eXe200HO  u3dasaeMoM  UHOpMauyUOHHOM  yKaszamesie  "HayuoHarbHble
cmaHOapmebl”, @ mekcm U3MeHeHUU U rorpasok - 8 eXeMeCcs4YHO u3dasaeMbiX
UHGbOpMaUUOHHbIX yKkazamensax "HauuoHarnbHble cmaHOapmebl”. B criyyae
nepecmompa (3ameHbl) unu OMMEHbI Hacmosiueao cmaHO0apma
coomeemcmeyruee yesedomrieHue 6ydem orybriukogaHO 8 eXeMeCsYHO
uzdasaeMoM UHGOpMaUUOHHOM yKa3amesne “HauyuoHarnbHble cmaHOapmabl”,
Coomeemcmayrowas UHgopMmauyus, yeedoMrieHUsT U meKCmbl pa3Mewlaromcs
makxe 8 UH(hopMayUOHHOU cucmeme obuwie2o nosb308aHusi - Ha oguyuaribHOM
caime @edepanbHO20 azeHmcmea [10 MEXHUYECKOMY peayriupogaHuro U
Memporsioauu 8 cemu lHmepHem

BeeneHne



TunoBble NONUTMKM MHGOPMaLMOHHON ©6e30MacHOCTU UK 3alMTHbIE Mepbl
nHpopmaymoHHon ©6esonacHoctn (MB) He MOryT MOMHOCTBIO rapaHTUPOBAaTb
3aumTy MHGpopmMaumm, UHGOPMaUMOHHBIX CUCTEM, CepBUCOB UM ceTen. [locne
BHEOpPEHNA 3alMTHbBIX Mep, BEPOSTHO, OCTaHyTCSA crabble MecTa, KOTopble MOryT
coenatb obecnedyeHne WHGOPMaUNoOHHOM 6e3onacHOCTU He3adMdEKTUBHBIM, W,
crnepoBaTenbHO, MHUWAEHTbl MHAOPMAaUNOHHOM Ge30MacHOCTM - BO3MOXHbIMMW.
NHumaeHTbl mnHdopMaumMoHHON ©6e30nacHOCTU MOryT OKasbliBaTb MpPsSIMOE MU
KOCBEHHOE HeratMBHoe BO3dencTBuMe Ha 6u3Hec-OesaTenbHOCTb OpraHusauun.
Kpome  ToOroO, Oyoyr  HemsbexHo - BbISIBNATLCS HOBbIE, paHee  He
noeHTndmumpoBaHHbele  yrposbl. HegocTtaTodHaa  NOAroTOBKA  KOHKPETHOM
opraHmsaumm Kk 0bpaboTke Takux MHUMOEHTOB AeNiaeT NPakTUYECKYH peakuuto Ha
WHUMOEHTbl ManodgdeKTMBHON, M 3TO MOTEHUManNbHO YyBENMYMBAET CTEMNEHb
HeraTMBHOrO BO34ENCTBUSI Ha BuaHec. Takmum obpasom, Ansa nobon opraHnsauum,
Cepbe3HO OTHOCALWENCA K MHAOPMaLUNOHHON 6e30MacHOCTU, BaXXHO MPUMEHATb
CTPYKTYPHbIN N NSTAHOBLIN NOAXOA K:

- obHapyxeHuto, ornoBelleHMo 00  MHUMAEHTaxX  MHEopMaLMOHHON
©e30nacHOCTU U UX OLIEHKE;

- pearMpoBaHUO Ha WHUMOEHTbl WMHAOPMaUNOHHOM 6e30rMacHOCTK, BKIoYas
aKTMBM3aLUMIO COOTBETCTBYIOLLMX 3alWMTHbIX Mep Ans  npeaoTBpalleHus,
YMEHbLUEHNST NOCNeAcTBMA M (MNM)  BOCCTaAHOBJSIEHUS MNOCSIE  HeraTUBHbIX
BO3AencTBMMA  (Hanpumep, B o0bnacTax nogdepxku UM NraHUpPOBaHUS
HenpepbIBHOCTM OU3Heca);

- WU3BMIEYEHMIO YPOKOB M3 WHUMOEHTOB WMHGOPMALMOHHON 6e3onacHoCTH,
BBEOEHUIO MPEBEHTUBHbIX 3aWMTHBIX Mep W yrydlweHuo obLero nogxoga K
MEHEeKMEHTY MHLMAEHTOB MHopMaLMOHHON 6e30MacHOCTM.

[MonoXeHus HacTOoSLLEro CTaHaapTa coaepxat npeacTaBreHne 0 MeHeQXXKMEHTE
WHUMOEHTOB MHAOPMaUWOHHOM ©6e3onacHOCTM B OpraHM3auum C  y4eToMm
CITOXMBLLENCS NPaKTUKWM HA MEXOYyHApPOAHOM YPOBHE.

HacTtoswmn ctaHgapT npegHasHadyeH Anst UCMonb30BaHUSA OpraHvM3aumsiMm
BCcex cdep oeAatenbHOCTM npu obecnevyeHnn nHdopMaLlMoHHON 6e3onacHOCTM B
npouecce MeHemKMEHTa WHUMAOEHTOB. Ero nonoeHust MoryT MCMONb30BaTbCs
COBMECTHO C ApYyrMMW CcTaHdapTamu, B TOM 4Yucre cTaHgapTamu, cogepalmmm
TpeboBaHus K cUCTEME MeHeaXXMeHTa UHdopMaLMOHHOM 6Ee30MacHOCTU U CUCTEME
MEHePKMEHTA KayecTBa OpraHM3aLun.

1 O6nacTtb npuMeHeHus

B HacToswem cTaHOapTe cogepXatcs pekoMeHdauuuM No  MEeHEKMEHTY
WHUMOEHTOB  MHGOpMaUMOHHOW  BesonacHOCTM B opraHuM3auusax — Ans
pykoBogutenem nogpasgeneHuni no obecne4yeHunto NHJpopMaLMOHHOM
6esonacHoctn (MB) npyv npuMeHeHWM WHGOPMaLUWOHHBIX TexHorormn (UT),
MHPOPMAaLMOHHBIX CUCTEM, CEPBUCOB U CETEMN.

2 HopmaTuBHbIE CCbIJIKU



B HacTodwemM CTaHOdapTe  UMCNOJib30BaHbI CCbIJIKUA Ha cneaywwme
MeXxXayHapoaHble CTaHOapTbl:

NMCO/M3K  13335-1:2004 WHdopmauunoHHass TexHornorma -  MeTtogbl
obecnevyeHus bezonacHoCTU - YnpaBreHne 6e30nacHOCTb0 MH(OPMAaLMOHHBLIX Y
TENeKOMMYHUKALUMOHHBIX TexHorormn - Yacte 1 - KoHuenuuas wn  mogenm

yrnpaBneHnsa ©e30nacHOCTb0  MHAOPMAUMOHHBIX W TENEKOMMYHUKALMOHHbLIX
TEXHOMOoMMM

NCO/M3K 17799:2000 WMHdopmaunoHHas TexHororust - [lpakTtuyeckue
npaevna ynpasneHna nHopmauMoHHON 6e30MacHOCTbIO

3 TepMuUHbI 1 onpeaeneHus

B HacTosiwem ctaHgapTe npumeHeHbl TepMuHbl o TOCT NCO/M3OK 13335-1,
NMCO/MOK 17799, a Takke cnegywoume TEepMUHbI C COOTBETCTBYHOLLMMU
onpeaenieHnsIMu.

3.1 nnaHMpoBaHue HenpepbiBHOCTM bM3Heca (business continuity planning):
[Mpouecc obecnevyeHnss BOCCTAHOBMEHUA onepauun B Crydyae BO3HUMKHOBEHMS
Kakoro-nmbo HeoXMO4AHHOr0 WM HexernaTenbHOro  MHUMAEHTa, ChocOOHOro
HeraTMBHO BO34EWCTBOBaTb Ha HEMPEPbLIBHOCTb BaXHbIX dyHKUMW OGu3Heca u
NnoaLePXMBatOLLMX ero 3f1IeMeHTOB.

MpumevaHne - [HaHHbIM  npouecc OOomkeH Takke  obecneymBatb
BOCCTaHOBfEHMe OmsHeca C y4eTOM 3afaHHblX O4YepegHOCTEN U MHTepBarioB
BpEMEHM W [arnbHeWllee BOCCTaHoOBMeHWe Bcex (PyHKuun 6usHeca B pabouyee
cocTosiHMe. KrioyeBble 3neMeHTbl 3TOro npouecca [[OomkHbl obecnevmBaThb
NPUMEHEHNE N TeCTUpOBaHME HEODXOAMMBbIX MIAaHOB U CPEACTB U BKIOYEHME B HUX
MHpopmaummn, OU3HeC-NpPoLLeccoB, WHGOPMALMOHHBIX CUCTEM WU  CEPBUCOB,
peyvyeBou CBA3U U Nepedadn gaHHbIX, NepcoHasna n gmsan4yecknx ycTponcTs.

3.2 cobblTMe MHhp opmaumoHHon 6e3onacHocM (information security event):
NaeHTugmumpoBaHHoOEe NosIBIIEHWE ONpeAesieHHOro COCTOSHUS CUCTEMbI, cepBuca
WNM CeTU, YKasblBalOLWEro Ha BO3MOXHOe HapyweHue nommtukn B wnn otkas
3aLUMTHBIX Mep, NN BO3HNKHOBEHME HEN3BECTHOW paHee CUTYyaLun, KoTopasa MoXeT
MMeTb OTHOLLEHWNE K 6e3onacHOCTI.

3 . 3 MHUMAaeHT uHdopmaumoHHom 6esonacHoc™m (information security
incident): MNosiBNeHNe O4HOrO UMM HECKOSMBbKNX HEXenaTenbHbIX UM HEOXNOaHHbIX
cobbiTvn b, ¢ KOTOpbIMM CBSI3aHa 3HaYUTENbHAsA BEPOSITHOCTb KOMMpOMETaLum
BusHec-onepaummn n cosganns yrposnol Nb.

[Mpumeyanue - Npumepbl HUMaeHToB Ib npnBeneHsl B pasgerne 6.
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3 . 4rpynna pearMpoBaHMA Ha  MHUMAEHTbI  MH(p OPMaLUNOHHOMU
6e3onacHoc (FPUUB) (Information Security Incident Response Team (ISIRT)):
["pynna o6y4YeHHbIX N JOBEPEHHBIX YSIEHOB OpraHM3aLun.

[MpumedaHune - [daHHas rpynna obpabatbiBaeT mHUuaeHTol B BO Bpemsa umx
XU3HEHHOIO UMKMa M MHOIgA MOXET [OMOMHATLCA BHELLHMMU 3KCnepTamu,
Hanpumep, 13 OOLENpPM3HaAHHOMW [PYNMnbl pearMpoBaHUs Ha KOMMbIOTEPHbIE
WMHUWOEHTBI UM KOMMbOTEPHOWM rpynibl 6bicTporo pearmposaHus (KIBP).

4 Oowme NnonoXxeHus

4.1 Uenu

B kauyectBe ocHOBbl 00wen ctpaterm Wb opraHnsauymm Heobxogumo
MCNOMNb30BaTb CTPYKTYPHbIM NOAX04 K MeHeoxmeHTy mHuuaeHtoB UB. Lenamu
Takoro nogxoaa siBnserca obecneveHne crnegyroLmx yCrioBum:

- cobblTna b pormkHbl 6bITb OBHapyxeHbl N adpekTMBHO 06paboTaHbl, B
YaCTHOCTW, onpeaeneHbl Kak OTHOCSLUMECS UM HE OTHOCSALWMECS K MHUMOEHTaMm
NB*;

- uaeHTudmumpoBaHHble UHUMAOEHTbl WB [OomkHbl OblTb  OUEHEHbl, WU
pearMpoBaHne Ha HUX OOSPKHO ObiTb OCYLLECTBEHO Hanbonee LenecoobpasHbiM 1
pe3ynbTaTUBHbLIM CMOCOOOM;

- Bo3gencTBusa uHuMaeHtoB Wb Ha opraHuM3auunio n ee 6Gu3Hec-onepauuu
Heob6Xo0AMMO  MWHMMWU3NPOBATb  COOTBETCTBYIOLMMM  3aWMTHBIMM  Mepamu,
ABMAIOLWMMNCS YacTbi NPoLEecca pearMpoBaHUs Ha MHUWOEHT, MHOIMA Hapsigy C
NPUMEHEHNEM  COOTBETCTBYHOLUMX  3fIeMEHTOB  nnaHa(oB)  obecneyeHus
HenpepbIBHOCTN BU3HeCa;

- U3 uHuungeHToB Vb n nx meHemxmveHta Heob6xoamMmMo BbICTPO N3BIEYb YPOKM.
OTO OenaeTcs C Lenbto NoBbILEHNS LWAHCOB nNpeaoTBpalleHms nHumaeHTos Vb B
Oyaywem, yryyweHust BHeOPEeHMst U UCMNOoNb30BaHMS 3awmTHbIX Mep Wb,
yrnyyLleHnst 00LLEN CUCTEMbI MeHeaKMeHTa nHumaeHtos Ub.

* CobbiTve B MoryT GbiTb pe3ynbTaToM CryYyarHbIX U NpeaHamMepeHHbIX
NonbITOK KOMMApoMeTauun 3aumtHelx mMep WMB, HO B OonblMHCTBE Cny4vaes
cobbiTve B camo no cebe He 03Ha4aeT, YTO NomnbiTKa B EeNCTBUTENBHOCTH Bbina
ycnewHon W,  crnegoBaTternbHO,  Kakmm-To  obpa3om  noBrmsna  Ha
KOH(MOEHUMANbHOCTb, LENOCTHOCTE M (Mnn) LOCTYNHOCTb, TO €CTb He BCe
cobbiTna b 6yayT oTHeceHbl kK kaTteropmm nHuuaeHTos Ub.

4.2 dtanbl

Ona pocTtwkeHns uernen B COOTBETCTBUM C MyHKTOM 4.1 MeHeoKMEHT
nHuunaeHtoB Vb nogpasgenatoT Ha YeTbipe OTAESNbHbIX 3Tana:

1) nnaHnpoBaHME N NOAIroTOBKA,

2) NCNOSb30BaHWE;



3) aHanus;

4) ynyJiieHve.

[MpumeyaHune - OTanbl MeHeMXMEHTa nHuuaeHToB Vb aHanormyHel npoueccam

mogenm PDCA, ncnonb3dyemon B mexayHaponHblx cTtaHgaptax MCO

MCO 14000 [5].

OCHOBHOE coepaHne 3TMX 3TanoB NoKa3aHo Ha pUcyHke 1.

PucyHok 1 - 9Tanbl MeHegXKMeHTa nHUumpeHToB Ub

MnasMposanMe ¥ NOQrOTORKA:

= ITHTHES MEHERMENTE MHLMAEHTOE VB W oD53aTeN6LOTES BRICILET PYROBOOCTER
N0 OTHOLLIEHMED K HEK;

= CHCTEME MEHBINMEHTA MHUWNEHTOR Wb;

= KOpNopaTHEHAT BE0NACHOLTE U BEIONACHOCTE CHETEMBYOBDEBHCR/CATH, AHANNS
M MEHAIMONT DUCEOR, GOHOBNEHWME ROMMTHE,

= coananwee M’FHAE;

- WHCTPYETaNM 1 O0y-eHWe No BONPOCaM OCBEN0MNEHHOCTH of wHyWaexTax WE;

- TECTHROBAHWE CHCTEMbI MEHSIHMEHTS WHUWIOeHToR WB

9000 [4] u

|

Henonkaosaunme:

- ofHapyweHre cofsTuil MB 1 onoseueHmre (MHDODMADORRHIE) O HMX;

- GUEHKS W NPHHATHE PRWEHUS. SANASTCA NW 0aHH0E CODBITHE WHURGEHTOM WE;
- PEAMADOBAHNE HB MEUNaeHT MB, BB0Man NpABoRYD JMCNepTay

!

AHAMAI:

= MOTONHATENLHAR NPEBCAAR MCNEpTHIL,

- ofobfweHwe HaRDMNEHHOMD ONBLITE;

- ONPEAENEHWE METCODE YIHUSHHA [NOBBILEHNR) BEI0NACHOCTH,

= GIPELENEHAES METGO0E YIIVHLEHWA CHOTEML MEHEEMEHTE HHUMABHTOE MB

YryuleHne:

MHLMAoHToR B

~ NPOBSCTH YTOMHENKE DEIYNETATOR AHANKAE
prCx0s GE30NSCHOCTH ¥ AHANKES MEHELMMBHTSE;

- MHHLWMDOBATE YITYLEHIAe BE30NACHOTH,

- NPOBBETH YIYULLBHIA CACTEME MEHEIXMEHTA

PucyHok 1 - 3tanbl MeHegxmveHTa nHuuaeHtoB Vb



4.2.1 MnaHpoBaHue U NnoaroToBKa

OPEKTUBHLIN MEHEOXKMEHT WHUMAOEHTOB WB HyxgaeTcs B HagneXalem
nraHMpoBaHUM W noarotoBke. [Ana obecneveHus 9ddPEKTUBHOCTU peakuun Ha
nHuunaeHTbl b Heobxoaumo:

- pa3paboTtaTtb 1 JOKYMEHTUPOBATb MNONUTUKN MEHEOXKMEHTA MHUMAeHToB UbB, a
TaKXe MONyuYnTb OYEBUOHYK MOALEPXKY I3TOM MOSMUTUKU 3anHTEpPeCcOBaHHbIMMU
CTOPOHaMU U, B 0COBEHHOCTH, BbICLLEFO PYKOBOACTBA;

- paspaboTaTtb 1 B NOMHOM 06beMe OOKYMEHTMPOBATb CUCTEMY MEHEIKMEHTA
nHumgeHtoB Mb ana noogepxku MONMUTUKU MeHeokveHTa wuHuuaeHtoB Wb.
dopmbl, npouenypbl M MHCTPYMEHTbI MNOAAEPXKN OOHapyXeHUs, OMOBELLEHWUS,
OLEHKM U pearnpoBaHna Ha wuHUMaeHTbl Wb, a Takxe rpagauuuv wkanbl™
CEPbE3HOCTN MHUMOEHTOB [OO/MKHbl ObiTb OTpaXeHbl B AOKYMEHTauuu Ha
KOHKpeTHYyto cuctemy. (Cnegyet OTMETUTb, YTO B HEKOTOPbIX OpraHM3auusx Takas
cuctemMa MoXeT HasbiBaTbCs "lMnaHoM pearnpoBaHus Ha MHUMAeHTbl B");

- 0BGHOBUTbL NONUTUKN MeHexMmeHTa VB 1 pnckoB Ha BCeX YPOBHSIX, TO eCTb Ha
KOPNopaTMBHOM W ASIA KaXOOoW CUCTEMbI, CepBuCa U CeTU OTAENbHO C Yy4eTOM
cucTeMbl MeHeaXmeHTa nHuuaeHtos Ub;

- co3gaTb B OpraHM3auuuM COOTBETCTBYHOLLEE CTPYKTYPHOE noApasgerneHve
MeHegkmeHTa uHuuaeHtoB Wb, To ectb TPUNB, ¢ 3agaHHbIMKM 06513aHHOCTAMU 1~
OTBETCTBEHHOCTbIO MepcoHana, CnocobHOro adekBaTHO pearnpoBaTb Ha Bce
n3BecTHble TuUnbl HUMaeHToB Vb. B 6onblumHcTBe opraHudaunm MPUNB asnsetcs
rpynnon, COCTOALWEN M3 CcneunarmcToB MO  KOHKPETHbIM  HarnpasfieHUsIM
OEATENbHOCTN, Harnpumep, MNpu OTpaXeHuM aTak BPeLOHOCHOW nporpaMmmbl
NpUBeKarT cneymanucTa no MHUnAEeHTam nogodHoro Tmna;

- O3HAaKOMWUTb BECb MNepcoHarn opraHM3auun nocpenCcTBOM WHCTPYKTaXEN U
() MHBIMK cnocobamm € CyLeCTBOBaAHMEM CUCTEMbI MEHEPKMEHTA UHLMOEHTOB
b, ee npeumyliecTBamMmn 1 ¢ Hagnexawmmm crnocobamm coobLieHms 0 CobbITUAX
MBb. Heobxogmmo npoBoaAMTb COOTBETCTBYKOLWEE o0b6ydyeHMe nepcoHana,
OTBETCTBEHHOIO 3a yrpasfieHNe CUCTEMOW MeHekveHTa uHumgeHtoB Wb, nuu,
NPUHUMAOLLMX PpeleHnst No  onpeaeneHnto  Toro, SBNSATCA M cobbiTuA
WHUMOEHTaMU, U NUL, UCCIeaYyoWNX UHLUUOEHTDI;

- TWATesribHO TECTUPOBATb CUCTEMY MEHEKMEHTA MHLUMNOEHTOB NB.

* HeobxoanMmo wMMeTb OnpedesieHHyo LKany Cepbe3HOCTU WHUMOAEHTOB C
COOTBETCTBYHLLEN Kraccudmkaumen. Jta LKana MOXeT COCTOSATb, Hanpuvep, 13
OBYX MONOXEHWUN: "3Ha4YnTenNbHbIE" 1 "He3HaunTenbHble". BbiOOp rpagaumi LWKanbl
OOIDKEH OCHOBbLIBATbCS Ha (aKTUYECKMX WK npegnonaraemMblX HeraTuBHbIX
BO34encTBUsIX Ha BM3HeC-onepaLm opraHm3auunn.

9Tan "lnaHnpoBaHne 1 NOAroToBka" - B COOTBETCTBUM C pa3aeriom 7.



422 Ucnonb3oBaHune CUCTEMBI MeHeAXMeHTa UHUUOEHTOB
MHd( opMaLnOHHON Ge3onacHOCTU

[Mpn Mcnonb3oBaHMM CUCTEMbI MeHeaXMeHTa uMHuuaeHToB MB Heobxoaumo
OCYLLECTBUTb CrieaytoLme NpoLeccehbl:

- oBHapy>xeHne 1 OnoBeLLEHME O BO3HMKHOBEHMN cobbiTun VB (YenoBekom mmm
aBTOMaTM4YECKMMN CpeacTBamMm);

- cbop wHdopmauuu, cBsizaHHOM C cobbiTusmmn Wb, ”n oueHka 9Tou
NMHpopMaL M € Lenblo onpeaeneHunsl, Kakne codbITUS MOXHO OTHECTU K KaTeropum
nHuunpeHtos b;

- pearnpoBaHue Ha nHunaeHTbl Ub:

- HEMeANEHHO, B pearibHOM U NoYTK peanbHOM MacluTabe BpeMEHU;

- eCNn NHUMAEHTbl B HaxoasaTcs No4 KOHTPOSEM, BbIMOSHUTL MEHEE CPOYHbIE
aenctena  (Hanpumep, cnocobCTByOLME MOSIHOMY BOCCTaHOBIIEHUIO MoOcrie
KaTacTpodmbl);

- ecnm uHUmpeHtol B He HaxogaTca nog KOHTPOremM, TO  BbIMOMHUTL

"aHTUKPU3UCHbIE" AencTeus (Hanpumep, Bbl3BaTb NoXKapHyHo
Komangy/nogpasgeneHue unm MHULMMpoBaTh BbIMOMHEHME MaHa HenpepbiBHOCTU
BusHeca);

- coobwmTb O Hammuum wuHuuaeHtoB B u mobble oTHOcAWMECS K HUM
NoApOBHOCTN nepcoHany CBOEW opraHu3auun, a Takxe nepcoHasly CTOPOHHUX
opraHu3aumm (4TO MOXET BKMOYMTL B C€ebs, No Mepe HeobxoammocTw,
pacnpocTpaHeHne nogpobHOCTEN MHUMAEHTA C Uenbl farbHenwen OLEeHKN U
(M) NPUHATUS peLleHnin);

- MPaBOBYIO 3KCMEPTU3Y;

- HagsleXxallyto perucTpauuio BCcex OENCTBUN U pelleHun A58 nocreayroLero
aHanu3a;

- paspeLueHne nNpobremMbl MHLMOEHTOB.

OTan "Micnonb3oBaHue" - B COOTBETCTBMM C pa3aesiom 8.

4.2.3 AHanu3s

[Mocne paspelleHns/3akpblTua MHUKMOEHTOB MB Heobxoaumo npeanpuHATb
criegyrowme oencTBua no aHanuady coctodaHua Ub:

- NPOBECTN AOMNOSHUTESbHYIO NPaBOBYO IKCNEPTU3Y (NP1 HEOBXOANUMOCTH);

- U3Y4UTb YPOKU, U3BMieYEHHbIE N3 nHunaeHTos Ub;

- onpeaenuTb yrnydweHusa ans BHegpeHust 3awmTHbIX mep Vb, nonyyeHHble u3
YPOKOB, U3BMEYEHHbIX N3 O4HOro Ui HECKONbKNX MHUMaeHToB Ub;

- onpegenuTb ynydleHns Af9 CUCTeMbl MeHegxmeHTa uHumaeHtoB Vb B
LUernoM, y4dmTbiBas YPOKWU, WU3BIMEYEHHble W3 pe3yrnbTaTOB aHanmMsa KadecTBa
npegnpuHuMaemMoro nogxoga (Hanpumep, U3 aHanuM3a  pes3ynbTaTUBHOCTU
npoueccos, npouenyp, opm otyeTa u (Mnm) opraHmsauunn).

OTan "AHanu3" - B COOTBETCTBUKN C pasaesiom 9.



4.2.4 Yny4yweHue

HeobxooMmo nogyepkHyTb, YTO MpoLecChbl MeHemXMeHTa uHuuaeHtoB Wb
ABMAIOTCA UTEPATUBHLIMKU, C MOCTOAHHBbIM BHECEHUMEM YrNyylleHUA C Te4YeHUEM
BpeMeHu B pag anemeHToB Ub. 3Tu yrnydlieHus npegnaraoTcs Ha OCHOBE JaHHbIX
06 wvHuugeHTax VB 1 pearMpoBaHMM Ha HUX, a TakXe [aHHbIX O OMHAMUKe
TeHaeHuun. 3tan "YnyyweHne" BkntovaeT B cebs:

- NepecMoTp UMeKWMxca pesynbtatoB aHanm3a puckos Wb n aHanus
MeHe)XMeHTa opraHusawuu;

- yNnyyLleHve cucTeMbl MeHegkMeHTa nHuungeHToB Vb n ee gokymeHTauuuy;

- UHALMNPOBaHME yrydLlieHun B obracTn 6e30onacHOCTU, BKIKOYad BHeOpeHVe
HOBbIX U (M) O6HOBMEHHbIX 3aWUTHBIX Mep UB.

JT1an "YnyyieHne" - B cooTBeTCTBMM C pasaeriom 10.

5 NpenmywiecTBa CTPYKTYPHOro noaxona u
Krno4YeBble BOMNPOCblI MEHeMKMeHTa
MHUMAOEHTOB MHpoOpMaLUOHHON De30nacHOCTH

B naHHOM pasfene npegcrasrieHa MHdopMaums:

- O NpeumMyLLecTBax, Nnory4yaemblX OT KadyeCTBEHHOM CUCTEMbl MeHeXMeHTa
nHuunpeHtos b;

- O KIO4YEBbIX BOMpocax, KOTopble HeobxoauMO pacCMOTPETb C LENbH
ybexaeHms B 9TUX NPEUMYLLECTBAX BbICLLEro KOPNOpaTUBHOIO PYKOBOACTBA W
nepcoHarna, npegocTaBnslOWero OT4YeTbl B CUCTEMY M MOfy4valrowero OT Hee
MHJpopMaumio.

5.1 NpenmywectBa



JTtobas opraHusaumsi, UCMOmMb3yoLlasa CTPYKTYPHbIA NOAXOA K MEHEMKMEHTY
nHumaeHToB Vb, MOXeT M3BneyYb 13 HEro 3Ha4YUTENbHbIE NPEUMYLLECTBA, KOTOPbIE
MOXHO 06BbEeOMHUTL B CriegyoLume rpynnbi:

- yniydweHune Ub;

- CHWKEHWe HeraTuBHbIX BO3OEWCTBUMM Ha OWU3HEeC, Hanpumep, npepbiBaHue
BusHeca n dmHaHCcoBbIE YObITKM Kak nocreacTsunsa nHungeHtTos Ub;

- YCUINEHE BHMMaHWS K Bonpocam npeaoTBpaLleHnst UHLMOEHTOB;

- YCUIeHne BHUMaHUs K YCTaHOBIIEHUIO NPUOPUTETOB N cOHOPY AoKa3aTenbCTs;

- BKJlag, B 000CHOBaHWe GrogxeTa u pecypcos;

- obHOBnNeHMe pes3ynbTatoB MEHEeOXXMEHTa M aHanM3a puckoB Ha ©Gonee
BbICOKOM YPOBHE;

- NpeaocTaBrfieHne matepmana ans nporpamMmm NoBbILLEHNST OCBEAOMIEHHOCTU U
00y4veHna B obnactu Ub;

- npenocTaBneHMe BXOAHbIX [AaHHbIX AN aHanmM3a normtukn UMb m
COOTBETCTBYHOLLEN JOKYMEHTALUN.
Kaxknoe 13 3TMX NpenMyLIECTB pacCMaTpPUBAETCS HUXE.

5.1.1 Yny4yweHune 6e3onacHoc™

CTpyKTYpHbIN npouecc obHapyXeHUs, ONOBELLEHUSI, OLEHKN N MEHEOKMEHTA
MHUMOEHTOB U cobbiTu B no3BonseTr ObICTpO wmaeHTudMumnpoBaTb noboe
cobbiTne umn nHumaeHT b n pearpoBaTb Ha HUX, TEM cambIM yrydwas obLlyto
D©e3onacHOCTb 3a CcYeT ObICTpOro onpegeneHust U peanu3aunn npaBUibHOrO
pelweHns, a Takke obecneumBass cpeacTBa NpeaoTBpaleHust  NogobHbIX
nHumaentoB Vb B GygyLuem.

5.1.2 CHUXeHMne HeraTMBHbIX BO34eUCTBUN HA OM3HecC

CTpYKTYpHbIN ~ NoAX04 K MEHEMKMEHTY  uHumageHtoB Wb  moxer
CNocob6CTBOBATb CHWXEHUIO YPOBHSI HEraTUBHbIX BO3AENUCTBUNW, CBSA3AHHbIX C
nHumaoeHtamm UMb, Ha BusHec. lNocneacTBna 3TMX BO3LENCTBUIA MOMYT BKItoYaThb B
cebsi HemeaneHHble (PMHAHCOBLIE YObITKW, a TaKxe [OONroBPEMEHHbIE MOTEPW,
BO3HMKaOWme oT yuepba, HaHECEeHHOro penyTtauunm W KpeauToCcnoCOBHOCTU
opraHu3auuu.

5.1.3 YcuneHue BHUMaHUA K NpeaoTBpalle HUKO MHUNAOEHTOB

Mcnonb3oBaHMe CTPYKTYPHOrO Moaxoda K MeHeoXMeHTy wuHumaeHtoB Wb
MOXET CrnocobCTBOBATb YCUIMEHUIO BHUMaHWUS K MNPeaoTBpPaLLEHU0 MHUWOEHTOB
BHYTPU opraHusauun. AHanmu3d faHHbIX, CBA3aAHHbIX C MHUWAEHTaMu, Mo3BONseT
onpegenuTtb ModenM W TeHOEHUUW NOSABMEHUS WHUWMOEHTOB, TEM CaMblM
CNOCOOCTBYS  YCUIEHMIO BHUMAHWS K MpPegoTBPaLLEHVO  MHUMAOEHTOB MU,
crefoBaTerbHO, onpeaesieHno COOTBETCTBYHOLLMX OENCTBUN MO NPeaoTBpPaLLEHNIO
BO3HMKHOBEHUS UHLNOEHTOB.



5.1.4 YcuneHue BHMMaHUA K CUCTEME YCTaHOBJIEHUS NPUOPUTETOB U
cBuaeTesibCTB

CTpYKTYpHbIN NOOxXo4 K MeHemKMeHTY uHuuaeHtoB B cosgaeT npoyHyto
OCHOBY Afs1 CUCTEMbl  YCTaAHOBIIEHWSI  MNPUOPUTETOB  MpU  MNpPOBEAEHUN
paccrnenosaHun nHumaeHtos UbB.

[Mpn OTCYTCTBMM YETKUX NpoLeayp CyLEeCTBYEeT PUCK TOro, YTO paccrieoBaHns
NpoBOAATCA B HEMNOCTOSIHHOM peXuMMe, KOora pearMpoBaHMe Ha MHUWOEHTDI
OCYLLECTBNSIETCA MO Mepe WX TOSBMIEHUS WM  KaK peakunss Ha camoe
"rpoMorfnacHoe" pacnopshkeHne COOTBETCTBYIOLIENO PyKOBOAUTENA. ITO MOXET
nomMeLuaTb npoBeaEHNIO paccrenoBsaHns B nocrieqoBaTenbHOCTMH,
COOTBETCTBYWOLUEN MaearbHOMY YCTaHOBIIEHUIO NPUOPUTETOB TaM, [A€ OHO
AEeNCcTBUTENbHO HEOBXOANMO.

UeTkne npouenypbl paccrnefoBaHusi  WHUMOEHTOB  MOryT  obecnedunTb
NpaBuUibHOCTbL M NPaBOBYIO OOMYCTUMOCTbL COOpa AaHHbIX U UX 06paboTKu. 3TO
nmeeT OOMbLIOE 3HAYeHWe B crlydae MHUUMMpOBaHUS cyoebHoro npecnenoBaHus
nnu gucuunnnmHapHoro pasbuparensctea. OgHako cregyeT NpusHaTh BEPOATHOCTb
TOro, YTo AEeNCTBUSA, Heobxoaumble ONnA BOCCTAHOBMEHUs1 nocne uHuugeHta Wb,
MOTyT NOABEPrHYTb PUCKY LLENTOCTHOCTb COBpPaHHbIX CBUAETENLCTB.

5.1.5 BroaxeT n pecypchbl

XOpoLLo NpoayMaHHbIN CTPYKTYPHLIM NOAX04 K MeHeoXMeHTY nHuuaeHtos b
cnocobcTByeT 060CHOBaAHMIO 1 YNPOLLEHUIO pacnpeneneHns 61o0xeToB U pecypcoB
BHYTPU noapasfeneHnin opraHMsauun. Kpome ToOro, BbIrogbl Mnofnyvyaet M cama
cuctema MeHepxkmeHTa nHumnaeHToB UB. Takue Bbirogbl CBsi3aHbl CO Creayrowmmm
YCIOBUSIMU:

- UCMOMb30oBaHMEM  MeHee  KBanMMUMPOBAHHOrO  nepcoHana  Aans
naeHTUMKaLum n unbTpaLum NMOXHbBIX CUrHarNoB TPEBOru;

- obecrneyeHnemM nyyulero pykoBOACTBA OEWCTBUSMU KBanMuLMPOBaAHHOIO
nepcoHana;

- NpyBReYEeHEM KBanMMLIMPOBaHHOIO nepcoHara TosbKo Afid TeX NpoLeccos,
rae TpebylTCcs ero HaBblkM, W TOMbKO Ha TOW CTaguum npouecca, fae ero
cogencTeme Heob6xoanMmo.

Kpome TOro, CTPYKTYpHbIM Nogxod K MeHeoXMeHTy uHuuaeHtoB VB moxet
BKMtodaTb B cebs npouedypy NPUOCTAHOBKM "OTMETKM BpemMeHu" C Lenbho
BO3MOXHOCTW BbINOSTHEHNS "KONMMYECTBEHHbIX" OLeHOK 06paboTkn nHumnageHtos Vb
B oOpraHu3aumn. 3OTO [OenaeTt BO3MOXHbIM, Hanpuumep, npeaocTaBrieHne
MHdopMaLMN O BPEMEHU pPa3peELLEHUSI MHUMOEHTOB C pasnM4yHbIMU NPUopUTETaMU
Ha pa3nuyHbIX Nnatdopmax. MNpn Hannunm cnabbix MECT B NpoOLIECCE MEHEOKMEHTA
nHumaeHtoB Vb aTn cnabble mecTa Takxe OOIKHbI ObITb MOEHTMAMLNPYEMbBIMA.



5.1.6 MeHepXXmMeHT 1 aHanu3 puckos Ub

Mcnonb3oBaHue CTPYKTYpHOro noaxoda K MeHeoxMeHTy wuHuuaeHtoB Wb
CcrnocobCcTBYeET:

- cbopy Oornee KayeCTBEHHbIX AaHHbIX ANA uaeHTUdUKauum n onpegeneHus
XapakTepUCTUK pasfiNyHbIX TUNOB YrPpo3 U CBA3aAHHbLIX C HUMU YA3BUMOCTEW;

- NpPefoCTaBfeHNI0 AaHHbIX O YacTOTe BO3HUKHOBEHUS UOEHTUMLMPOBAHHBLIX
TUMOB Yrpo3.

[MonydeHHble OaHHble O HeraTuBHbIX nocreacTeBuax wuHuuaeHtoB Wb ans
busHeca 6yayT nonesHbl ANA aHanmMsa 3TUX nocrieacTsuii. [daHHble o 4acToTe
BO3HVMKHOBEHMWSA pasfiNyHbIX TUMNOB YrPO3 HAMHOTO NMOBbLICAT Ka4€CTBO OLLEHKW Yrpo3.
AHarnorM4yHo, JaHHble 00 YS3BMMOCTSX HaMHOrMo MOBLICAT KayecTBO OyayLmx
OLIEHOK YSA3BUMOCTEMN.

BbileynomsaHyTble OaHHble 3Ha4YuTEeNnbHO ynydwaT pesynbTartbl aHanmsa
MeHe)KMeHTa U aHannsa puckos Ub.

5.1.7 OcBegomMneHHOCTL B Bonpocax Ub

CTpykTypHbI noaxond K MeHegxmeHTy wuHumaeHtoB WB npepoctasndaer
y3KOHanpasfeHHy0 MHOpMaLno 0 nporpammax obecrneyeHnss 0CBegOMIIEHHOCTH
B Bonpocax Nb. 3Ta nHdopmaums siBnseTcs MICTOMHUKOM pearibHbIX NPUMEpPOoB, Ha
KOTOPbIX MOXHO MOKasaTb, YTO WHUMAEeHTbl B penctButenbHO npoucxoasT
WMEHHO B [aHHOM opraHuM3auun, a He rge-nmbo ewe. Takum 0OpasoM MOXHO
NPOAEMOHCTPMPOBAaTL BbIroAbl ObLICTPOro NONyvyeHUst MHAPOPMaLUUN O PELLEHMSIX.
Bonee Toro, nogobHass ocBegoMneHHOCTb B Bonpocax b nossonsier cHU3uTb
BEPOSAITHOCTb OLLUMOKN, BO3HUKHOBEHUS MaHUKK U (UNN) pacTEpPSIHHOCTU Y NMogen B
crnyyae nosisneHnsa nHumaeHta b.

5.1.8 BxoaHble gaHHble AnAa aHanu3a nonumkun Ub

NHdopmaums, npegoctaBndemMasi CUCTEMONM MeHeXMeHTa uHuunaeHtos Wb,
MOXeT obecneynTb LEeHHble BXOAHbIE OaHHble NS aHanmM3a pesyrbTaTUBHOCTU U
nocriegyroLlero yrnyyweHuns nommtuk B (v gpyrom gokymeHTauuu, CBA3aHHOW C
NB). 3To oTHOCWTCA K nonMTMKam W ApYyron OOKyMeHTauuuW Kak Ha ypoBHe
opraHu3auuu, Tak n ans oTaenbHbIX CUCTEM, CEPBUCOB U CETEN.

5.2 KnroyeBble BONpoOChHI



Hannune obpaTtHon CBS3M, NO KOTOPOW MOCTynaeT WMHdopMauusa O TOM, Kak
OCYLUECTBMAETCA  MEHEeMKMEHT  uHumaeHtoB Wb, nomoraetr  coxpaHaTb
HaLUeneHHOCTb OEeNCTBUA nepcoHana Ha 6opbOy C peanbHbIMW puUcKkamu Ons
CUCTEM, CEPBUCOB N CETEN OpraHu3aumn. Jta BaxHas obpaTHast CBs3b HE MOXET
ObITb 3¢pdeKTMBHO peann3oBaHa Yepes NPoLEeCcC pearMpoBaHus Ha nHUMaeHTbl Vb,
NMOCKONbKY MHUMAEHTbl B npoucxogat HeperynapHo. ObpaTHas CBsA3b MOXET
ObiTb 6Gonee pes3ynbTaTMBHOM MNpU  HanMMUMM  CTPYKTYPUPOBAHHOW, XOPOLLIO
NpoAyMaHHOM CUCTEMbI MeHeoXMeHTa uHumaeHToB Wb, npumeHsiowen obLuyto
CTPYKTYPY ONs BCeX noapasneneHvn opraHmsauuu. [daHHas obwaa cTpykTypa
OOSKHa HenpepbiBHO obecneymBaTb MOSlyYeHME OT CUCTEMbI Kak MOXHO 6ornee
MOSMHbIX Pe3ynbTaTtoB U NpeacTaBndATb COOOM HagexHyr OCHOBY A BbICTporo
onpeneneHusl BO3MOXHbIX YCIOBMWM BO3HUMKHOBEHUSI uHUuaeHTa WMB po ero
NosIBMEHUS, a Takxe BblgaBaTb COOTBETCTBYOLLME CUrHasIbl ONOBELLEHMS.

MeHeoKMEHT M ayauT cuctemMbl MeHegpxmeHTa MB obecnedmBaloT OCHOBY
aoBepusi, Heob6xoAMMOro Ans pacLUMpPeHns COBMECTHOM paboThl C NepcoHanom u
CHWKEHUSI HEOOBEPUSI B OTHOLLEHMM COXPaHEHUSI aHOHUMHOCTW, 6e3omacHOCTU U
OOCTYMHOCTM MOME3HbIX pe3ynbTaToB. Hanpumep, pykoBOoACTBO W nepcoHarn
opraHmsauum OoSpkHbl ObITb yBEPEHbI B TOM, YTO CUrHarnbl OMOBELEHUS ganyT
CBOEBPEMEHHYIO, TOYHYO M MOSHYD WHAOPMaLUUO OTHOCUTESNBLHO OXMOAEMOrO
WHUMOEHTA.

[Mpn BHEOpPEHUM CUCTEM MeHegKMeHTa wuHuuageHToB Wb opraHusaumsm
crnegyet wm3beratb  TakMx MNOTEHUManbHbIX NpobrnemMm, Kak OTCyTcTBUE
NONOXMTENbHbIX PE3YNbTaTOB N DECNOKOMCTBA NO NOBOAY BOMPOCOB, CBA3AHHbIX C
npobnemamu HeNPUKOCHOBEHHOCTM NepCOHarbHbIX AaHHbIX. Heobxognmo ybeantb
3aMHTEepecoBaHHble CTOPOHbI B TOM, 4YTO Ans NpefoTBpaLUEHUs] MOSBIIEHUS
BbILLEYNOMSIHYThIX Npo6riemM Oblnn NpeanpuUHATHI onpeaeneHHbIe Lwarn.

Takmum oOpasom, Anst NOCTPOEHUs1 ONTUMAaribHOM CUCTEMbl MEHeKMEHTa
NMHUMAOEHTOB VB Hy>XHO pacCcMOTpeTb psaa KMoYeBbIX BOMPOCOB, BKIHOYas:

- obs13aTensLCcTBa PYKOBOACTBA;

- OCBEOMJSIEHHOCTb;

- NpaBOBbl€ 1 HOPMAaTMBHbIE aCNeKThl;

- 3KcnnyaTaumoHHY 3GdEKTUBHOCTD 1 KAYECTBO;

- @HOHNMHOCTb;

- KOH(PMAOEeHUMaNbHOCTb;

- He3aBucumocTb gestenbHocTn PUNB;

- TUNOJSIOIIO.

KakabIn U3 3TUX BONPOCOB BYAeT PaCCMOTPEH HIKE.



5.2.1 Ob6s3aTenbCTBa pyKOBOACTBA

Ona NpyHATMS CTPYKTYPHOrO nogxoga K MEHeMKMEHTY wuHumaeHtoB Wb
XU3HEHHO Heobxoomma MOCTOAHHAs nogaepka CO CTOPOHblI PYKOBOACTBA.
[MepcoHan opraHusauuu OorkeH pacno3HaBaTb WMHUMOEHTbl B n 3Hatb cBoun
OENCTBUSA MPU NX BO3HUKHOBEHUW, @ TakXe OCO3HaBaTb OOfbLUME npeumyllecTBa
CTPYKTYpHOro noaxoga Ans opraHudaumn. OpHako 3Toro MoxXeT  ObiTb
HeQOCTaTOMHO MNpW  OTCYTCTBUM  MOOOEPKKM CO  CTOPOHblI  PYyKOBOACTBA.
HeobxogmMmo OOHECTM A0 PyKOBOACTBA, YTO OpraHM3aunsa OOIpkHa BbIMOMHATb
obgasatenbctBa nNo obecrneyeHUo pecypcamm W Noadepxkke CrnocobHOCTH
pearMpoBaHnsa Ha MHLUWOEHTDI.

5.2.2 OcBegOMIIeHHOCTbL

[pyron BaxHOM Npobnemon NPUHATUSA CTPYKTYPHOro Noaxoda K MEeHEKMEHTY
nHumoeHtoB Wb saBnsietca ocBegomMneHHocTb. HecmoTpsi Ha noTpebHOCTb B
nonb3oBaTtensx And ydactms B paboTe opraHM3auun, Bps4 M MOXHO
paccunTbiBaTb Ha WX 3dpekTMBHOE y4yacTne B paboTe opraHM3auun npu
OTCYTCTBUM OCBEOOMSIEHHOCTM O TOM, KaKyk BbIroQYy OHM W UX nogpasgeneHue
nonyyar OT yvacTUA B CTPYKTYPHOM MOAXOA4Ee K YNpaBfieHNO WHUMOEHTaMu
NMHpopmaLMoHHOM Be30nacHOCTMW.

JTiobass cuctema MeHegkmeHTa wmHUMaeHToB MB gomkHa conpoBOXOaTbCs
OOKYMEHTOM C onpedeneHnemM nporpaMmmbl obecneyeHus OCBEeOOMIIEHHOCTH,
BKJTOYAOLWLMM B cebs:

- NpenMyLLecTBa CTPYKTYPHOroO noaxoga K MeHemxkMeHTy nHuugeHtoB Vb kak
AONs opraHM3aunn, Tak u ons ee nepcoHana;

- HGopMaumio 06 MHUMAOEHTaX, XpaHsiLytoca B 6a3e gaHHbIX COObITUR 1 (1K)
nHuunaeHToB Vb, v BbixogHble AaHHbIE N3 HEE;

- CTpaTervio N MexaHu3Mbl 455 nporpaMmmbl obecnevyeHnsi 0CBeAOMSIEHHOCTH,
KoTopass B 3aBMCMMOCTM OT Tuna opraHuM3aumm MOXeT ObiTb OTAeSlbHON
nporpaMmMon uMnM 4YacTbio 0Oonee LWMPOKOM nporpamMmmMbl  OCBEOOMIIEHHOCTU B
Bonpocax Ub.



5.2.3 lpaBoBble U HOPpMaTUBHbIE acneKTbl

B nomutuke meHepxmeHta uHumaeHtoB MB n COOTBETCTBYIOLIEN CUCTEME
HeoOXoOMMO y4UTbIBaTb Criedylolme npaBOBble W HOPMAaTMBHbIE acneKTbl
MeHeg)KMmeHTa nHumnaeHtos Ub.

Ob6ecneyeHne apgeKBaTHOM 3aWUTbl MNEPCOHaNbHbIX [AaHHbIX WU
HEeNpPUKOCHOBEHHOCTbL NepPCcoHarbHOW NMH( opMaLmum

B cTpaHax, roe cywecTtByeT cneumanbHoe 3akoHo4aTeNnbCTBO, 3almiiarollee
KOH(pMOeHUWansHOCTb U LEeNnoCTHOCTb AaHHbIX, OHO YacTO OrpaHNYeHO KOHTpOsieM
3a nepcoHasnbHbIMU AaHHbIMW. [locKonbKy nHUMAeHTbl B 0BblYHO BO3HWMKAOT B
pesynbTate AOedATenbHOCTW repcoHarna WM  MNOCTOPOHHUX INvl, TO MOXeT
notpeboBaTbCA COOTBETCTBYIOLLAS perncTpaums nHbopMaLmm IMYHOro Xxapakrepa
n ynpaeneHune eto. CnegoBaTtenbHO, NPy CTPYKTYPHOM MOAXOOE K MEHEKMEHTY
nHungeHToB Vb crnegyet yunTtbiBaTb HEOOXOOMMOCTb B COOTBETCTBYIOLLEN 3aLmTe
NnepcoHarbHbIX JaHHbIX, @ TakXe criefyroLme YyCroBus:

- nMua, umerome OOCTyN K NnepcoHarnbHbIM AaHHbIM, HE OODKHbI FIMYHO 3HaTb
Tex nogen, nHgopmaLms 0 KOTOpbIX N3ydaeTcs;

- nMua ¢ JOCTYNOM K JIMYHLIM AaHHbIM AOSPKHbI NOANUCaTh cornalleHne ob mx
HepasrnalleHuy 4O TOro, Kak rnomnyyar 4OCTYN K HUM;

- NepcoHarbHble JaHHble OOIPKHbI MCMOSb30BaTbCHA UCKIMIOYUTENBHO ONS Tex
ueren, AOns KOTOpbIX OHWM OblNM nonydeHbl, TO €CTb ANd paccnegoBaHus
nHuunaoeHtos UB.

CooTtBeTCTBYIOLEE XpPaHEHME 3anucen

HekoTopble denepanbHble 3akoHbl Poccuinckon depepaumm TpebytoT oOT
KOMMaHU Be4EeHNA COOTBETCTBYIOLLMX 3anncen cBoeun OedTenbHOCTU ANa aHanmsa
B NpoLecce exeroqHoro ayauta opraHusauuun. Takue xe TpeboBaHus CyLecTBYHOT
ONS NPaBUTENbCTBEHHbLIX OpraHM3aunn. B HeKOTOpbIX CTpaHax OT opraHu3auun
TpebyeTcs COCTaBleHue OT4YeTOB nnu co3gaHue apXxmMBOB ans
NpPaBOOXPaHUTESbHbLIX OpraHoB (Hanpumep, B Crlydae COBEPLUEHUA CEepbe3HOro
NPEeCTYNSIEHNST UM NPOHUKHOBEHUS B NPAaBUTENBbCTBEHHYID CUCTEMY, COOEPXKaLLyHO
KOH(pMOEeHLMaNbHYIO MHOpMaLmo).

Hanwnuwue 3alWMUTHbIX Mep Ans obecneyvyeHusn BbINOJNTHEHUA
KOMMe p4eCKNX AOroBOPHbIX 00si3aTeNnbLCTB

Mpn Hanmmuun obsisbiBaoWMX TpeboBaHWA MO NpPeaoCTaBfEHUIo ycnyr Mo
MeHeKMeEHTY nHumaeHToB Vb (Hanpumep TpeboBaHus KO BpEMEHU pearnpoBaHns)
opraHu3auus LorbkHa npegycmatpuBaTtb obecneyeHne cooTBeTcTByowen UMb B
uensax obecnevyeHust  BLIMOMHEHUA  3TUX  obsa3aTtenbCTB  Npy  NobbIX
obcToATenbCcTBax (B CBA3M C 3TUM B Cllydae 3akftoYeHNss opraHn3aLmen KOHTpakTa
CO CTOPOHHEN opraHnsaumen (cm. 7.5.4), Hanpumep KI'6P, Heobxogmnmo BkItoveHne
BCEX HeobxoaMMbIX TpeboBaHW, HapsiAy C BPEMEHEM pearmpoBaHusi, B KOHTPaKT
CO CTOPOHHEN OpraHunsaumen).

lNMpaBoBLIe BONPOCHI, CBA3aHHbIE C NONIMTMKAMU U npoueaypamMm

HeobxogmMma npoBepka NOMMTUK W Npouedyp, CBsA3aHHbIX C  CUCTEMOW
MeHeaXMeHTa mHuuaeHToB UMb, Ha npeaMeT Hannumsa npaBoOBbIX U HOPMAaTUBHbIX
npobnem, HanpuMep, NMEeKTCS N YBELOMITEHNSA O AUCLUNINIMHAPHBIX B3bICKAHUSAX U
(vrm) cynebHoM npecrefoBaHUM  COTPYAHWKOB, BUHOBHbIX B CO34aHWM
WHUMOEHTOB, TaK KaK B HEKOTOPbIX CTpaHax yBOSIbHEHME COTPYAHWKOB SABNSIETCS



AOBOJSIbHO CIIOXHbIM NPOLLECCOM.
NMpoBepKa Ha 3aKOHHOCTb HENMPU3HaHMUA OTBETCTBEHHOCTU

Bce 3asBneHns 00 orpaHM4YeHUM OTBETCTBEHHOCTW 3a AOencTBus,
npeanpuHATLIE  TPYNNOA  MEeHeaXMeHTa wuHumaeHtoB WIB  wvnM  BHELHUM
BCNoMoraTernbHbIM NePCoHarnoMm, AOMKHbl 6bITb NPOBEPEHbLI HA 3aKOHHOCTb.

BknoyeHMe B KOHTpPaKTbl CO CTOPOHHUM NEepCOHarioMm BcexX
HeobxoAUMbIX aCNeKToB

KOHTpaKTbl CO CTOPOHHMM BCMoMoraTernbHbIM rnepcoHarnom, Hanpumep KIbP,
OOIPKHbI  TWATENbHO NPOBEPSATbCS  Ha NpeaMeT BHECEHMSI B KOHTPAKT
OTBETCTBEHHOCTU 3a HapyLleHne oba3aTenbCTB N0 HepasrnaweHuo, 4OCTYNHOCTH
yCnyr u NoCNeAcTBUsS HeNpPaBUIbHbIX KOHCYTbTaL WA,

CornaweHus o Hepa3srnaiwie HUM KoHcpaeHUMan bHoM uHo opmauumn

OT uneHoB rpynnbl MeHeoXMeHTa uHuuaeHtoB Wb moxeT notpeboBaTbcs
nognucaHne cornaweHus 0 HepasrnaweHun KoHuaeHunanbHoM nHgopmanmm Kak
npun ycTponcTee Ha paboTy, Tak M Mpu yBONbHEHUW. B HEKOTOPbLIX CTpaHax Takue
COrnalleHnsi MoryT He UMEeTb PUOMYECKON CUMbl; OaHHbIM acnekT Heobxoaumo
nogBepratb NpPoBepKe.

UcnonHeHue TpeboBaHMi NpaBonpUMeEHAOLMX OPraHoB

Heobxoammo obecneyunTb ACHOCTb B BOMpPOCcax, CBSA3aHHbIX C BO3MOXHOCTbIO
TOro, 4YTO MPaBOMNPUMEHSIIOLLME OpraHbl Ha 3aKOHHOM OCHOBaHWM  MOTyT
3arpeboBatb WHGOPMaALUIO OT CUCTEMbI MeHemxMmeHTa wuHumaeHtoB Wb. B
HEKOTOPbIX Cllydasix MOXeT noTpeboBaTbCA SCHOCTb O MWHMMArbHOM YPOBHE,
onpenensieMom 3aKOHOM, Ha KOTOPOM UHLUMAEHTbl HEOOXOANMO OOKYMEHTUPOBATD,
N O CPOKE XpaHEHUS1 3TON AOKYMEHTaL N,

flcHOCTL B Bonpocax OTBe TCTBEHHOCTU

HeobxoamMMo yTOYHMUTL BOMNPOCHI  MOTEHUMANbHOM OTBETCTBEHHOCTUM W
HeobXxoOMMble COOTBETCTBYHOLUME 3aWMTHbIE Mepbl. Hxe npuBedeHbl npumepsbl
COOBbITUI, UMEIOLLIMX OTHOLLEHME K BO3NOXEHNIO OTBETCTBEHHOCTMU:

- ecnm nHumaeHt Ib MoxeT NoBnMATb Ha AeATENbHOCTb APYyron opraHM3auum
(Hanpumep packpbITe COBMECTHO MCMNOSb3yeMOn MHAOPMaLIUK), KOTopasi BOBPEMS
He OMnoBeLLAeTCs U B pe3yrnbTaTe HeceT yLiepob;

- ecnM B Npoaykumm obHapyxeHa HoBasi ys3BMMOCTb 6e3 yBepomrieHna o6
9TOM MOCTaBLUMKA, YTO MPUBESIO K BO3HUKHOBEHUIO CEPLE3HOI0 CBA3aHHOMO C 3TOM
YS1I3BMMOCTbIO MHUWAEHTA, B pe3yrnbTaTe KOTOPOro 3Ha4nMTenbHO NocTpagani ogHa
NI HECKOJbKO OpraHmM3auum;

- eCIn B Kakon-nnbo cTpaHe, rae oT opraHM3auunn Tpebyetca MHopMmpoBaHmne
WU co3daHuE apXMBOB AN NPaBOOXPaHUTENbHBIX OPraHOB B OTHOLUEHUMUM BCEX
ClfiydyaeB, KOTOpble MOryT OblTb CBfi3aHbl C TSKKMM MPECTYNSIEHUEM WK
NPOHNKHOBEHMEM B MPaBUTENbCTBEHHYIO CUCTEMY, COAEpKallytd MHGOPMaLUIo
OrPaHNYEHHOrO [O0CTyNna WM 3MEMEHTbl KPUTUYECKU BaXKHOW HauMOHanbHOWM
NHPPACTPYKTYpPbl, COOTBETCTBYIOLLME TPEOOBAHNA HE BbIMOSHEHDI;

- €eCIn MHJopMauusa packpbiTa U NOABWUOCH YKa3aHMe Ha MpuUYacTHOCTb
HEKOTOPOro nvua WM opraHus3aumm K atake Ha WHopmauMOHHbIE pecypcChl
opraHmsaumn. 3TOT bakT MOXET HAHECTWN yLwepb penyTaunn n GU3HECY KOHKPETHbIX
L U opraHn3anum;

- €Cnn packpbiTa MHgopmMauus, YTo B onpeaeneHHoOM 3fieMeHTe NPorpaMmMHOro
obecneveHus npousowlen cbon, HO BNOCNEACTBMN 3Ta MHGOPMAaLKUSA OKasanacb



TNOXKHOW.

CneumanbHble HOPMaTUBHLbIE TPeboBaHUA

O6 wuwHumpeHtax Wb crnegyet  uvHGopMMpoBaTb  COOTBETCTBYHOLLMN
KOHTPOJIbHbIN OpraH, ecfiv 3To NPEAYCMOTPEHO cheunansHbIMM 1 HOPMaTMBHBIMU
TpeboBaHUAMN, HANPUMEP, KaK 3TO NPEAYCMOTPEHO B aTOMHOW MPOMbILLIEHHOCTMW.

CyneOHble npecnegoBaHUA WU BHYTPEHHME  OUCLMNIIMHAPHbIe
pa3bupatenncrBa

[na ycnewHoro cygebHoro npecnenoBaHnst Unv nNpoBeaeHnst AMCLUMNIMHAPHbIX
pasbupaTtensCTB BHYTPU OpraHM3auMM B OTHOLUEHUM  310YMbILLIEHHMKOB,
HE3aBUCMMO OT TOro, ObIIM MM 3TN aTaku TEXHUYECKMMWU UM U3NHECKMMMU,
Heob6XO0AMMO MNPUMEHATbL COOTBETCTBYyOUME Mepbl 3awmTtbl Wb, Bknoyas
OOKa3yemMo 3alUMLIEHHble OT BHECEHUS W3MEHEHWW >XypHanbl ayguta. [ns
obecneyeHns ycnewHoro cygebHoro npecrnefoBaHuMst WM NPOBEAEHUst
OUCUUNIIMHAPHBIX  pa3bupaTensCTB  BHYTPU  OpraHu3aumMmM B OTHOLLUEHWUU
3/10YMbILLIEHHNKOB, HE3aBUCUMO OT TOro, OblNM NN 3TN aTakKn TEXHUYECKUMU U
dm3nyeckmummn, Heobxogmmo cobpaTb CBMAeTeNbCTBa ANA eaeparnbHbIX CyaoB
NN Apyrmx agMUHUCTPaTUBHBIX opraHoB. Heobxogmmo nokasaTtb, YTO:

- DOKYMEHTaUMs He noaBepranacb UCKaXKeHUsIM U SIBASIETCS NOSTHOW;

- KONWUW 3M1EKTPOHHOIO CBNAETENBLCTBA 40KA3yeMO UAEHTUYHbBI OpUrMHanam;

- BCce cuctembl T, oT KOTOpbIX ObIfM NoslydeHbl CBUOETENLCTBA, BO BPEMS
perncTpaunm paboTtanu B LULTAaTHOM PEXUME.

lNMpaBoBbLIe acnekKkTbl, CBA3aHHbIe C MeTO4aMMU MOHUTOPUHra

[MocrnencTemst  UCNONb30BaHWSE METOOAOB  MOHUTOPUMHra  OOSKHbl  ObITb
pPacCMOTPEHbl B KOHTEKCTE HaLMOHanbHOrO 3akoHodaTenbCTBa. 3aKOHHOCTb
pasnnYHbIX METOAOB MOXET MEHATbLCS B 3aBUCUMOCTM OT CTpaHbl. Hanpumep, B
HEKOTOPbIX CTpaHax HeobXxoAMMO MHGOPMUNPOBATL fOAEN O BEAEHUN MOHUTOPUHTA,
B TOM 4ucre metogamu HabnoaeHns. HeobxoamMmo y4ecTb HECKOSbKO (hakTopOB,
onpegensitowmx, KTo (4To) nogBepraeTca MOHUTOPUHIY, KakuMm obpa3oM OHM (OHO)
noaBepratnTca MOHUTOPUHIY M KOIAa NPOBOAUTCS MOHUTOPUHI. Heobxoammo Takxke
OTMETUTb, YTO MOHUTOPUHI/HABNIOAEHNE B KOHTEKCTE CUCTEM OBHapyXeHus
BTopxkeHun (COB) cneumnanbHo paccmartpuBaeTcs B [3].

NMoarotoBka npaBun Nosfib3oBaHUA WMHG OPMAaLMOHHbLIMU pecypcamMun u
O3HaKOMIeHue C HUMMU

[Mopsigok  ucnonb3oBaHMs  MHAGOPMALMOHHBIX CUCTEM U PEecypcoB B
opraHu3aumm osmkeH ObiTb onpeaeneH, AOKYMEHTUPOBaH U AOBEAEH 4O CBEAEHMS
BCEro npegnoraraemMoro nepcoHana (Hanpumep, nepcoHan Heobxoanmo
npovHdopMnpoBaTb O LOMYCTUMON MNONMUTUKE MWCMNOMb30BaHUSA M noTpeboBaTb
NMMCbMEHHOE MNOATBEPXKOAEHME MOHUMAHUS N MNPUHATUS UMW 3TOW MOSUTUKK MpU
yCTPOMCTBE Ha paboTy B OpraHusauuio WM NOfyYeHun AocTyna K
NMH(pOPMaLMOHHBIM CUCTEMAM).



5.2.4 3 heKkMBHOCTL IKCNyaTaLMm U Ka4yeCcTBO

OPEKTUBHOCTL  IKCNMlyaTaumMm W Ka4yecTBO CTPYKTYPHOro nogxoga K
MEHEKMEHTY MHUMAEHTOB B 3aBUCUT OT psada drakTopoB, BKYaroWmMxX B cebs
oba3aTenbHOCTb yBegOMSIEHNsT 06 MHUKMOEHTAX, Ka4yeCTBO yBe4OMSIEHNs, MPOCTOTY
ncnonb3oBaHus, GbicTpoaencTene n obydeHwe. HekoTopble M3 3TUX (PAKTOPOB
CBsA3aHbl C obecneyeHMeM OCBEOOMIIEHHOCTU MOMb30BaTeENien O BaXKHOCTU
MeHeoKMeHTa uHumgeHtoB MB #“ mnx MOTMBMPOBAHHOCTbKD coobwatb 06
WHUMOEeHTax. YTo KacaeTca ObICTPOAENCTBUA, TO BPEMS, WUCMOMb3YEMOE Ha
cooOweHne 06 wuHumaeHte Wb, - He eaMHCTBEHHbIN QaKTOp, BaXHO Takxke
y4uUTbIBaTb BpeMS, Heobxoaumoe Onsi o6paboTKM AaHHbIX M pacnpocTpaHeHus
obpaboTaHHon nHdopmaLmm (0cobeHHO B Criydyae ¢ curHanamm aBapumHoOCTH).

Ona MyHMMM3aumMmM 3agepek COOTBETCTBYHOLWME nporpaMmbl obecneveHns
0OCBEAOMIIEHHOCTU N 06Yy4YeHUs NoSb3oBaTenen AoMkHbI AOMOMHATLCSA NOAAEPXKKON
no "ropavyen nuMHUK", KoTopas obecneymBaeTCsl NepPcoHarnioMm, OCYLLECTBIAOLLMM
MeHe>KMeHT nHuuaeHtos Ub.

5.2.5 AHOHMMHOCTb

Bonpoc o6ecneveHns aHOHMMHOCTM SIBMSIETCA OCHOBOMOaratoLwym A1 ycnexa
MeHepKkMeHTa uHumaeHToB WB. [Nonb3oBateny [OimkHbl ObiTb YBEPEHbI, YTO
nHpopmaums 06 nHungeHtax Vb, KOTopyro OHM COODLLIAIOT, MOMHOCTBLIO 3aLUMLLIEHA,
a npu HeobxogMmocTn obesnnyeHa, ¢ TeM YTobbl ee HEBO3MOXHO Dbl CBSA3aTb C
NX opraHu3auven unu ee nogpasaeneHmem 6e3 nx cornacus.

Cuctema MeHekMeHTa MHUMAeHToB VB gormkHa yuntbiBaTb CUTyaLun, Korga
BaXXHO ob6ecneuntb aHOHMMHOCTb finMua WM  opraHnsaumu, coobuarwmx o
noTeHumanbHbiX WHUMaeHTax Wb npu ocobbix obcTosTenscTBax. Y Kaxaom
opraHmMsauum OOSMKHbl ObITb MOMOXEHMS), B KOTOPbLIX YETKO pas3bsCHANMUCH Obl
BaXXHOCTb COXPaHEHUS aHOHUMHOCTU UK ee OTCYTCTBUA AS1A NUL U OpraHu3auuu,
coobLwaroumx o noteHuymansHom uHuuaeHte Ub. TPUUB moxeT notpeboBaTbCs
AonNorHUTENbHas MHgopMaums, He CoobLLEHHas n3HayanbHO MHopMUpYOLWMM 06
WHUMOEHTE §NMUOM WnNM opraHuM3auunen. bonee Toro, BaxHasi wmHdopmaums o6
nHumaeHte Ib moxeT ObITb NnoslydeHa oT NepBoro o6HapyXMBLLErO €ro nuua.

5.2.6 KoHdhmaeHUManbHOCTL

B cucteme wmeHepxmeHTa wuHUMaoeHToB WB  MOXeT  cogepxaTbCs
KOH(maeHunanbHas nidopmaums, 1 nuuam, 3aHUMMarLWMMCA UHUMOEHTaMU, MOXET
norpeboBaTbCca OocTyn K Hewl. [loaTomy BO Bpemsi 0bpaboTkm Heobxoanmo
obecnevnBaTtb aHOHMMHOCTb 3TOW MHGPOPMALLMK, UM NEPCOHar AOSPKEH NoanucaTtb
cornalleHne o KOHMOeHUManbHOCTU (HepasrnallieHmn) npu nonyvyeHun gocTyna K
Hen. Ecrin cobbltna UB perncTpupyltoT 4depe3 oOLLyt0 CUCTEeMY MeHeOXMeHTa
npobniem, To KOHPMAEHLNANbHbIE NOAPOOHOCTU, BO3MOXHO, NPUAETCA OMyCTUTD.

Kpome ToOro, cuctema meHemxmeHTta nHuugeHtoB b gomkHa obecneumBatb
KOHTPOSb 3a nepefayen coobLieHnin o6 NHUMOEHTaX CTOPOHHUMI OpraHu3aumsaImMu,
Bkrmtodaad CMW, naptHepoB no ©OwusHecy, noTtpebutenen, perynupyrome
opraHu3aumm n obLIEeCTBEHHOCTb.



5.2.7 Hes3aBucMmocts [OeATENILHOCTM [pPYNMnbl  pearupoBaHUA Ha
MHUMAEHTbl MH OpMaLMOHHON Ge30onacHOCTU

pynna meHemxmeHTa nHungeHtoB VIb gomkHa 6biTb cnocobHa adhdpekTUBHO
YOOBIETBOPATL  (PYHKUMOHAmNbHbIE, (MHAHCOBLIE, MpaBOBble W MONUTUYECKUE
NoTPeOHOCTM KOHKPETHOM oOpraHu3aumm wu OblTb B COCTOSIHMM cobnogaTtb
OCTOPOXHOCTb Npu ynpaeBneHun wHumgeHtamm Wb. [JesatensHocTb rpynnbl
MeHeoKMeHTa wuHumaeHtoB WMB pomkHa Takke nogBepratbCsl HE3aBUCUMOMY
ayouty C  uUenbio  npoBepkn  3dpeKTMBHOCTU ee  (PyHKLIMOHMPOBAHUS.
OeKkTBHBIM CcnocoboM peanuM3aunn He3aBUCUMOCTU KOHTPOSA SABNAETCS
OTAENeHne Lenodkn cooblleHnn O pearMpoBaHun Ha wmHUMaeHT Vb ot obuwero
onepaTuUBHOIO PYKOBOACTBA M BO3JIOXEHME Ha BbILWIECTOSLWEro PyKOBOAUTENS
HENOCPEACTBEHHbIX 00SA3aHHOCTEM MO  YNpaBfEHUO  pearMpoBaHMEM  Ha
WHUMOEHTbl. PUHAHCMpOBaHMEe paboTbl rpynnbl, BO Wu3bexaHne 4YpesmMepHoro
BIINSIHWSI HA HEE CO CTOPOHbI, TaKXe AOSMKHO OblTb OTAENBbHbLIM.

5.2.8 Tunonorus

Obwas Tunonorus,, oTpaxawlw@aa CTPYKTYpy nogxoda K MeHeOKMEHTY
nHumoentoB Wb, saBnsetca ogHMM M3 KNOYeBbIX GakTOpoB obecnevyeHus
nocnegoBaTenbHbIX  HaOEeXHbIX  pe3ynbratoB.  Tunonorms®,  Hapsigy C
OOLLENPUHATBIMKM -~ MEeTPUKaMM N CTaHOApTHOM  CTPYKTypon 6a3  [aHHbIX,
obecneunBaet BO3MOXHOCTb CpaBHMBATb pe3ynbTaThl, ynyywartb
npegynpexaaroLLyto MHopmaumo 1 nonyyate 0onee ToyHoe npencrtasrieHne 06
yrposax a1 MHOPMaLMOHHbIX CUCTEM U UX YA3BUMOCTSX.

*

Onpe,u,eneHme O6LL|,eI7I TUNOINOorMmmM He 49BIldeTCcA Uuelrbilo HaCcTodlero
cTaHpapta. PekomeHgyetcs oOpaweHue K OpyrM  UCTOMHMKaM 3a  3TOM

MHdopMaLmen.

6 NMpumepbl NHUNAEHTOB MHPOPMALNOHHON
©e30nacHOCTU U UX NMPUYUH

NHumaoeHTbl B moryT ObiTb NnpegHaMepeHHbIMN Ui CrlydanHbIMK (HanpuMmep,
SBNATbCA CNEeACTBMEM KakoM-IMOO 4erioBedeckon OWwMbKM UM NpUPOLHbIX
SIBITEHU) U BbI3BaHbl KaK TEXHUYECKUMW, TaK N HETEXHUYECKUMKN cpeacTBamn. Ux
nocneacTeusiMM MoryT OblTb TakuMe cobbiTUSA, Kak HeCaHKLUWOHWPOBAaHHbLIE
packpbITUE UM N3MEHEHNE MHAOPMaLUKN, €€ YHUUTOXEHME NN gpyrme cobbiTus,
KOTopble AdenalT ee HeOOCTYMNHOW, a Takke HaHeceHue Yyuwepba akTuBam
opraHusauuu nnm nx xuwenue. NHunaeHtol b, o KoTopbix He ObINO CO06LLEHO, HO
KoTopble Oblnn onpeneneHbl Kak WMHUWOEHTbI, paccrnegoBaTb HEBO3MOXHO U
3alWMTHBIX Mep Ans NpefoTBpalleHusi NOBTOPHOIO MOSABNEHNA 3TUX MHUMWMOEHTOB
NPUMEHUTb HESb3S1.

Hwxe npuBegeHbl HEKOTOPbIE NpUMepbl NHUMAEHTOB VB 1 nX NpUYKnH, KOTopble
OAlTCA TOMbKO C UENbl pasbsaCHEHUA. BaXHO 3aMeTuTb, YTO 3TU NMPUMEPbI He
SBMAOTCA UCYEPNbIBAKOLLMMM.

6.1 OTka3 B o6cnyxmBaHuu






OTka3 B obGcnyxmBaHUMM ABNSETCS OOLWMpHOW KaTeropuen uHuuaeHtoB UB,
nverowmx ogHy obuyo 4epty. [logobHble wuwHUMAeHTbl WB npuBogdatr K
HEeCnoCOOHOCTN CUCTEM, CEPBUCOB UM CETEN NPOAOIPKATb (PYHKLIMOHMPOBAHUE C
npexHen npou3BOOMTENbHOCTbLIO, Yalle BCero npu MNofHOM OTKase B AocTyne
aBTOPM30BaHHbIM MOSb30BaTENSM.

CywecTtByeT OBa OCHOBHbIX Tuna uHUngeHtoB Wb, cBA3aHHLIX C OTKasoMm B
obcnyxmMBaHUK, co3gaBaeMblX TEXHUHECKUMU CpeaCcTBaMU: YHUUTOXEHME PECYPCOB
N UCTOLLEHME PECYPCOB.

HekoTopbIM1 TUMWYHBIMKU NPUMEPAMN TaKUX NpeaHaMEPEHHbIX TEXHUYECKUX
nHungeHToB b "oTkas B obcnyxmBaHun" ABNSOTCS:

- 30HOVPOBaHME CETEBbIX LUMPOKOBELWATENbHbIX aApecoB C LEefbl MOSIHOro
3anonHeHns NosocChl NPONYCKaHUs CETU TPahMKOM OTBETHbLIX COODLLEHWN;

- Nepegada OaHHbIX B HenpegycMoTpeHHoM dopmaTte B CUCTEMY, CEPBUC WU
CeTb B NOMbITKE paspyLUMTb UK HAPYLLMTb UX HOPMarbHYH0 paboTy;

- OQHOBPEMEHHOE OTKPbITUE HECKOSIbKMX CEAHCOB C KOHKPETHOW CUCTEMOWN,
CEpPBUCOM WM CETbIO B MOMbITKE UcyepnaTb UX pecypchbl (TO eCTb 3amMeasieHne nx
paboTbl, 6NOKMPOBaHNE NN pa3pyLLEHMKE).

OfgHu TexHnyeckne nHUMaeHTbl b "oTkas B obcnyxmBaHMK" MOryT BO3HUKaTb
CllydanHO, Harnpumep B pesynbTaTe OWMOKM B KOHJwMrypauuu, OONyLeHHOW
onepaTtopoM, WM KU3-3a  HECOBMECTUMOCTW  MPUKIALHOrO0  NPOrpamMmMHOro
obecneyeHust, a gpyrve - npegHamepeHHbiMnU. OgHM TeEXHMYECKme UHUMaeHTbl Vb
"oTKka3z B OOcCnyxmBaHUM" WHULUMPYIOTCA HAMEPEHHO C Uenbk  paspyLLeHns
CUCTEMbI, CepBUCa U CHWXKEHUS MNPOU3BOAUTENLHOCTU CETU, Torda Kak apyrve -
BCEro Wb MOOOYHBbIMM NPOAYKTAMWU MHOW BPEOOHOCHOW OEeATEeNlbHOCTMW.
Hanpumep, HekoTopble Haubonee pacnpocTpaHEeHHble METOAbl  CKPbITOro
CKaHMpOBaHMs W uaeHTUdMKaumMm MOryT npuBOAUTL K MOSIHOMY paspyLUEeHWUo
CTapblX UMM OWMBOYHO CKOHGMIypUpPOBaHHBIX CUCTEM WM CEPBUCOB MNPU KX
ckaHupoBaHun. Crnegyet 3aMeTuUTb, YTO MHOIMME npegHamMepeHHble TEXHUYECKNE
WHUMOEHTblI TUna "oTka3 B obcnyxuvBaHUN" 4acTo MHULMMPYIOTCS aHOHUMHO (TO
€CTb WMCTOYHMK aTaku HEeU3BECTEH), MOCKOSbKY 3MOYMbILIEHHUK OObIYHO He
nony4vaet nHdopmaumm 0b atakyeMom CETU UK CUCTEME.

NHumoentel B "oTkas B obcnyxuBaHun", cO3gaBaeMble HETEXHUYECKMMU
cpegcTtesamMm M NpUBOASLLME K yTpaTe MHdopMauun, cepsuca u (Unn) yCcTpomcTB
00paboTkn  uHdopMauuW, MOryT Bbl3blBaTbCH, Hanpumep, CreayroumMmm
dhakTopamu:

- HapyweHusiIMKU cUcTeM CM3NYECKOW 3aumTbl, NPUBOOAALLMMU K XULLEHUAM,
npegHaMmepeHHoOMY HaHECEHUIO yuiepba nnm paspyLueHio obopyanoBaHus;

- ClNydanHblM HaHeceHneM yuwepba annapatype v (Unn) ee MeCTOMNOSOXKEHNIO OT
OrHS1 NN BOAbI/HABOAHEHWS;

- 9KCTpeMaribHbIMN YCIIOBUSMU OKpYXatoLen cpefbl, Hanpumep BbICOKOW
Temnepatypon (BCNeacTBME BbIxoga W3 CTPOSA CUCTEMblI KOHAWLMOHMPOBAHUSA
BO3Ayxa);

- HenpaBWUITbHbLIM PYHKLMOHMPOBAHNEM UMW NEPErpy3Kon CUCTEMBI;

- HEKOHTPONMPYEMbIMUN U3MEHEHNSIMU B CUCTEME;

- HenpaBuibHbIM C*)yHKLI,I/IOHVIpOBaHVIeM nporpaMmmMHoOro wunn annapartHoro



obecneyeHus.
6.2 Coop uHcopmauumn

B obumx 4yeptax wuHUugeHTbl WB "cbop uHGopmauuun" noapasymeBaroT
OENCTBUS, CBSA3aHHble C oOnpederieHMeM MnoTeHUMarnbHbIX Uernen aTtaku u
nonyyYyeHnem npeacTaBreHns O cepBucax, paboTarowmx Ha NOEHTUOULNPOBAHHBIX
uensx artaku. MNogobHble nHUMaeHTbl B npegnonaratoT npoBeaeHne pa3Beaku C
Lenbto onpeneneHuns:

- HamMuus uenu, nornydeHus npeacTaBfieHns o6 OKpyXallwen ee CeTeBOU
TOMNOSOrMN N O TOM, C KeM 0BbIYHO 3Ta Lefb cBA3aHa 06 MeHOM nHGopMaLmK;

- NOTeHUMarbHbIX YA3BUMOCTEN LEeNN UM HENOCPELCTBEHHO OKpYXaloLlen ee
CEeTeBOM Cpeabl, KOTOPble MOXHO UCMNOMb30BaThb 4118 aTaku.

TUNWYHBIMM  NpUMEpPaMN  aTak, HanpaefeHHbIX Ha cbop uWHdopMauum
TEXHUYECKMMN CpecTBaMU, ABMIAOTCS:

- cbpacbiBaHne 3anucenn DNS (cucTteMbl OOMEHHBIX WUMEH) Ons LenieBoro
nomeHa NHTepHeTa (nepeaadva 3oHbl DNS);

- OTMpaBKa TECTOBbIX 3arpoCcOB MO CllydaHbIM CETEBbIM afpecam C LEenbHo
HanTK paboTarowme CUCTEMBI;

- 30HOMpPOBaHME CUCTEMbI C Uenbl wuaeHTdmkauum (Hanpumep, Mo
KOHTPOSIbHOM CyMMe ¢hairoB) onepalnoHHON CUCTEMbI XOCTa;

- CKaHMpoBaHWe [OCTYMHbIX CETEBbIX NMOPTOB Ha MPOTOKON nepedadn ¢amrnos
cucteme C Uenbl MOEHTUUKaLMM COOTBETCTBYIOWLMX CEPBUCOB (Hanpumep
9MIeKTPOHHaA noyTta, npotokon FTP, ceTb ¥ T.4.) U BepcuMn NPOrpPaMMHOrO
obecneyeHnst 3TUX CEPBUCOB;

- CKaHupoBaHMe OOHOM0 WM  HECKOSNbKMX CEPBUMCOB C  W3BECTHbLIMU
YySI3BMMOCTAMM MO AMana3oHy CETEBbIX aApecoB (FOpPU3oHTarlbHOE CKaHUPOBaHUE).

B HekoTOpbIX cny4dasix TexHudeckun cbop uHdopMauuu paclumpsieTcss u
nepexoauT B HECaHKLMOHMPOBAHHbLIN OOCTYMN, €Civ, Hanpumep, 3S10yMbILLUNEHHUK
npy MNOUCKEe YSA3BUMOCTWU MbITAETCHA MNOSyYUTb HECaAHKLMOHMPOBAHHLIM OOCTY.
O6bIYHO 3TO OCYLECTBAETCA aBTOMATU3NPOBAHHbLIMW CpeacTBaMy B3JiIOMa,
KOTOpbl€ He TOMbKO MNPOM3BOASAT MOUCK YSA3BMMOCTM, HO M aBTOMAaTUYECKM
NbITAITCSA UCNOMb30BaTb YA3BUMbIE CUCTEMbI, CEPBUCHI U (UNK) CETW.

MHUMOEeHTbl, HanpaBreHHble Ha cbop wmHdopmauuu, co3gaBaemMble
HETEXHUYECKUMUM CpeaCcTBaMn, NPUBOAAT K:

- IPSIMOMY Ui KOCBEHHOMY PacKpbITUIO UM MogudmKaL MM MHopmauuu;

- XVLWEHWIO WMHTENNEKTyarnbHOM COBGCTBEHHOCTU, XPaHMMOW B 3NEKTPOHHOM
copwme;

- HapYLLEHWIO YY4ETHOCTW, HAaNPUMEP, NPU PerncTpaLnm y4eTHbIX 3anmcel;



- HenpaBUINbHOMY WCMOMb30BaHMIO MHMOPMALIMOHHBIX CUCTEM (Hanpumep, ¢
HapyLLEeHNeM 3aKoHa Uy NMONMUTUKN OpraHu3aLumn).

NHUMOEeHTbl MOMYT Bbi3blBaTbCS, HANpUMeEp, cneaylLmMm dakTopamm:

- HapyleHusMM M3NYECKON 3almTbl OGe3onacHOCTW, NPUBOASALLMMU K
HecaHKLMOHMPOBAHHOMY AOCTYNY K MHGOPMAaLMN U XULLEHUIO YCTPONCTB XpaHeHUs!
[laHHbIX, COAEPXKaLLMX 3HaYNMbIE JaHHbIe, HANPUMEepP KI4u LLNGPOBAHMS;

- HeygayHo U (MnM) HenpaBWUMbHO KOHMUIYpMPOBAHHBLIMK OnepaLMOHHbIMU
CUCTEMaMM MO MPUYMHE HEKOHTPOIMPYEMbIX WU3MEHEHWA B CUCTEME UMK
HenpaBunbHbIM  (PYHKLIMOHMPOBAHMEM  MPOrPaMMHOIO WM annapaTHoro
obecneyeHnsi, NPMBOASLLMM K TOMY, YTO NepcoHan opraHn3aumm Unm NocTOPOHHUIA
nepcoHan norny4aeT A0CTYn K MHopMaL MK, He Mest Ha 3TO paspeLLeHms.

6.3 HecaHKUMOHMpPOBaAHHBLIX AOCTYN

HecaHKUMOHMPOBaAHHBLIN AOCTYN Kak TWUM WHUMOEHTa BKMYaeT B cebs
WHUWOEHTbI, He Bolleawme B nepeBble ABa Tuna. [MaBHbIM ob6pa3om 3TOT Tun
WHUMOEHTOB COCTOUT M3 HECAHKLMOHMPOBAHHBLIX MOMbLITOK AOCTYNa B CUCTEMY UNA
HenpaBWIbHOMO UCMNOSb30BaHUs CUCTEMbI, CcepBuca wnn ceTtu. HekoTopble
npuMepbl HECAHKLMOHMPOBAHHOIO OOCTYyrNa C MOMOLbI TEXHUYECKUX CPencTB
BKIHOYatoT B cebs:

- NONbITKN U3BneYb doannbl C NaposIsIMu;

- aTaku nepenonHeHunss 6ydepa C UEenbi MOnyyYeHUs NPUBUNErMPOBAHHOIO
(Hanpumep, Ha YpOBHE CUCTEMHOIO agMMHUCTpAaTopa) A4OCTYyNa K CETY;

- MCMOMb30BaHNE YSA3BMMOCTEN MPOTOKONa ANs nepexsata COEAUHEHUS Uu
FIOXHOIO HanpaBfeHUs NErMTUMHbBIX CETEBbIX COEAVNHEHWI;

- NOMbITKN pacLUMpUTb NPUBUMErMM A4OCTyMNa K pecypcaMm unm nHgopmaumm no
CPaBHEHMIO C NEMMTUMHO UMEKLLMMUCSA Y NONb30BaTeNs U agMUHUCTpaTopa.

NHUMOEHTbI HECaHKLMOHUPOBAHHOIO 40CTYNa, Co3faBaeMble HETEXHUYECKUMU
cpeacTBamu, KOTOpble NPUBOAAT K NPAMOMY UM KOCBEHHOMY PacKpbITUO Wi
MoaudmKaumm  MHOpMaLMM, HapyLeHUsM YYEeTHOCTUM WM HenpasBUITbHOMY
MCMONMb30BaHMIO MHAOPMALIMOHHBIX CUCTEM, MOIYT BbI3biBaTbCSA CREAYHLMMM
drakTopamu:

- paspylleHveM YCTPOUCTB  (M3MYECKOW 3aumTbl C  nocregyowmm
HEeCaHKLMOHUPOBaHHbIM LOCTYNOM K MHdopmaumu;

- Heya4YHoOW 1 (Mnn) HenpaBUIbHOW KOHJMrypauunen onepalmoHHON CUCTEMDI
BCMNEACTBME HEKOHTPOSNMPYEMbIX M3MEHEHUA B CUCTEME WM HENpaBUITbHOIO
PYHKLMOHMPOBAHUA NPOrpPaMMHOIo UM annapaTHoro obecneyeHns, NPUBOLSALLMX K
pesynbTaram, Nogo0HbIM TEM, KOTOpble OnNncaHbl B nocregHemM absaue 6.2.

7 dtan "lMMnaHnpoBaHue U nogrotoBKa"



OT1an "lNnaHnpoBaHne n nogrotoska" MeHeoXMeHTa nHumaeHTos Vb BknovaeT
B cebs:

- OOKYMEHTMPOBAHME MONUTMKM 00paboTKM COOODLLUEHNUA O COObITUAX WU
nHungeHtax Wb u cucteme, COOTBETCTBYIOLIEN 3TOW MNONUTUKE (BKIOYas
POOCTBEHHbIE NPOLEaypbI);

- CcO3JaHve noaxoasiwen CTPYKTypbl MeHempxkmeHTa wHuuaeHtoB Wb B
opraHusaumm n nogbop COOTBETCTBYHOLLENO NepcoHana;

- co3gaHue nporpaMmmbl O0By4eHMS U MPOBEOAEHUS MHCTPYKTaXa C Lenbho
obecnevyeHns 0CBEJOMMNEHHOCTN O MEHEOXKMEHTE UHLIMOEHTOB.

[Mocrne 3aBepLUeHMst 3TOro aTana opraHn3aums AomkHa ObiTb NOMHOCTBLIO FOTOBA
K Hagnexallen obpabotke nHumaeHTtos Ub.

7.1 OGwee npeacTaBrneHne 0 MeHeAXKMEeHTe UHUUAEHTOB
UHOpPMaLMOHHON 0e30MNacHOCTH



[na pe3ynbtaTtMBHOMO 1 9¢pdpeKTMBHOIMO BBOAA MEHeMXMeHTa uHumaeHTos b
B 9KcCnnyatauuto nocne HeobxoguMMoro nraHMpoBaHWsS criedyeT BbINOSMHUTL Psf
NOAroTOBUTESbHBIX AENCTBUMA. OTU MNOArOTOBUTESbHbIE OENCTBUSA BKIOYAKOT B
cebs:

- (hopmynmpoBaHme 1 paspaboTKy NONUTUKN MEHeLXXMeHTa uHuuaeHToB UMb, a
TakKXe NnoslydeHne OT BbICLLErO PYKOBOACTBA YTBEPXOEHUS 9TON NONUTUKK (CM. 7.2);

- pa3paboTky W [OOKYMeHTMpoBaHue noapobHON CUCTEMbI MeHeOXMeHTa
nHumaeHtoB Vb (cm. 7.3).

[okymeHTauua cucteMbl MeHemXMeHTa uHuuaeHToB B gomkHa copepxatb
crieqyolme dNeMeHTbI:

- WKany cepbe3HocTU Aans knaccudwmkaumm nHumaeHtoB Mb. Kak ykasaHo B
421, Takaa wWKana MOXeT COCTOATb, Hanpumep, W3 OBYX MONOXEHWN:
"3HauuTenbHble" M "He3HauuTenbHble". B nobom criydae nonoxeHue LiKarbl
OCHOBaHO Ha (hakTMYeCKOM unn npegnonaraemom yuiepbe ana 6usHec-onepawum
opraHusauuu;

- dopMbl A0KMagoB* 0 cobbITuAX™ n uHumgeHtax™ ™ Wb (npumepbl dopm
npvBeLeHbl B NPUoXeHun A), COOTBETCTBYIOLLME AOKYMEHTUPOBAHHbIE NPOoLEeaypb!
W [OEenCTBUS, CBSA3aHHble CO CCblJIkaMM Ha HOpMarbHble npoueaypsbl
MCMonb30BaHUA AaHHbIX N CUCTEMbI, CEPBUCOB U (M) CETEBOIO pe3epBrpoBaHuS,
nraHamm obecneyeHnst HernpepbiBHOCTU DU3HECA;

* ECnm BO3MOXHO, 9TKU (popMbl OOIKHbI ObITh NpeacTaBneHbl B SNIEKTPOHHOM
Buae (Hanpumep, Ha 3awmueHHon BeO-cTpaHuue) U cBs3aHbl ¢ 6a30M OaHHbIX,
XpaHSALWEN 3NEKTPOHHYI0 nHdopMaumio o cobbiTuax/mHumnaeHtax Vb, B HacTosLwee
Bpems BymaxHasa TexHorornsa Tpebosasna Obl CIAMWKOM MHOro BpemeHn n obina bbl
HeaddEKTUBHOMN.

** @opMy 3anofnHseT nMuo, NpuvHMMarolee coobuleHne (To ecTb He udneH
rpynnbl MEHeOXMeHTa nHumngeHToB UB).

*** OTa dhopMa ncnonb3yeTcs nepcoHanoMm MeHegXMeHTa nHuuaeHtos Vb ons
NonosiHEHUs1 NepBoHaYaribHON WHGopmaumnen o cobbitum Ub, Tekylero BegeHus
3anncen oL EHOK MHUMOEHTa 1 Np. 40 MOSHOro paspeLleHns nHuuaeHTa. Ha kaxgon
ctagum B 6a3y gaHHbIX cobbiTu/vHUMaeHToB WMB BknovaoTcs OBGHOBMEHMS.
3anncb B 6a3e AaHHbIX, codepxawast "3anofiHeHHy" qopmy MM cBedeHust O
cobbiTuax/mHUmMaeHTax b, nanee ncnonb3yeTcsl B 4eATENbHOCTU MO paspeLLEHMIO
MHUMOEHTA.

- onepauuoHHble npoueaypbl ana TPUNB ¢ goKymMeHTMpOBaHHbBIMU
004A3aHHOCTAMM U pacnpeaeneHnemM yHKLMIA cpean HasHa4Y€eHHbIX OTBETCTBEHHbIX
nmMu* ansa ocyLeCcTBIIEHNST pa3fiMyHbIX BUOOB AeATENbHOCTU, HANPUMeEpP Takux, Kak:

* B HebonbLUMX opraHu3aumsax ogHO U TO Xe NINLLO MOXET BbINOSTHATbL HECKOSbKO
doyHKLNA.

- OTKIMOYEeHWe aTakoBaHHOM CUCTeMbl, cepBuca U (unn) cetu npu
onpeferieHHbIX 0bCToATEeNbCTBAX MO COrMAacOBaHUKD C  COOTBETCTBYHLLMM
pykosogctBoMm UT u (unn) GusHeca M B COOTBETCTBUM C MNpedBapuUTErbHbIM
cornawleHnem;

- OCTaBfieHMe aTakOBaHHOW CUCTEMBbI, cepBuca u (unn) cetn B paboTaroLllem
COCTOSIHUM U NOLCOENHEHHOM K CEeTH;



- BeeHMe MOHUTOPMHra NoToKa BXOASALMX, BbIXOAALWMX WM HaXOOAALMXCA B
aTakOBaHHOW CUCTEME, CepBuCE U (UNN) CETU AAHHbIX;

- aKTuBauusi HopMarbHbIX Ayonupyrowmx npoueayp v OencTBuin  No
NMIaHNPOBAHUIO HeNpepbIBHOCTM 6GuM3Heca corfnacHo nonuMtuke ©6e30nacHOCTU
cUcTeMbl, cepsuca un (Unum) ceTu;

- BejeHMe MOHUTOpPVIHIa 1 opraHmsaums 3ameHHOro XpaHeHns CBUAEeTeNbLCTB
B 9NIEKTPOHHOM BMAE Ha Cchnydan wux BocTpeboBaHuss Aana cyaebHoro
pas3buparenscTBa Un AUCLUUNIMHAPHOIO paccrneaoBaHnsa BHYTPU OpraHn3auum;

- nepegada nogpobHocten 06 wuHUMaeHTe WB coTpyaHuKam CBOeN
opraHmMsaumm 1 CTOPOHHUM NiMLaM UM opraHnsaumsim;

- TecTupoBaHue PyHKLMOHNPOBAHUS CUCTEMbI MEHeMKMEHTa nHumaeHTos Ub,
ee npoueccos v npouenyp (cm. 7.3.5);

- ODHOBNEHME NONUTUK MEHEeMKMEHTA N aHanm3a puckoB Wb, kopnopatmeHom
nonmtukn UMb, cneunaneHbix nonmmMtuk b ana cuctem, cepBucos u (Unn) ceten
09 BKIMOYEHUS] CCbINIOK Ha MeHegXMeHT wuHumaeHtoB Wb u obecneyeHune
perynsipHoro nepecmoTpa 3TUX MOSIUTUK B KOHTEKCTE BbIXOAHbIX AaHHbIX CUCTEMbI
MeHegxmeHTa nHumnageHtoB Vb (cm. 7.4);

- cosganune NPUNB ¢ cooTBeTCTBYOLWEN NporpaMmmon oby4yeHust ee nepcoHarna
(cm. 7.5);

- TeXHNW4eckue W [pyrve cpencTtBa MOALAEPXKM CUCTEMbl MEHeKMeHTa
nHumaeHtoB 6e3onacHocTn b (u gestensHoctn FTPUNB) (cm. 7.6);

- NPOEKTNpOBaHME 1 paspaboTka nporpamMmmbl obecneyeHns 0CBEAOMIIEHHOCTU
0 MeHegkmeHTe uHumaeHtoB Wb (cMm. 7.7), O3HaKOMIeHMe C 3TOM Mporpammon
BCEro nepcoHana opraHusauumm (M MNOBTOPHOE MpOBeAEHME O3HAKOMIIEHUS B
AarnbHenwem B criydae KagpoBblX USMEHEHUN).

B cineayooumx noapaspgenax npumeBegeHo onucaHune Kaxaoro Buaa 3TON
0eATerNlbHOCTU, BKIo4Yad coiepXaHne Kaxaoro Tpe6yeM0ro OOKYMEHTa.

7.2 NMonnTKa MeHeXKMeHTa UHLUNOEHTOB
nHpopmaLMoOHHOU Ge30nacHOCTHU

7.2.1 HazHa4yeHne NONMUTUKMU

MormTtuka ™meHeokveHTa wHumaeHtoB Wb npeoHasHadyeHa [Ons BCero
nepcoHana, MMeILLEro aBTOPM3OBaHHbIM A0CTYN K MHGAOPMALMOHHBIM CUCTEMaM
OopraHu3auum U MecTam NX PacrnosiIOKEHUS.

7.2.2 Jlnua, cBfi3aHHble C MNOJINTMKOM MEHeAXMEeHTa WHUWOEHTOB
MHd opMaLnOHHON Ge3onacHOCTU

Mormtnka MeHemxmeHTa uHumaeHtoB Wb  yTBepxgaetca  ctapwmm
OOIMKHOCTHBIM ~ NIMLOM  OpraHuM3aumMmM C  OOKYMEHTanbHO MNoATBEpXXAEeHHbIMU
MOSIHOMOYUSAMMN, NOSTyYEHHBIMM OT BbICLLErO pyKoBoACTBa. [lonmTuka gosmkHa ObiThb
OOCTYMHA N8 KaXaoro CoTpyaHWKa 1 NoApsiavnka u oBegeHa Yyepes MHCTPYKTax
n obyyeHune ¢ uenbto obecneveHms nx oceegomneHHocTn B obnactn Vb (cm. 7.7).



7.2.3 CopepxaHue NONMNTUKU MeHeaXXMeHTa WHUNOEHTOB
MHc¢ opmaLMOHHON 6e30onacHOCTU

MormTtuka wmeHegkveHTa wuHUMaeHtoB WB pomkHa Bkodatb B cebs
criegyoLume BonpocChl:

- 3HAYMMOCTb MeHemKMeHTa uHumaeHtoB Wb ana opraHmMsauymm, a Takxke
obda3aTenbCcTBa BbICLIEr0 PYKOBOACTBA OTHOCUTENBHO NOAAEPKKM MEHEOKMEHTA U
€ro CUCTEMbI;

- obwee npeacraesneHne o6 obHapyxeHun cobbiTvii b, onoBeLEHN O HUX U
cbope COOTBETCTBYIOLLEN MHGOPMALMK, a Takke O NyTAX MCNOSib30BaHWUS 3TOM
nHpopmaumm ana onpeoenenns uHumgeHtoB Mb. 310 obuwiee npenctaBneHve
OOSDKHO coaepaTb nepeveHb BO3MOXHbIX cobbiTun B, a Takke nHgopmaumio o
TOM, KaKk coo0LaTb O HEW, YTO, Iae N KoMy coobuaThb, a Takke Kak obpalatbcs ¢
COBEpPLUEHHO HOBbIMM cObObITUAMU UB;

- obwee npenctaeneHne o6 oueHke uHuuaeHToB Wb, BKnoyasi nepeyeHb
OTBETCTBEHHbIX JNL, HEOOX0AUMbIE A7 BbIMOMHEHUS OENCTBUS, yBEAOMEHNST 06
WHUWOEHTaxX U AanbHenwme JencTBms OTBETCTBEHHbIX NAL;

- KpaTKOE M3IIOXEeHNe AEeNCTBU Nocrie NOATBEPXKOEHUSA Toro, YTo codbbitve Vb
saBnseTca nHumaeHtom Ub. 3Tn gencTens npeacTaBnatoT:

- HemeaeHHoe pearMpoBaHuE;

- NPaBOBYIO 3KCMNEPTUSY;

- nepegady uWHGOPMaUUM COOTBETCTBYHOLUEMY MEepcoHany WM CTOPOHHUM
opraHMsauusam;

- NPOBEPKY, HAXoAUTCSA N nHUMAeHT Vb noa KoHTpornew;

- danbHenee pearmpoBaHue;

- 06bsiBNEeHne "Kpn3ncHom cutyaumnn;

- onpenerieHne KpUTepmeB YCUIEHNSA pearnpoBaHna Ha MHLMOEHTbI UB;

- onpeaerneHne OTBETCTBEHHOIO 3a MHUMAOEHT Nnua;

- CCbIJIKKY Ha HeobXoaMMOCTb MNpPaBUibLHOW perncTpaumm BCEX OEUCTBUA O
AanbHENLWero n HenNpepbIBHOrO MOHUTOPKMHIA C Liefblo obecneyeHus 3amLEHHOro
XpaHeHUs1 CBUOETENbCTB B 35IEKTPOHHOM BuAe Ha criydan ux BocTpeboBaHus Ans
cyonebHoro pasbupartenscTtBa WM AUCUMNIIMHAPHOIO paccnefoBaHust BHYTPU
opraHusauuu;

- [JencTeus, cregylowme 3a paspeweHveMm umHuugeHta Wb, Bknoyas
NU3BreYeHne ypoka W3 WHUMOeHTa U yrydleHWe npouecca, cnegylowero 3a
nHumnpeHtamm Nb;

- noapobHOCTM MecTa XpaHEeHWss [OOKYMeHTauMM O CUCTEMe, BKIoYas
npoueaypbl XpaHEeHUs;

- obwee npeactaeneHve o pestensHocTu PUNMB, Bkniovalowee B cebs
criegyroLme BOMNpocChl:

- opraHusaumoHHyto cTpyktypy 'PUNB u Becb OCHOBHOWM mnepcoHan rpynnsl,
BKIMOYasa N1, OTBETCTBEHHbIX 3a:

- KpaTKoe MHPOPMMPOBaHNE BbICLLErO PYKOBOACTBA 06 MHUMAOEHTAX,;

- NpOBEAEHNE paccrieqoBaHM U apyrve OenWcTBUS NepcoHarna rpynnbl nocrne
00bsIBMNEHUS "KPUSNCHOM CUTYaLnn";

- CBSI3b CO CTOPOHHUMM OpraHmnsaumsiMm (Npu HeobxoaMMocTw);

- nonoxeHne o wMeHegpxveHte WB, obnactb peatenbHoctu TPUNB wu
NONHOMOYNS, B paMKax KOTOpbIX OHa OyaeT ee OocylwecTBNATb. ATO MOSIOXKEHME



OOSPKHO BKIOYaTh B €eb4A, Kak MUHUMYM, POPMYIMPOBKY LIENeBOro0 HasHayYeHus,
onpeaerneHve obnactn geatenbHoctn MPUNB n nogpobHocTn 06 ydpeauTene
MPUNB v ero nonHoMo4uUsX;

- (popmyrmpoBky uenen NPUNB npumeHnTenbHO K OCHOBHOW LeATeNlbHOCTU
rpynnbl  nepcoHana. [Onsa BbINOSIHEHUA CBOUX (PYHKUMA MepcoHan [OOSDKeH
y4yacTBOBaTb B oLeHKe nHumnaeHToB Vb, pearmpoBaHnm Ha HUX U ynpasrieHun nmu,
a TakXxe B UX ycneLwuHoM paspelleHunn. [Ans uenen n HasHadyeHusa MPUNB Tpebyetcs
4yeTKoe M O4HO3HA4YHOoe onpeerneHue;

- onpegeneHne cdepbl gesatensHoctv [PUMB. O6GblMHO B cdepy
neatensHoctn PUNB opranmnsaumm BxoasaT BCe WMHAOPMALUOHHbIE CUCTEMBI,
CepBuUCbl U CeTU opraHusaumn. B HeKoTopbIX criydasx Ons opraHuM3aunum MoXeT
notpeboBatbca cyxeHne coepbl gencteua NPUNB. MNMpn aTom He06Xx04MMO YeTKO
AOKYMEHTMPOBATb, YTO BXOAMUT N YTO HE BXOAUT B Chepy ee OeATeNbHOCTY;

- IuyHocTb Yyupeoutena TPUNB - cTapwero OOSMKHOCTHOrO nuvua  (4neH
npaBfieHnsl, CTapLmMi pyKOBOAUTESb), KOTOPbIN caHKumoHupyeT aencteus TPUNB
N yCTaHaBnMBaeT YPOBHU MNofnHoMoumn, nepenaHHbix NTPUNB. OcBegomneHHOCTb
06 9TOM NOMOXET BCEMY NepCcoHasly opraHu3aumm NOHATb NPEANOCHISIKA CO34aHus
n ctpyktypy [PUNB, 4TO 9aBndetca KpavHe BaxHoOW wHopmauumen ans
dopmuposaHna posepuss k. TPUMB. Crnepgyetr oTmetutb, 4TO nepenq
obHapogoBaHnem nogpobHocTen o cos3gaHum n ctTpyktype MPUNB Heobxogmmo
NPOBEPUTL 3aKOHHOCTb 3TOr0 AencTBua. B HeKoTopbiXx 06CTOATENbCTBAX
pacKkpblTUe TMOMHOMOYMW T[PYMNMNbl  MepcoHana MOXeT MNOCNYUTb  NPUYNHON
npeabaBneHNst e NPEeTEH3UN No HapyLLEHNO 0693aTenbLCTB,

- obwee npeacTtaeneHne O nporpamme obecneyeHnss OCBEAOMIIEHHOCTU U
00y4eHnsa meHegXMeHTy nHuuaeHtos Ub;

- nepeyvyeHb MNpaBOBbIX W HOPMAaTMBHbLIX AacnekToB, npegnonaraemMbiX K
pacCcMOTpeHuto (CM. 5.2.3).

7.3 Mporpamma MeHeg)XMeHTa MUHUMOEHTOB
UHOpPMaLMOHHON 6e30MNacHOCTH

7.3.1 HazHa4yeHune cucrtembl

[Mporpamma MeHemkveHTa umHuuaeHtoB Wb npegHasHadeHa Onsi co3gaHust
nogpoObHON OOKYMEHTaLMK, ONUCbIBaKOLWEN npouecchbl U npoueaypbl 0bpaboTku
nHumgeHtoB b wn  onoseweHus (MHdopmmposaHus) o6 wuHumageHtax WbB.
[Mporpamma meHemxveHTa WB npuBogutca B genctBue npu  obHapyKeHun
cobbiTna Mb. OHa ncnonb3yeTcs B Ka4ecTBe PyKOBOLCTBA NpW:

- pearmpoBaHun Ha cobbiTus UB;

- onpeaeneHnun Toro, cTaHoBATcA nn cobbliTua b nHunaeHtamm Ub;

- MEHeXXKMEHTe nHumaeHToB b 0o nx paspelueHus;

- MaeHTUdMKaLMM NoslyYeHHbIX YPOKOB Npu 00paboTke MHUMOEHTOB, a Takxe
HEe06XOANUMbIX YIyYLLEHUA CUCTEMBI U (M) 6e30MacHOCTU B LLENOM;

- peanusauun naeHTUOULMPOBaHHBLIX YITydLLEHWNA.



7.3.2 Jlnuya, cBsi3aHHbleé C nNporpamMmMom MeHeaAXMEeHTa WHUUOEHTOB
MHc¢ opmaLMOHHON 6e3onacHOCTU

[Mporpamma mMeHegkmeHTa wuwHumaeHtoB Wb npegHasHayeHa AOnss BCEro
nepcoHarna opraHusaunm, BkroYas nuy, OTBETCTBEHHbIX 3a:

- OOHapyxeHve un onoBelweHne o cobblTnax Mb. OTn nmua moryT ObiTb
cnyxawmmu, paboTarommm Ha NOCTOAHHOM OCHOBE UMM MO KOHTPaKTY;

- OUeHKY u pearvpoBaHne Ha cobbita b un unHumpeHtol UB, koTopble
Yy4acCTBYIOT B M3BfIEYEHUN YPOKOB Ha 3Tarne paspeweHus mHuuageHtos Vb n B
ynydqweHmnsax b n camonm nporpammbl MeHegpkMeHTa uHumaeHTtoB UB. OTvmn
muaMmn SBASIOTCA YneHbl rpynnbl obecnedyeHns akcnnyatauum (Mnv nogobHom
rpynnel), TPUNB, pykoBoacTBO opraHusauuu, nepcoHan OTAernoB No CBA3AM C
OOLLIECTBEHHOCTbLIO U FOPUCTBI.

CregyeT TaKxe y4uTbiBaTb MoSib3oBaTerien TPeTbeW CTOPOHbI, KOTOpble
coobwatoT 06 nHumnaeHtax MIb n cBA3aHHbIX C HUMK YA3BUMOCTSX, U, KPOME TOrO,
rocyapCTBeHHble XU  KOMMepYeckue  opraHusauun,  npegocTasnsiome
nHcopmaumo 06 nHungeHtax b n yassnmocTsix.



7.3.3 CopepxaHune nporpamMmbl MeHe)XKMeHTa MHUMOEHTOB
MHdJ opMaLUOHHON Ge3onacHOCTU

B cogepxaHve nporpammbl MeHegxmeHTa umHuugeHtoB B pomkHbl ObiTb
BKITOYEHDI:

- 0630p NONMUTUKM MeHeXMeHTa uHumaeHTos Ub;

- obwee npeacTaBneHne O nporpaMme MeHemKMmeHTa uHuuaeHtos Vb B
Lernom;

- peTarnbHble Npouecchl M npoueaypbl®, MHGOPMaLMs O COOTBETCTBYHLLMX
CEPBUCHbIX NporpaMmmMax U LLKanax, CBA3aHHbIX:

* OpraHusaunsa MOXeT MPUHUMAaTb PEeLLeHMst O BKIKOYEHMM BCEX MNpouenyp B
nporpaMmmy unm nogpodHOM MU3NOXEHUN B OOMOSTHUTESNbHbBIX JOKYMEHTaxX BCEX UM
HEKOTOpPbIX Npoueayp.

Ans atana "lNnaHmpoBaHue 1 noarotoeka'":

Cc obHapy>XeHMeEM U OnoBeLLEHEM O NosBreHUn cobbiTuin B (4ernoBekom mnm
aBTOMaTM4YECKMMN CpeacTBamm),

co cbopom nHopmaumm o cobbiTusax Vb,

C nposefeHVMeM oueHOK cobbiti WB (Bkrtovasi, ecrmm notpebyetcs, ux
aeTtanusaumio), NCrorb3yst NPUHATYIO LWKany Cepbe3HOCTU COObITUW/MHUMOEHTOB, U
onpeneneHneM Mx CNoCOOHOCTU K M3MEHEHUIO CBOEW KaTeropum Ha KaTeropuio
nHumaenToB UBb,

Ansa atana "cnonb3oBaHue" (B criydae noaTBepxaeHnst nHunageHtos UB):

C OroBeLlleHNEM COTPYOHMKOB CBOEW OpraHu3aumm W CTOPOHHUX JvL Wiu
opraHu3auuMm o Hanmmymm wuHuuaeHtoB Wb wvnmM nioObix BaxHbIX AeTansx,
KacaroLmxcst MHLUMOEHTOB,

C OCYLLECTBNEHNEM HEMEAJIEHHOIO pearMpoBaHns, KOTOPOE MOXET BKMOYaTh B
cebs akTMBM3auUUO MNpouenyp BOCCTaHOBMEHUA u (unn) nepegady coobLUeHui
COOTBETCTBYHOLLEMY MEPCOHary COrfacHO aHanmnay 1 NPUHATBIM CTENEHSMW LUKarbl
Cepbe3HOCTN NHUMOEHTOB,

C NpoBeOEHNEM MPaBOBOM IKCMEPTU3bl (MpU HEOBXOAMMOCTU) MO CTENEeHAM
LLKanbl Cepbe3HOCTN MHUNAEHTOB VB 1 nameHeHnem aTux cTeneHen,

C onpegeneHnemM Hannuna KOHTponst Hag nHumaeHtamm Ub,

C co3aHneM A0MNoSfHUTESNbHbIX pearnpoBaHun (ecrnn TpebyeTcs), Bktovas Te,
KOTopble MOryT notpeboBaTbCs ropasgo nosgHee (Hanpumep, fMpu ycTpaHeHuu
nocrnencTeun Kakoro-nnéo 6eacTems),

B Clny4ae OTCYTCTBMSI KOHTpONs Hag wHuuaeHtamum B ¢ nHuuumpoBaHMeEM
AHTUKPU3UCHbIX OEWCTBMMA  (Hanpumep, BbI30B MOXApHOM KOMaHabl — Unu
akTMBM3aLma nNnaHa obecneyeHns HenpepbIBHOCTM BU3Heca),

C JeTanusauuen gansHeunwen oLeHKn n (Unn), ecnm notpebyetca, ganbHeNWmnX
peLleHuH,

C TMpOBEPKON MpPaBUNIbHOCTW pPeruMcTpaunnm BCEen OeATenbHOCTU  Ans
AarbHenLero aHanmaa,

c obHoBrneHnem 0a3bl JaHHbIX cOObITUN/MHUMAEHTOB UB.

B nporpamme wMeHemxmeHTa uHuugeHToB WB  npegycmatpuBaeTtca
BO3MOXHOCTb KakK HeMeasieHHOro, Tak M 6onee ANUTENbHOrO pearnpoBaHUst Ha
nHumaentbl B, Ona Bcex nHumaeHtoB UB TpebyeTcs cBoeBpeMeHHasi OueHKa



NoTEeHUManbHbIX HEraTMBHbIX BO3OEWCTBUM, KaK KpPaTKOBPEMEHHbLIX, Tak 1 bonee
ONUTENbHbIX (Hanpumep, KpynHomaclutabHoe 6enCTBME MOXET NPOU3OUTU Yepes
HEKOTOpPOe BpeMs rnocrne nepsoro nHuuaeHta MB). bonee Toro, HekoTopbIE BUAbI
pearMpoBaHna Moryt notpeboBaTbCA ANs  COBEPLUEHHO  HernpeaBuaeHHbIX
nHumpgeHtoB Wb, kKorga BO3HMKHET HEOOXOOMMOCTb B cneuuarnbHbIX 3allMTHbIX
Mepax. [axe B Takon cutyaumm B [JOKYMEHTauum nporpaMmmbl  LOSDKHbI
cogepxaTbca obume pekomeHgauunm no OEenCTBUSM, KOTOpble MOryT CTaTb
HeobXxoaNMbIMMU:

- Anga atana "AHanms":

C nNpoBedeHneM, ecrin noTpebyeTcs, AanbHeENLEN NMPaBoOBON 3KCNEPTU3bI,

C wuaoeHTudwmKaumen W [OOKYMEHTMPOBAHWEM OMNbiTa, W3BJIEYEHHOMO U3
nHumaenToB Ub,

C onpegerneHnemM n aHannsom ynyduweHnn b Ha ocHoBe nony4eHHoro onbITa,

C aHanM3oMm 9dxPeKTMBHOCTM MpPOLECCOB U Npouedyp pearMpoBaHus Ha
nHUnaeHTbl b, ouernkon nHumaeHtos Vb 1 BoccTaHoBNeEHUsa nocne Kaxgoro u3
HUX, @ TaKxe onpedereHnem yryyleHun nporpammMbl MeHegXMeHTa MHUWOEHTOB
b B Lenom (Ha ocHoBE NOSly4EHHOrO OnbITa),

c obHoBNeHnem 6a3bl JaHHbIX cOObITUW/ MHUKMAaeHToB UB;

- anga atana "YnyJweHue" - yTo4HeHMne Ha OCHOBE MOJy4EeHHOro onbITa:

C pesynbTatamMmun aHanuaa u MeHegxveHTa puckos Vb,

C nporpammon MeHegxmeHTa wuHuugeHtoB Wb (Hanpumep, npoueccammn u
npoueaypamu, opMor ONoBeELLEHNA N (UIK) CTPYKTYPOU opraHmM3auunm),

Cc obuen 6e30nacHOCTbIO BHEOPEHUSI HOBbIX U (M) YryYLlIEHHbIX 3alMTHBIX
Mep,

C Trpagauven wWwkanbl Cepbe3HOCTN COBObLITUA/MHUMOEHTOB (Hanpumep,
3HAYUTESbHbIN, HE3HAYUTENbHbIN; CYLECTBEHHbIN, 9KCTPEHHbIN, HE3HAYUTENbHbIN,
HE3KCTPEHHbIN) N COOTBETCTBYIOLLMMWN PYKOBOACTBAMM,

C PYKOBOACTBOM AN pPeLleHns 0 HeOBXOAMMOCTU MHTEHCUAMKALMM KaXOoro
npouecca, ans Koro AorpkHa npoBOoAUTbCA MHTEHCUdMKaUUS U B COOTBETCTBUM C
Kakumn npouenypamu. [llepcoHan, oueHuBaowmn cobbitve nnn uHumaeHt Wb,
OOSPKEH 3HaTb, OCHOBbIBAsiCb Ha PYKOBOACTBAX M3 [AOKYMeEHTauuu nporpamMmmbl
MeHeoKMeHTa wuHumaeHToB Wb, korga npu HopManbHbIX 0OBCTOATENbCTBAX
HeobxoanuMo nepexoanTb K MHTEHcUdmMKaLmm npoueccoB u ans koro. Kpome toro,
BO3MO>XHO BO3HWKHOBEHNE HenpeaBuaeHHbIX 00CTOATENLCTB, Korga
WHTEHCU(MKaLMs  npoueccoB  MOXeT CcTaTb  Heobxooumon.  Hanpumep,
He3HauuTenbHbIN MHUKOeHT b MoxeT nepentun B KaTteropuio "CyLecTBeHHbIN" nunu
B "KPM3UCHYKO cCuUTyauuo" B Ccrydae ero HenpasBunbHoM 06paboTku, wmm
He3HaunTenbHbIn MHUMOEHT VB, He obpaboTaHHbI B TeYeHne Heaenu, MoXxeT
cTatb "3HauuTenbHbIM" MHUMOeHTOM UB. B pykoBoacTBe O0MMKHbLI onpeneniaTbes
TvNbl cobbITUM U uHUKMAEeHToB UMb, TuUnbl MHTEHCUMMKaALUUKM NPOLECCOB N NnUa,
KOTOpble MOryT ee NpoBOAUTb,

C HeobxoouMMbiMWM MpouedypamMu Ofs  Hagnexawen permctpauum Bcex
OENCTBUA B COOTBETCTBYHOLWEN dopMe U MpoBeeHVMEM aHanuM3a XypHarna
perncTpalmm HazHa4YeHHbIM NepcoHarnom,

C npoueaypaMmm U MexaHu3mMamu NogaepXaHusa pexmumMma KOHTPOmns N3MEHEHUN,
KOTOpbIA BKMOYaeT B cebs npocnexuBaHue cobbitui u  mnHumaeHtoB Wb,
obHoBneHne otyeTa 06 nHumaeHtax Ib n obHoBneHne camon NporpamMmmbl,



C npoueaypamMmu nNpaBoBOW 3KCNEPTU3bI,

C npouedypamu M pPyKOBOACTBOM MO UCMOSIb30BaHUIO CUCTEM OBHapyXeHus
BTOpXeHun (COB), obecneumBaromMmmn cobnogeHne cBAa3aHHbIX C HUMW NPaBOBbIX
N HOpMaTUBHbIX acnektoB (cMm. 5.2.3). PykoBOACTBO LOMMKHO BKItoYaTb B cebs
pacCMOTPEHNEe NPENMYLLECTB N HeOOCTaTKOB [OEWCTBMM MO HabnogeHuo 3a
3M10yMbILLIEHHUKOM. [lonornHuTensHas WHgopmaumna no cuctemam OOHapyXeHus
BTopxeHun (COB) copepxmtcsa B MCO/MOK TO 15947 [2] 1 UCO/MOBK TO 18043
[3],

CO CTPYKTYpOW opraHusaumm nporpammbl,

C KoMmneTeHumen n obasaHHoctamu vneHos NPUNB B uenom u ee otaernbHbIX
4YEeHOB,

C BaXKHOM MHAhopMaLIMen 0 KOHTaKTax rpynmbl.



7.3.4 NMpoueaypbl

[Mepeg Tem Kak npUCTyNUTb K paboTe C nporpaMmMon MeHeaXMeHTa
nHumgeHtoB Wb, HeobxoguMmMoO MMETb B HanmuMuUM  OOKYMEHTUPOBAHHbIE U
NpoBepPeHHbIE npoueaypbl. B AoKymMeHTaumMmM no Kaxgow npouenype LOSMKHbI
yKasblBaTbCA NvLa U3 rpynnbl 3KCAyaTaumMoHHoN nogaepxkun n (unn) ns NMPUNG,
OTBETCTBEHHbIE 3a WCMOMb30BaHME W MEHEMKMEHT 3TOM npouenypbl. Takue
npoueaypbl OOMKHbI BKMOYaTb B cebst npouenypbl cbopa U 3alLMLLEHHOrO
XPaHEHUS  SNEKTPOHHbIX CBMAOETENbCTB, KOTOpble [OOSMKHbl  HenpepbiBHO
KOHTPONMpOBATbCS Ha cryyan cyaebHoro pasbuparenscrea unm aucumnimHapHoro
paccrnefoBaHns BHYTPU oOpraHusaumn. bonee Toro, OOSMKHbI CyLECTBOBAaTb
OOKYMEHTUPOBAHHbLIE Mpouenypbl, BKAYawwme B cebss He TOnbKO AencTBus
rpynnbl  3KkcnnyatauuoHHon noggaepxkn u  TPUAB, HO wn  npouenypesl,
3aEeNCTBOBAHHbLIE B MPaBOBOM 3KCMepTude n "aHTUKpmanucHon" OesTernbHOCTH,
€CIM OHW He 3a4enCTBOBaHbl fAe-nmbo elle, Hanpumep, B NnaHe obecneveHus
HenpepbIBHOCTM Bu3Heca. O4YeBMAOHO, YTO 3TU LOKYMEHTUPOBAHHLIE MPOLEAYPbI
OOIMKHbI MONMHOCTbD  COOTBETCTBOBATb  AOKYMEHTUPOBAHHOM NonuTuKe
MeHeoKMeHTa nHumaeHtoB Ib n gpyron okyMeHTauum nporpaMmmbl MEHEIKMEHTA
nHunaoeHtos UB.

Heobxogumo wumeTb B Buay, 4YTO He Bce npoueaypbl SABNSOTCSA
o0LwenocTynHelMU. Hanpumep, HexxenaTternbHo, YTOObl BECb NepcoHast opraHm3aunm
3Han nogpobHocTn o pabote NPUNB npu B3aumogencteumn ¢ Hen. FTPUNB gorkHa
obecnevnBaTtb Hannume "obLEOOCTYMHOrO" PyKOBOACTBA, BKIoYas MHGopMaLmio,
NONy4yeHHy0 M3 pe3ynbTaToB aHanmM3a WHuugeHTtoB Wb, koTopasi HaxoguTtcsl B
NerkoaoCcTynHON oopme, Hanpuvep B MHTpaHeTe opraHu3aumn. bonee Toro, nHorga
HeXxenaTtenbHO pacKpbliBaTb HEKOTOpble AeTann nporpaMmmbl  MEHEAXMEHTa
nHumaeHtoB UMb, 4ToObl NMuo, obnagarollee KoHdMAEHLManNnbHON MHAdOopPMaLnen
BHYTPW opraHuM3auun (MHcanaep), He Morno NnomMeLlaTtb NPoLeccy paccreaoBaHus.
Hanpumep, ecnnm ©aHKOBCKUIA Cry>Kalmii, NpUCBavBalOLLMA OEHEeXHble CpeacTBa,
OCBEeOMSIEH O HEKOTOpPbIX AeTandx nporpaMmmbl, TO OH MOXET Iydlle CKpbliBaTb
CBOKO [OeATEeNnbHOCTb OT CcreacTBust WM MHbIM  oBpas3oM nNpensaTCTBOBATb
0BHapyXeHu o 1 paccrenoBaHnio nHumaeHtTa b n BocctaHOBREHMIO NOCSIE HErO.

CopoepxaHue paboumx npouenyp 3aBUCUT OT MHOMMX KpUTepueB, 0COBEHHO
CBSI3aHHbIX C XapakTEPOM Y>Ke M3BECTHbIX NOTEHUMarnbHbIX COObITUIA U MHUWOEHTOB
B n Tunammn 3agencTBoBaHHbIX akTUBOB MHAPOPMALIMOHHBIX CUCTEM N NX CPEeaoMN.
Tak, Hekass pabodasa npouenypa MoXeT OblTb CBA3aHa C onpeneneHHbIM TUMOM
WHUWOEHTOB MM C TUMNOM MPOAYKUMM (HanpuMep MeXceTeBble 3KpaHbl, 6as3sbl
OaHHbIX, OMNepauVOHHbIE CUCTEMbI, MNPUIIOXKEHUS), WM CO ChNeLMdrYecKon
npoaykumen. B kaxgon paboyen npouenype OOMKHO ObiTb YETKO OrnpedesieHo,
Kakme Lwarn Heobxoaumo npeanpuHATb M keM. OHa JorpkHa oTpaxaTb OnbiT,
NOMyYEHHbIN KaK W3 BHYTPEHHMX, TaK W BHELWHUX WCTOYHWKOB (Hanpumep
rocygapcTBeHHble nnm kommepdeckne KIBP, nnu aHanornyHble rpynmnbl, a Takxe
NMOCTaBLUMKMN).

[Ona o6paboTkn yKe U3BECTHbIX TUMOB COObITUN U MHUMAEHTOB VB AomKHbI
cywecTBoBaTb paboyne npouenypbl. Heobxoommbl Takxke paboyme npoueaypsl,
KOTOpbIM Hago cnegoBaTb, €Civ TN obHapyXeHHoro nHumaeHta b nnm cobbitus
HensBecTeH. B 9ToM criyqae paccmaTpuBatoT criegyowme acnekTbl:

- Npouecc onoBeLLeHnst Ana 06paboTKM TakmxX "MCKIMIYNTENbHBIX CIlydaeB";



- yKasaHusi, onpeaenstowme BpemMs Ans nonyyvyeHns ogqobpeHns pearmpoBaHus
HA WHUMOEHT CO CTOPOHbl pPYKOBOACTBA C Uenbio um3bexaHns 3agepxkm
pearnpoBaHus;

- npeaBaputenbHO OOODOPEHHOE OenerMpoBaHMe MPUHATUS pelleHust 6e3
0BbIYHOro npouecca ogobpeHus.

7.3.5 TectmpoBaHue nporpamMmmbl

[ns BbisSBNeHUs noTeHUuMarnbHbIX AedekToB u npobrnem, KoTopble MOryT
BO3HWKHYTb B MpoLecce MeHegXMeHTa cobbiTui n nHumaentoB b, Heobxoanmo
3annaHnpoBaTb PerynsipHble MPOBEPKU M TECTUPOBAHME MPOLLECCOB W Mnpoueayp
MeHegKMeHTa nHunaeHToB Mb. J1ioOble nsamMeHeHusi, BO3HUKalowme B pesyrbrarte
aHanmMsa pearMpoBaHun Ha wHUMaeHTbl Wb, OomkHbl nogBepratbCsl CTPOrow
NnpoBepKe U TECTUPOBAHUIO.

7.4 ToNUTUKN MeHeAXKMeHTa PUCKOB U MHhopMaLuMOHHOMN
Ge3onacHocTHn

7.4.1 HasHa4yeHune

Llenamn  BKMloyeHMst  cogepXaHust  MeHegxkmeHTa wuHuumgeHtoB Wb B
KoprnopaTuBHbIE MOMUTUKN MEHeOXMEHTa pUckoB U b n cneymanbHble NOAUTUKK
Nb cuctem, cepBUCOB 1 CETEN SABMNAIOTCA:

- onucaHue 3Ha4YMMOCTU MeHemxMeHTa uHumaeHToB VB, ocobeHHO cucTembl
onoseLleHnsa n obpaboTtkun nHumaeHtos Mb;

- yKasaHne 0b0A3aHHOCTEN BbICLLErO PyKOBOACTBA OTHOCUTENBbHO Hagnexallen
noaroToBkn K nHumaeHtam UMb n pearmpoBaHnio Ha HUX, TO €CTb OTHOCUTESIBbHO
cucTeMbl MeHegkmeHTa nHuuaeHTos Ub;

- obecneyvyeHne cornacoBaHHOCTU Pas3nMYHbIX NOSUTUK;

- obecnevyeHne NNaAHOBOrO U CUCTEMATMYECKOrO pearMpoBaHUa Ha WHUMOEHT
B ang MmHMMmn3aunum HeraTMBHOIO BO3AEeNCTBUSA UHLUWOEHTOB.



7.4.2 CopepxaHue

KopnopatuBHasi nonutuka meHeoxmveHta puckoB U Vb, a Takxe cneunanbHble
normmTtukn b ons cuctem, CepBUCOB UMM CETEN AOIMKHbI OOHOBMATLCS C LENbIO
obecneyeHnss TO4YHOro COOTBETCTBUSA OOLLEN NMONUTUKE MEHEOKMEHTA NHLUWUOEHTOB
NB n cooTBeTCTBYIOLLEN el cucTeme. B cooTBeTcTBYOWLME pa3aernbl HEO6X0ANMO
BKItoYaTb 06513aTeNbCTBA BbICLLEro PyKOBOACTBA U ONUCAHUE:

- NONUTUKW;

- NPOLLECCOB CUCTEMbI U COOTBETCTBYHLLEN NHAPACTPYKTYPbI;

- TpeboBaHMN NO OOGHapPYXEHWUO, OMOBELUEHUIO, OLEHKE W YNpaBrieHUo
MHUMOEHTaMN U

- YETKOro onpeaeneHnsa nepcoHara, OTBETCTBEHHOIO 3a aBTOpU3auunio 1 (1nm)
npoBedeHne  onpederieHHbIX  BaXHbIX  AeNcTBUA  (Hanpumep  nepeBoA
NMHpopMaLMOHHOW cUCTEMbI B pexxm off-line nnn gaxe oTkntoYeHne CUCTEMBI).

Kpome ToOro, kopnopatvMBHasi NMonuTuKa AOIpkHA cogepxatb TpeboBaHue o
co3gaHMM  COOTBETCTBYHOLLMX  MExaHM3MOB aHarmm3a and  obecnedenuns
ncnonb3oBaHMsa Nobon MHdopMauuKn, Mofy4YeHHONW B pe3ynbrate MpoLeccoB
OOHapyXeHus1, MOHUTOPUHIa U paspeLleHna nHunaeHTos b, B kKayecTBe BXOOHbIX
OaHHbIX Ons  obecneyeHns CTabunbHOW pPe3ynbTaTUBHOCTU  KOPMNopaTUBHbLIX
nonmMTUK MeHemxmeHTa puckoB Wb, a Takxke cneuuanbHbix nommtuk UMb ana
CUCTEM, CEPBUCOB U CETEMN.

7.5 Co3pgaHue rpynnbl pearmpoBaHMsa Ha UHUNAEHTDI
UHOpPMaLMOHHON 0e30MNacHOCTH

7.5.1 Ha3sHayeHue rpynnbl pearnpoBaHus Ha MHUUOEHTLI
MHd( opMaLnOHHON Ge3onacHOCTU

Llencto  cospaHua TPUNB  asnaetca  obecnedyeHne  opraHu3auunm
COOTBETCTBYHOLWM NEPCOHArioM AN OUEHKW, pearpoBaHns Ha UHUMOeHTbl b n
N3BMEYEHNs1 YPOKOB M3 HUX, @ Takke HeoBXOAUMOW KOoopaMHaLMK, MEHEOXKMEHTA,
obpatHoOM cBA3M W npouecca nepedadn uHdopmauumn. YneHol NPUNB moryT
y4acTBOBaTb B CHWXEHUN (hn3nyYecKoro n omHaHCOBOrO yuepba, a Takxke ywepba
Ans penytauum opraHmsaumm, CBA3aHHOMo ¢ nHumgeHtamu Ub.



7.5.2 YneHbl rpynnbl pearmpoBaHUs Ha MHUMAEHTbI WHG OPMaLMOHHOMN
6e30nacHOCT U CTPYKTypa 3TOM rpynnbl

CocTtaB M KONMMYEeCTBO MepcoHarna, a Takke cTpyktypa PUWB pomkHbl
COOTBETCTBOBATb Macwraby u cCTpyktype opraHusauymm. [PUNBE  moxet
npeacTaBnaTb COOOM U30ONMMPOBAHHYIO KOMaH4Y Unu oTaer, nepcoHan aTon rpynnol
MOXET BbINOMHATL N ApyrMe 0683aHHOCTK, a Takxe NnpuBrekaTb COTPYAHWKOB U3
pas3nnyHbIX NnoapasaesnieHnn opraHndauun. B cooteetcTBum € 4.2.1 1 7.1 BO MHOMMX
cnydyasx NPUNB moxeT 6biTb AENCTBYOLLEN IPYynmnon, BO3rMaBnsieMon CTapLuvm
pykoBoguteneMm.  BbiwecTtoswemy — pykoBoAuUTENntO  OKasbiBawT  NMOMOLLb
cneunanucTbl MO KOHKPETHbIM BOMpocaMm, Hanpumep, Mo OTPaXeHuo aTak
BPEOOHOCHbIX MporpamMM, KOTopble npuBSieKaloTCcsa B 3aBMCMMOCTW OT Tuna
nHumaeHta Nb. B 3aBMCMMOCTM OT YMCIIEHHOrO CcOCTaBa opraHnsauum CoOTpyaHUKU
PUNB moryT Takxe BbINOMHATL HEeCKOoSbKo oyHkuu BHyTpu NPUNB. B TPUNB
MOTYT TaKXe NpuBIiekaTbCA CnyXaLume U3 pasnuyHbIX nogpasaeneHnin opraHnsagmm
(Hanpumep ©usHec-onepauun, NT/TenekoMMyHUKauun, ayauta, otaena Kagpos u
MapKeTuHra).

UneHbl rpynnbl AOSMKHBI 6bITh OCTYNHbI A9 KOHTaKTa Tak, YTobbl UX MMEHa U
MMEHa NnL, KX 3amMellalowmx, a Takke nogpOOHOCTM O KOHTaKTe C HUMU Bbinu
OOCTYMHLIMW  BHYTPU oOpraHusauuu. Hanpumep, B OOKyMEHTauUuW CUCTEMbI
MeHeKkMeHTa uHuuaeHtoB VB pomkHbl 6biTb 4eTKO yKasaHbl Heobxoaumble
aetanu, Bknovas nobble AOKYMEHTbI NO npoueaypam 1 gopMbl OTYETOB, HO He B
NOSOXEHUAX NOSINTUKN.

Pykosogutens PUNB gorkeH:

- UMeTb [JenerMpoBaHHble MONHOMOYUA HEMEASIEHHOrO MPUHATUSA peLleHns O
TOM, Kakue Mepbl NpeanpuHATL OTHOCUTESNbHO UHLUMOEHTS;

- KaKk npaBuro, WMeTb OTAENbHYK JMHUK [OfS OMOBEeLWeHUs BbICLLEro
PYKOBOACTBA, KOTopasi A0SPKHA ObITb M3onMpoBaHa OT 0ObIYHbIX OU3HEC-onepauui;

- obecneymBaTb HeOOXOOMMbIA YPOBEHb 3HaHUMW W MacTepcTBa AN BCeX
yneHoB PUNB, a Takxe nogaep)xaHne aToro ypoBHS;

- nopyyaTb paccriefioBaHue KaXaoro MHUuuaeHTa Havbonee KOMMeTeHTHOMY
YrieHy rpynnbil.

7.5.3 Bsanmopenctsume ¢ Apyrumu nogpasaeneHUAMnN opraHmsaumm

YpoBeHb nonHomouun pykosoautens PUMNB u 4neHoB ero rpynnbl OOSMKEH
No3BONATb NpeanpuHMMaTbL HeobxoauMble AeNCTBUSA, agekBaTHble nHunaeHTy b.

OpgHako oencTBuUsl, KOTOpble MOMYT OKasaTb HebraronpusaTHoOe BIMSIHWME Ha BCHO
opraHMsaumio B OTHOLLEHUN OMHAHCOB MU penyTaunn, AOIMKHbI COrfacoBbiBaTbCA
C BbICLULMM PYKOBOACTBOM. [103TOMY BaXXHO YTOYHWUTb, KakOW OpraH B CUCTEME
obecnevyeHnss NOMUTUKN MeHegxmeHTa uHumaeHtoB UB pykosoautens MPUNB
OrnoBeLLaeT 0 cepbesHblX NHUmnaeHTax b.

Mpouenypbl obweHnas co CMU n oTBETCTBEHHOCTb 3a 3TO OOLUEeHWe Takxe
OOSKHbl ObITb CoOrfacoBaHbl CO CTapLUMM PYKOBOACTBOM, OOKYMEHTUPOBaHbI U
onpeanensThb:

- npeactaBuTeENst opraHu3auum no paboTte co cpeacTBaMum  MacCOBOW
NHpopmaLuu;

- METO[, B3aUMOAEeNCTBUSA nogpasgeneHmst opraHmsaumm ¢ NrPUNB.



7.5.4 OTHOWEHUAA CO CTOPOHHMMM JNTULLIAMUN U OpraHu3aumaMm
Heobxogumo ycTtaHoBuTb OTHOWeHus mexay MPUUMB u cootBeTcTByOLWMMUK
CTOPOHHUMW NULL@MN N OpraHn3ausiMi.
K CTOPOHHUM nnuam n opraHmM3aumnam MoryT OTHOCUTbLCS:
- CTOPOHHWIA BCMOMOraTesfibHbIA NepcoHasn, paboTaluwmn Mo  KOHTPaKTY,
Hanpumvep KI'BP;
- TPUNB cTopoHHUX opraHn3auuu, a Takxke KI'bP;
- NPaBoONPUMEHSIOLLME OpraHn3aLum;
- aBapviHble cnyx0bl (Hanpumep noxapHasi dpuraga/otgeneqHuve);
- COOTBETCTBYHOLIME rOCYy4apCTBEHHbIE OpraHM3aLunuy;
- FOPUANYECKMI NePCOHar;
- ofmumanbHble nMua nNo  CBA3M € OBLWEeCTBEHHOCTbIO U (Mnn)
npeacTaBuUTENAMU CPEACTB MAacCOBOW MHGOPMaL UK,
- NapTHepbl Mo 6U3Hecy;
- noTpedburenu;
- OOLLIECTBEHHOCTb.

7.6 TexHn4yeckas v gpyras nognepxKka pearmpoBaHuUA Ha
WHUMAEHTbI UHhopMaLuMOHHOU Ge30MacHOCTH



BbicTpoe 1 adpekTUBHOE pearnpoBaHue Ha uHUMaeHTbl B ocywectenaetcs
ropasgo rferde, Korja BCe HeobXoOouMble TEXHMYEecKue u apyrme cpencrtsa
NoaAEpPXKN MOSyYeHbl, MNOArOTOBMEHbI WU MPOTECTUPOBAHbLI. OTU MEPONPUATUS
BKItOYatoT B cebsi:

- OOCTyn K [eTansMm akTMBOB oOpraHusauum (npegnoyTUTenbHO WMETb
OOHOBMEHHLIA MNepeYeHb aKTUBOB) M MHAOPMaUUO MO UX CBA3SAM C BuaHec-
yHKLNAMMU;

- OOCTYyNn K [OOKYMEHTMPOBaHHOW cTpaterm obecrneyeHunsi HenpepbiBHOCTU
BusHeca 1 COOTBETCTBYHOLLMM NSlaHaM;

- AOKYMEHTMPOBaHHbIE 1 ONyOfIMKOBaHHbIE NPOLECChI Nepeaaym MHopmauuu;

- UCNONb30BaHME 3NEKTPOHHOM 6a3bl AaHHbIX cobbITU/MHUMAeHToB VB u
TEXHUYECKMX CPeacTB AN B6bICTPOro nonosHeHns n obHoBNeHUA Gasbl OaHHbIX,
aHanuM3a ee uWHdopmMauMM W YNPOLIEHUs NPOLEeCCOB pearMpoBaHus  (XOTS
00LLEeNpU3HaHHO, YTO WMHOrAA cCAenaHHble BPY4YHYK 3anmcu Takxe OKasblBatoTCs
BOCTpPeBOBaHHbIMU N UCNOSMb3YIOTCS OpraHM3aumen);

- afgekBaTHble Mepbl No obecneyeHuo HenpepbiBHOCTU BGu3Heca ana 6asbl
AaHHbIX cobbITM/MHUMaeHToB Ub.

TexHundyeckue cpeacTBa, uWcnonb3yemble And  ObICTPOro  MOMOSIHEHWUS,
obOHoBNeHUs1 Ga3 gaHHbIX, aHanM3a cogepXxaHus UHdopmaumm n 6a3 OaHHbIX U
obneryeHnsi NPOLLECCOB  pearnpoBaHMsi Ha  UHUMAEHTbl Wb,  OOrKkHbI
cOOencTBoBaTh:

- BbICTPOMY NOSTyHEHNIO OTHETOB O COOLITUAX U MHUMAeHTax Ub;

- YBEAOMIIEHUIO paHee 0TO6paHHOro nepcoHara (COOTBETCTBYIOLLMX CTOPOHHUX
nmu) NOAXOAAWMMM AN1A 3TOro cpeacTBamu (Hanpumep, Yepes afekTPOHHYHO MoYTY,
dakc, TenedoH M T.4.), TO eCTb 3anpawumsBas NOJAEPXKKY HaLEXHOW KOHTaKTHOM
6a3bl gaHHbIX (KoTopas AorkHa 6bITb BCErda NerkoqoCTynHOM U A0IMkHA BKIOYaTb
B cebs OymaxHble W OpyrMe Konum) U CPeacTBO nepegaydm  nHdopmaumm
6esonacHbIM cnocobom (npu HeobxoanmMocTw);

- cobnogeHnio NpegoCcTOPOXHOCTEN, COOTBETCTBYHOLLMX OLLEHEHHBbIM pUCKaMm,
n3bexaHnio NPOCHyLUMBaHNS 3NIEKTPOHHON CBSA3MW, peanu3yemon depes NHTepHeT
NN NHbIM 06 pa3om, BO BpEMS aTakm Ha CUCTEMY, CEPBUC U (UNnN) CETb;

- cobrogeHnio NPeaoCTOPOXHOCTEN, COOTBETCTBYHOLUMX OLEHEHHBIM pUCKaM,
A5 COXpaHeHUs OOCTYMNHOCTU 3JIEKTPOHHON CBA3W, peanudyemon vyepes HTepHeT
WM MHLIM 06 pa3om, BO BPEMS aTaku Ha CUCTEMY, CepBUC U (UKn) CeTb;

- npoueccy cbopa Bcex AaHHbIX 06 MHGOPMAaLMOHHON CUCTEME, CepBUCE U
(vrmn) ceTn n Bcex obpabaTtbiBaeMbIX AaHHbIX;



- MCNOSMb30BaHMIO KPUNTOrpadmMyeckoro KOHTPOMNsS LENIOCTHOCTWU, ecnn 3To
COOTBETCTBYET OLLEHEHHbIM PUCKaM, AN COAENCTBUSA B OMNpeneneHuuM Hanmnmimns
M3MEHEHUN N TOro, Kakme 4acTu CuUCTeMbl, cepBuca M (Un) CeTu U JaHHble
NnoaBEPrNMCb N3MEHEHUSIM;

- YNPOLLEHNIO apXMBMPOBAHMS U 3almTbl cObpaHHOM nHdopMalmm (Hanpumep,
NPUMEHAA UMdPOBbIE MOANUCK B 3anucsaX B XXypHane perucTpaunm unm gpyrme
CBMOETENbCTBA nepen XpaHEeHMEM B aBTOHOMHOM pPEeXMME Ha HOCUTENsX,
npegHasHa4YeHHbIX TONbKO ANS YTeHust Ha ycTporcTBax CD nnm DVD ROM);

- NOAroToBKe  pacrnevyaTok  (Hanpumep,  XypHaroB  perucTpauuu),
OEMOHCTPUPYHOLLMX pasBuThe uHuMaeHTa b, npouecc paspelleHns MHUMaeHTa u
obecnevnBarOLLX COXPAHHOCTb MHGOPMaL MK,

- BOCCTaHOBJIEHMIO LUTATHOrO pexuma paboTbl UH(OPMALWOHHOW CUCTEMBI,
cepsuca u (Unn) cetT ¢ NOMOLLBIO:

onTUMarsbHbIX NpPoLenyp pe3epBnpoBaHuns,

YETKUX N HaEXHbIX Pe3epPBHbIX KOMUN,

TeCTMPOBaHUA pe3epBHbIX KOMWHN,

KOHTPOS BPeAOHOCHbIX Nporpamm,

MCXOOHbIX  HOcuUTernewm WuHpopMaumm C  CUCTEMHbIM U MPUKMagHbIM
nporpaMmHbIM 0BecneyvyeHmeMm,

HagexXHblX W OOHOBMIEHHbIX ucnpaeneHnn ("natyen”) OnNs cuctem w
MPUMNOXEHUN, COrMacoBaHHbIX C  COOTBETCTBYHOWMM nriaHoM obecnevyeHus
HenpepbIBHOCTN BU3Heca.

ATakoBaHHas WH@opMaLMoOHHaAs cucTema, cepBuc U (Mnm) ceTb  MOryT
dyHKUMOHMPOBaTL  HeBepHo. [loatomy paboTa TexHM4ecKkoro cpencTtea
(MporpaMmmHoro unm annapatHoro obecneyeHnst), He06xoaMMOro s pearMpoBaHus
Ha wHuuaeHt Wb, He pgorkHa ObiTb OCHOBaHa Ha cucTtemax, cepBucax u (unm)
ceTdx, UCNonb3yemblX B opraHu3auun. 1o BO3MOXHOCTU, TEXHUYECKUe cpencTtsa
pearmpoBaHnsa Ha UHUMAEHTbI AOMKHbI ObITb NOSTHOCTHLHO aBTOHOMHbLIMW.

Bce TexHnyeckue cpeactBa AoMKHbI ObITh TWATENbHO OTOBpPaHbI, NPaBUIbHO
BHEAPEHbI N PErynspHO TecTUpoBaTbCA (BKMOYaA TeCTUPOBAHWE MOMyYEeHHbIX
pe3epBHbIX KOMWUNA).

CrnegyeTr 3aMeTuUTb, YTO TEXHUYECKME CPeacTBa, OMUCaHHble B HaCTOALLEM
nogpasgerie, He BKMOYawT B cebA TexHudeckne CcpeacTBa, WCMosb3yemble
HenocpeacTBEHHO Ans  OOHapyxeHuss wuHumgeHtoB WB 1 BTOPXEHUA U
aBTOMaTMYECKOro OMOBELLUEHNA COooTBeTCTBYOWMX Iuy. [aHHble TexHu4eckue
cpencTsa onucadbl B [1], [2].

7.7 ObecneyeHme ocBeAOMNEHHOCTU U OOy4YeHne



MeHeoxmeHT nHumaeHToB Vb - 3To npouecc, Bkoyaowmn B cebst He TOMbKO
TEXHMYECKME CPeACTBa, HO TakXke MepcoHarn, W, cregosaTternbHO, 3TOT npouecc
OOSPKEH NnoaaepXmBaTbCsa NMMLaMn, COOTBETCTBYOLLMM O0Bpa3omM OBydYeHHbIMU ANis
paboTbl B OpraHu3auuMnm u OCBEOOMIIEHHLIMM B Bonpocax 6e3onacHoCTU
MHdhopMaumn.

OcBegoMMNEHHOCTb M y4acTMe BCEro MnepcoHana opraHu3auum OYeHb BaXKHbI
Ans obecneyeHus ycnexa CTPYKTYPHOro noaxona K MEHEAXKMEHTY nHumnaeHTos Ub.
[MoaTomy pornb MeHegXmeHTa nHuuaeHToB Vb OormkHa akTUMBHO NoaLepXvBaTbCA
Kak 4acTb oOLwen nporpammbl O0BydeHMa M obecrneyeHnss OCBELOMIIEHHOCTU B
Bonpocax Wb. lNMporpamma obecnevyeHmsi 0CBELOMIIEHHOCTN U COOTBETCTBYHOLLMN
MaTtepuan [OOikHbl ObiTb AOCTYMNHbI AN BCEro nepcoHana, BK4Yasi HOBbIX
cnyxawmx, nonb3oBaTenen CTOPOHHUX opraHuM3auun u nogpsavunkoB. [ormkHa
cywecTBoBaTb creuunanbHass nporpamma obydeHus ana rpynnel obecneveHns
akcnnyatauun, ans dneHos NPUWB, a npu HeobxogmmocTn - Onsi nepcoHana,
OTBETCTBEHHOro 3a Mb, n cneumanbHbiX agMuHucTpaTopoB. Crenyetr 3aMeTuTb,
YTO AON9 KaXdoWw rpynnbl, HENOCPEeACTBEHHO YYacTBYKOLWENW B MEHEOKMEHTE
WHLUMOEHTOB, MOMyT NOTpeboBaTbCs pa3fnMyHbIE YPOBHU NOATOTOBKMW, 3aBUCSLUME OT
Tuna, 4acToTbl U 3HAYMMOCTU WUX B3aMMOAEWUCTBUS C CUCTEMON MEHEeIKMEHTa
nHunaoeHtos UB.

NHCTpyKTaxu no obecnevyeHnto 0CBeAOMITEHHOCTN OOMKHbI BKItoYaTh B cebs:

- OCHOBbI paboTbl CMCTEMbBI MeHeoXMeHTa nHumaeHToB b, Bkntouwas cdepy ee
OENCTBUSA N TEXHOSMOMMIO paboT No MEHEeOXMEHTY MHUMAEHTOB 1 cOObITUN UB;

- cnocobbl ONOBELLEHUSI O CODbITUAX U MHUMAeHTax UB;

- 3aWMTHble Mepbl No obecnevyeHnto KOHMOeHLNansHOCTU UCTOYHUKOB (MO
HeobXoANMOCTH);

- cornawueHmnst 06 ypoBHSIX cepBMca CUCTEMBI;

- yBE4OMIIEHNE O pe3ynbTaTax - Ha Kakux ycnosusix 6yayt nMHGOPMMPOBaHLI
NCTOYHUKMU;

- NoOble OrpaHNYEeHnst, HanaraemMmble CorfalleHUsIMN O HepasrfalleHuu;

- MOSIHOMOYUSA OpraHu3auunm MeHegKveHTa wuHumgeHtoB b n ee nuHus
OMNOBELLEHUS;

- KTO W KakK nosy4daeT oT4eTbl OT CUCTEMblI MeHeaXMeHTa nHungeHTos UB.

B HekoTOpbIX cny4dasx enatenbHO chneuunansHo BKMYaTb noapobHoCTH
obecnevyeHnss OCBEOOMISIEHHOCTU O MeHemMXMeHTe uHuuageHtos Wb B apyrve
nporpaMmMbl 06y4YeHus (HanpumMep, B NporpaMmbl OPUEHTUMPOBAHWSA NepcoHarna unm
B 06LMe KopriopaTuBHbIE NPorpaMmMbl 0becneyYeHns OCBEAOMIIEHHOCTM B BOMpocax
NB). BT1oT noaxon K obecnevyeHuto OCBELOMSIEHHOCTU MOXeT MpeoCTaBuTb
LEHHYIO WMH(pOpMaLINIO, CBSA3aHHYIO C OonpeaeneHHbIMU rpynnaMmm COTPYAHUKOB, U
MOXET Yrny4LmnTb 3(PPEeKTUBHOCTb N Pe3yNbTaTUBHOCTL NPOrpaMmmbl 06y4eHUs.

[lo BBOOga B aKcnsyaTauumo CUCTEMbl MeHegxmeHTa umHuuaeHtoB VB Becb
COOTBETCTBYHOLUMI NEPCOHan A0SPKEH O3HAKOMUTLCS C NpoLeaypaMmm OOHapyXeHus
n onoseleHna o cobbliTnsax Vb, a cneumnansHoO OTOOpaHHLIN MepcoHan AO0ShKeH
ObiTb XOPOLIO OCBEAOMSIEH B OTHOLLUEHWM MOCHeaylwmx npoueccoB. 3aTem
NPOBOASAT perynsipHble NHCTPYKTaXU no obecnevyeHntio 0CBeLOMIEHHOCTU U KYPChl
noAaroTosku. [oaroToBka AosmKHa CONPOBOXAATLCA crneunansHbIMU YIpaXXHEHUSAMU
N TECTUPOBAHUEM YSIEHOB rpynnbl obecneveHus akcnnyatauum n NrPUNB, a Takxke



nepcoHarna, oTBETCTBEHHOro 3a b, 1 cneynanbHbIX agMUHUCTPAaTOPOB.

8 dtan "Ucnonb3oBaHue"

8.1 BBeaeHue

MeHemxmveHT mHUMaeHToB VB B npouecce akcnnyatauum COCTOUT U3 OBYX
rmaBHbIX aTanoB: "Mcnonb3oBaHne" n "AHanmui", 3a KOoTopbiMM cregyeT aTan
"YnyyweHne", Ha  KOTOpoOM  npoBoasaT  nobble  yCOBEPLUEHCTBOBAHUSA,
noeHTMMUMpoOBaHHbIE B pe3yrnbTaTe U3BMeYeHnsa ypokoB 13 nHumaeHTos Nb. 3tn
9Tanbl U CBSI3aHHble C HUMW Mpouecchbl npenctaeBneHbl B nogpasgene 4.2. B
HacTosILWEeM pasgene paccmatpuBaeTtcs atan "cnonb3oBaHue", B pasgene 9 -
aTan "AHarmm3", a B pasgene 10 - atan "YnydweHue". OTM TpU 3Tana U
COOTBETCTBYHLLME UM MPOLLecChl NpeacTaBieHbl Ha PUCYHKe 2.

PucyHok 2 - bBriok-cxema nocnegoBaTtesicHOCTU onepaumm oopaboTku
coObITUK n uHumpeHtoB UbB (atan "Ucnonb3oBaHue")
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PucyHok 2 - brnok-cxema nocnegoBaTtenbHOCTU onepauui ob6paboTku cobbITui m
nHumaentoB UMb (aTtan "Mcnonb3oBaHue")

8.2 O630p KNK4YEBbLIX NPOLECCOB



B aTane "Mcnonb3oBaHne" knto4eBbIMM NPOLLECCaMN ABNSKOTCS:

- ObHapyxeHne cobbiTna b 1 onoBelleHne O HEM OAHUM W3 COTPYAHWKOB
nepcoHana/KNMeHTOM oOpraHnsaumMmM unmM aBTOMaTMYEcKu (Hanpumep, CUrHasiom
TPEBOIrM OT MEXCETEBOIo 3KpaHa);

- cbop umHGopmauum o cobbiTuim VB 1 npoBegeHMe NEPBUYHON OLIEHKU
nepcoHanoM® rpynnbl obecneyeHnss 3JKCnfyaTauum opraHuM3aumm C  LUernbto
onpegeneHusl, siBnsieTca M cobbiTwe uHumaeHtom Vb mnm noxHoIM cUrHanom
TpeBory;

* He cnegyet oxugaTtb, YTO NepcoHan rpynnbl obecnevyeHns akcnnyaTauum
OyaeTt nvetb KBanudukaumo akcnepToB B cdepe 6e3onacHOCTM.

- npoBedeHne BTopon oueHkn NMPUUNB ¢ uenbio noaTBepauTb, YTO COObITME
aBngetca  uHumpgeHtom WMB n, B nonoxutensHoM cnydae, WHULWMPOBATb
HeMeadneHHoe pearnpoBaHune, a Takxe HeobXxoaMMOCTb MPaBOBOW 3KCMEPTU3bI U
OEUCTBU NO Nepegaye nHgopmauuu;

- aHanma, nposogumbin PUNB ¢ uenbto onpegennTb, HAXOAUTCS N MHUMAOEHT
nog, KOHTpOreM:

B MOSMIOXUTENBbHOM CIlydae WHUUMUMPYETCS AdarnbHenwee Heobxogumoe
pearMpoBaHne un obecneyMBaeTCcsi TOTOBHOCTb BCerW UMHdopmMauunm  ans
NCMNOMNb30BaHUs B NpoLecce aHanMsa nocrneacTBUi MHUMOEHTA,

npy oTpuuaTtenlbHOM OTBETE WHULMMPYIOTCA aHTUKPU3UCHbIE OEWCTBUS C
npuBreYeHneM COOTBETCTBYIOLLEIO NepcoHana, Hanpumep pykoBOAUTESNA U rpynnbl
obecneyeHns HenpepbIBHOCTN BU3HeCa opraHM3auunm;

- paclumpeHue obractTn OencTBuS LalibHEWWMX OLLEHOK WU (UruM) MNPUHATUS
PELLEHNI, MPOBOAMMOE B TEYEHME BCEro 3Tana rno TpedoBaHuio;

- obecneyeHne Hagnexallen perMcTtpaununm BCEMM NPUYACTHBIMK fMuamu, B
ocobeHHocTu YneHammn NPUNB, Bcen nearenbHOCTU ANa AanbHENLero aHanmaa;

- obecneyveHne cbopa n 3aMLLEHHOIO XPaHEHNS CBUOETENbCTB B 35IEKTPOHHOM
BUOE M NOCTOSIHHOrO MOHUTOPUHIa 3aLUMLLIEHHOMO XPaHEHUSA 3TUX CBUOETENbCTB Ha
clny4dan mx BocTtpeboBaHHOCTU AnA cyaebHOro npecrnefoBaHnst UM BHYTPEHHERO
AVcUMnIMHapHoro pasbupaTenbcTea;

- nogogepxka pexuma KOHTPONA W3MEHEHWUW, BKMOYasi OTCRexmBaHue
nHunaeHtoB b n obHoBNEHMsI OTYETOB MO WMHUMAEHTaAM C TeM, 4YToObl 6asa
JaHHbIX COBbITUN/MHLUNOEHTOB Nb NMOCTOAHHO COoOTBeTCTBOBanNa
OEeNCTBUTENbHOCTW.

Bcsa cobpaHHas wnHpopmaums, kacarowascs cobblTuin mnm mHungeHtos Wb,
OOIPKHA XpaHuUTbCsl B 6ase AaHHbiX cobblTun/mHumaeHtoB Wb, ynpasnsemon
MPUNB. NHdopmauus, coobliaemast B TEHEHME KaXKO0ro npouecca, AomkHa obiTb
Kak MOXHO 6onee nonHon B noboe Bpems, 4Tobbl obecneynTb Hanbornee NPoOYHyHo
OCHOBY A511 OUEHOK W MNPUHATUS peLlleHnn, a Takke ONns npeanpuHUMaeMblX
OENCTBUN.

[Mocrne obHapyxeHusi cobblTna NB n coobLeHNa 0 HeM LeNsMn NocreayrLwmx
NPOLLECCOB ABMAKOTCS:

- pacnpegerneHne OTBETCTBEHHOCTW 3a [OesTeNbHOCTb, CBS3a@HHYH C
MEHEe)KMEHTOM WHLUMOEHTOB, 4epe3 COOTBETCTBYIOLLYIO Mepapxuto nepcoHana
BMECTEe C OLLeHKOW U NPUHATUEM PELLEHN, a TakxXe 3a LENCTBUS C NpUBIeYeHneM



nepcoHarna Kak CBs3aHHOro, Tak N He CBA3aHHOro ¢ obecnevyeHneM 6e30nacHoOCTY;

- obecneveHre dopmarnbHbIX Npoueayp Ans Kaxaoro OMOBELLUEHHOro nunua,
BKINOYas aHanmM3 U KOPPEKTMPOBKY COENaHHOro COoOOLLEHUs, OUeHKYy yllepba u
yBe4OMIIeHMEe COOTBETCTBYIOLLErO NepcoHana (4encTBms Kaxagoro niua 3aBucAT OT
TMNa 1 ONacHOCTW UHLUMAEHTA);

- MCNONb30OBaHWE pPeKOMeHZauun Ana  TwaTenbHOro OOKYMEHTMPOBaHMUS
cobbiTun B, a nosgHee, ecnm cobbiTne 6yaetr oTHeECEHO K MHUMAeHTy Ub, To u
ON9 nocrnegylowmx AencTBuMrM B OTHOWeEHUN nHungeHTta VIb n obHoBneHns Gasbl
AaHHbIX cobbITM/MHUMaeHToB Ub.

PekomeHaaumm npuBeneHb!:

N0 OBHapyXeHMIo K onoseLleHno 0 cobbiTuax Ub - B 8.3, oueHke 1 NpuHATuo
pelleHnn (sBnsetcsa nM cobbiTne uHumgeHtom UB) - B 8.4, pearMpoBaHuio Ha
nHuUnaeHTbl Vb - B 8.5 n BkNto4atoT B ceds:

- Heme[leHHoe pearMpoBaHue,

- aHanu3 ¢ uesnbto onpeaeneHns, HaxoauTcs v nHumaeHT VIb nog KoHTporewm,

- nocneayoume pearmposaHus,

- @aHTUKPU3UCHbIE OENCTBUS,

- NPaBOBYK 3KCNEepPTU3Y,

- Nnepenayvy nHgopmamm,

- KOMMEHTapuin MO BOMpocamM pacLumpeHus cdepbl MEHEKMEHTA UHLUOEHTOB
b,

- permcTpauuto 4eaTernbHOCTW.

8.3 OGHapyxeHue n onoBeleHne 0 COoObLITUAX
nHpopmaLMOHHOU Ge3onacHOCTHU



CobbiTua NB moryT 6b1Tb 06Hapy»eHbl HeNnocpeaCTBEHHO NINLLIOM UMK fMLamu,
3ameTmBLLMMKU YTO-16O, Bbi3biBatoLee 6ECNOKOMCTBO N MMEKLLee TEXHUYECKUN,
domamyeckun nnm npouenypHbin xapaktep. OBHapyXeHne MOXET OCYLLECTBNSATLCS,
Hanpumep, OeTeKTopaMu OrHs/AbiIMa MM C MOMOLLUBID OXPaHHOW CurHanmusaumm
nytem nepegadn curHaroB TPEBOMM B 3apaHee onpedesieHHble MecTa (gns
OCYLLUECTBIIEHUS1 YENOBEKOM OrnpeaesnieHHbIX AencTBuin). TexHnyeckme cobbitma Nb
MOryT OBHapyXvBaTbCsl aBTOMaTU4ECKW, Hanpumep, 3TO MOryT 6biTb CcuUrHasbl
TpeBorv, NPon3BOAUMbIE YCTPOMCTBAMMN aHanu3a 3anucen ayauta, MexXceTeBbiMy
3KpaHamu, cucteMamm obHapyXeHNA BTOPXKEHUW, aHTUBUPYCHBbIMM NporpaMmMmamMu, B
KaXgoM criydyae CTUMynMpyemble 3apaHee YCTaHOBIIEHHbIMWM napameTpaMyn 3TUX
YCTPOWCTB.

He3aBucumo oT npuydnHel obHapyxeHnsa cobbitua UB, nuuo, HenocpenCcTBEHHO
obpaTuBLLEe BHUMaHNE Ha HEYTO HEODbIYHOE NN OMNOBELLEHHOE aBTOMaTUYECKUMU
cpenctBamu, HeceT OTBETCTBEHHOCTb 3a MHULMMPOBaHME npouecca obHapyxeHns
M OnoBeLLeHMs. ITUM NMLOM MOXeT ObiTb ntobon npeacTtaBuTENb MNepcoHana
opraHu3auumu, paboTarowpmn NOCTOSHHO MMM NO KOHTPaKTy. OTOT npeacTaBUTESNb
OOSDKEeH crnefoBaTh npoueaypamM U ucnonb3oBatb oopMy oTdeTa 0 cobbiTusx UB,
onpeaerneHHyo CUCTEMON MeHeoXMeHTa nHumageHtos Vb, ¢ Uenbio npueneyeHus
BHUMaHWNA, Npexae BCero, rpynnbl obecrneyeHns aKkcnsyataumum n MeHegXMeHTa.
CnepoBatenbHo, BaxHO, 4TOObl Becb MepcoHan Obln O3HaAKOMIIEH C
pekoMeHAaL MMM, OTHOCSALLMMUCSA K BONPOCY OMOBELLEHMS O BO3MOXHbIX CODbITUAX
B, Bknoyas opmbl OTYETA, UMEN AOCTYN K HAM M 3HAN COTPYAHMKOB, KOTOPbIX
HeobXoaMMO OrnoBeLLAaTb O KaXaoMm criydae nosisrieHnst codbbitnsa Mb. Heobxoaumo,
4TObObI BECb NEepcoHan opraHM3auum 6bin, No KpamnHen mepe, ocBeaoMIieH o doopme
oTyeTa, 4YTO cnocobcTBoBasio Obl €ro MOHUMAHWIO CUCTEMbl MEHEKMEHTa
nHumnaoeHtos UB.

O6paboTka KOHKpeTHoro cobbiTna WMB 3aBucuUT OT TOro, 4YTo OHO cobown
npeacTaBnseT, a Takke OT NocnencTBMM U BO3AENCTBUI, K KOTOPbIM 3TO CObbITHE
MOXeT npuBecTu. [0na MHOrvMx rogen npuHaTue pelleHna o cnocobe obpaboTku
cobbITUA BbLIXOAUT 3a npedesibl UX KOMMETEHTHOCTWU. [loaToMy COTpPYOHMK,
NHopMupyroLLmn 0 cobbiTun VB, gomkeH 3anonHuTb bopMy oTyeTa Tak, YToObl B
Her BbINIo Kak MOXHO OofbLle MHopMaLMK, OCTYNHON eMy Ha TOT MOMEHT. [Npu
HeobXoOMMOCTUM OH CBSA3bIBAEeTCA CO CBOUM pykoBoautenem. XXenateneHo, 4ToOb!
9Ta doopma Oblfla B 9NIEKTPOHHOM BuAe (Hanpumep, nocriaHa Mo 3feKTPOHHOM
noyte wnn npegcrtaesnieHa Ha Beb-canTe), 4yToObl ee MOXHO ObINIO nepenartb
B6esonacHeiM crnocoboM B Hagnexailyo rpynny obecnevyeHust akcnnyaTauuu
(paboTatoLlyto, N0 BO3MOXHOCTU, 24 4 B CYTKM NO CEMb AHEN B HEAEN0), a KOMNuIo
coobuweHns - pykosogutento MPUNBE. O6pasen ¢opmbl otyeTa coOOLWEHNA O
cobbiTumn b npuBeneH B npunoxeHun A.

CrenyeTt nogyepKkHyTb, YTO NpU 3anosIHEHMM OOPMbl OTYETA BaXkHa He TOSIbKO
TOYHOCTb COLEPXaHUA, HO W CBOEBPEMEHHOCTb 3arnorHeHua. He crnegyer
3afjepxuBatb npeacTaBneHve gopmbl otyeta o cobbitum VB no npuynHe
YTOYHEHUS ee cofepXaHud. Ecrnn coobuaowmn CoTpyaHUK He YBepeH B AaHHbIX
Kakoro-nmbo nons B ¢popme oTyeTa, TO 3TO Norfe AOMKHO ObiTb MOMeYeHo, a
YTOYHEHME - TMOCfaHO no3xe. Takke crnegyeT nMpuU3HaTb, YTO HEKOTOpble
MEXaHMU3Mbl 3JIEKTPOHHOrO OrOBELUEHUA (HanpuMep 3MeKTPOHHasi rnoyTta) camu
SABMAIOTCS OYEBUOHBIMW LIENSIMM aTaku.



[Mpn Hann4nm Npobnem unn Npu CyLwecTBOBaHNUN MHEHUSA O HannM4um npobnem c
YCT@HOBSIEHHbIMX MO  YMOSMaHUIO MEXaHM3MaMn 3SIEKTPOHHOIO  OMOBELLEHUS
(HanpuMep 3MEeKTPOHHOW MOYTOW), BKMYasi Crydanm aTakM Ha Ccuctemy u
CUUTbIBaHME (POpMbI OTYETA  HECAHKUMOHWPOBAHHLIMW  NLAMW,  OOSPKHbI
MCMNONb30BaTbCs  anbTepHaTUBHblE  CpeacTBa  CBA3WM.  AnbTepHaTUBHbLIMU
cpegctBamMm CBS3M MOMyT ObliTb HapOyHble, Tened)oH, TEKCTOBble COODLLEHUS.
Takme anbTepHaTUBHbIE CpeacTBa OOSMKHbI UCMOMb30BaTbCS Ha PaHHUX CTagusix
paccnegoBaHnsl, Korga CTaHOBUTCA O4veBMAHbIM, 4TO cobbitme WB 6Gypget
nepeesegeHo B kateropuio uHumaeHta Wb, ocobeHHo Takoro uHumpgeHta Wb,
KOTOPbIN MOXET CUMTATLCS 3HAYUTESTbHbBIM.

Crnefnyet 3amMeTuTb, YTO, XOTS B HOMbLUMHCTBE Cry4yaeB rpynna obecneyeHus
aKkcnnyatauum JormkHa coobuwatb 0 cobbitum B ¢ uenbio ero ganbHenen
obpaboTkn, moryt 6bITb crnyvyaun, korga cobbiTne b moxeT ObiTb 06paboTaHo Ha
MEecTe C MNOMOWbI MecTHoro pykoBogctBa. CobbitTue WMB MOXHO ObICTpO
pacno3HaTb Kak FIOXHYH TPEBOrY UM YCMNELLHO paspelunTb. B aTux cnydasix gopmy
OTYETOB HEOOXOO4MMO 3arnofiHUTbL M OTMPaBUTb MECTHOMY PYKOBOACTBY, a TaKxe
rpynne obecneyenuns akcnnyatauum n MPUNB ¢ uenbio ee pernctpaumm B 6ase
OaHHbIX coOblTU/MHUMaeHToB WB. B aToM cnyvyae nmuo, coobuiatoliee o
3aKkpblTun cobbiTna UMb, MoxeT npegocTaBuTb WHGopmauuo, Tpebyemyto Ons
3anonHeHna ¢opmbl otyeTa 06 mHumgeHtax Mb. B aTom cnyyae Takasa dopma
oTtyeTa 06 nHumaeHte b gorkHa ObITb 3anofiHeEHa 1 OTrpaBieHa No MHCTaHLUUN.

8.4 OueHKa v NPpUHATUE peLUeHUun No
coObITUAM/MHUMAEHTaAM



8.4.1 lepBas oueHKa U NnpeaBapuUTeNibHOE peLleHune

B rpynne obecneyeHnss akcnnyataununm CUCTEMblI MEHEOKMEHTA WHLUMOEHTOB
B npuHumarlowee nvuo OOMmMKHO NOATBEPAMTL MNoslydeHue 3anosiHeHHOW (opMbl
OoTyeTa, BBeCTU ee B 6a3y AaHHbIX cobbITU/MHUMAEHTOB VB 1 npoaHannanpoBaTtb
OaHHyo doopMy oTyeTa. [lanee AOSMKHOCTHOE NNLO AOSPKHO MONbITAaTbCS NOSTyYUTb
nodble YTOYHEHMS OT coobuwBsLlero nmua o cobbltum b n cobpatb Tpebyemyto
OOMNOSTHUTENBbHY0 MHOPMAaLMIO, CHUTAIOLLYHOCS AOCTYMNHON, Kak OT COOBLMBLLETO O
cobbITMM Nuua, Tak 1 U3 nboro apyroro Mecta. 3aTeM npeacTaBuUTENb MPynnbl
obecneyeHus aKcnfyaTtauunm OOSMKEH MPOBECTU OUEHKY A9 onpeaeneHuns,
noaxoauT nn 3To cobbiTve nog KaTeroputo nHunaeHta Ib unmn senseTcsa NoXHbIM.
Ecrm cobbitve VB onpepensieTcsa kak noxHoe, Heo6xoomMmo 3anonHuTb opmy
otyeTa u nepegatb B F'PUNB ons 3anucu B 6a3y AaHHbIX U ganbHENLWero aHanmsa,
a Takxe co3gaTb Konuum And coodwwmBLUEro O CODbITUM NMua N ero/ee MecTHOro
PyKOBOAUTENS.

NHpopmaums n gpyrme ceuageTenbcTBa, cobpaHHble Ha 9ToM 3Tane, MoryT
norpebosartbCsl B Oyaywem Ana  AUCUMNNMHApPHOMO  unin - cyaebHoro
pasbupartenscTea. JlMuo wvnm nuua, BbINOMHAKOWME 3agadn cbopa U OUEHKMU
WMHpopMaL M, OO0SPKHbI XOPOLLO 3HaTb TpeboBaHMs no cbopy M COXpaHEHWUHO
CBUAOETENbCTB.

HdononHutensHO K pgate (gatamM) W BPEeMEHW BbINOSIHEHUS  OENCTBUN
HeobXoaMMO NOSIHOCTbLIO 4 OKYMEHTMPOBATb:

- MPOBEAEHHbIE MeponpuAaTUsS (BKMOYasa MCMONb30OBaHHblE CpeacTBa) M UX
uenw;

- MECTO XpaHEeHUs1 CBMAETENbLCTBA HANMMYNsA cobbITUS;

- cnocob apxuBMpoBaHUs CBUOETENBLCTBA (€CIIM OHO YMECTHO);

- cnocob Bepudmkauum cBuaeTenbcTBa (eCnm oHO YMECTHO);

- feTanu XpaHeHus MaTepuaroB 1 NOCMeayLWero 4OCTyna K HAM.

Ecrm cobbitne NB onpegeneHo Kak BeposiTHbIM nHUnaeHT Ub, a coTtpygHuk
rpynnel  obecnedeHna  aKcnfyatauMm UMeeT  COOTBETCTBYHOLWLMA  YPOBEHb
KOMMETEHTHOCTW, TO MPOBOAUTCH AarnbHenwasa oueHka. B pesynbrate moryt
notpeboBaTbCA  KOppPEeKkTupyloume OEeNcTBus, Hanpumep  uaeHtudmkauyms
OOMNOSTHUTENBHBLIX "aBapuiHbIX" 3alUMTHBLIX Mep M obpalleHne 3a MOMOLLUbID B WX
peanusauumn K cooTseTcTBylowemy nmuy. Cobbitne Mb moxeT BbITb onpeneneHo
Kak uHumaeHT UMb, npnyem 3HaumnTenbHbIA (MO WKane Cepbe3HOCTU, MPUHSITON B
opraHu3auumm), B 9TOM crlydae HeobxoaMmMo NponHAOPMMPOBaTL HEMOCPEACTBEHHO
pykosogutens F[PUNB. MoxeT noTpeboBatbcs 06baABneHne "Kpu3ncHom cutyaummn'”
W, KaKk crneacTeBue, yBeOOMIEHME pyKoBoaUTENs obecneyvyeHust HenpepbIBHOCTU
Ou3sHeca 0 BO3MOXHOW aKkTUBMU3aLMK NriaHa obecneveHns HenpepbiBHOCTU Ou3Heca
C OOHOBpPEeMeHHbIM MHGopmupoBaHeM pykosogutena PUNB n BbiwecToswero
pykoBoactBa. OgHako Hamboriee BeposiTHaA cuTyauus nepedadm uHuuaoeHta b
HenocpeactBeHHo B [PUNB ans  panbHenwen OueHKM W BbINOSIHEHUA
COOTBETCTBYHLLMX JENCTBUMN.

Kakum Obl HM Obin cregylowmn war, COTPYAHWK rpynnbl  obecneveHns
aKcnnyaTtauun OOSPKeH 3anofHUTb (popMy OT4eTa Mo BO3MOXHOCTM Hambornee
noapobHo. O6pasey, bopMbl oTYETa NO MHUMAEHTY VB nprnBeaeH B npunoxeHun A.
OTyeT gorkeH coagepxatb UHdOpMaUmo B onnucaTenbHOM Buae 1, HacKoSMbKO 3TO



BO3MOXHO, XapaKTepn3oBaTb.:

- 4yTO NpeacTaenseT cobon nHumnaeHT UB;

- 4YTO SBUSIOCb €ro NPUYMHON, YEM U KEM OH BbIST Bbi3BaH;

- Ha YTO OH BIUSET UM MOXET MOBINSATD;

- pearnbHOe WM noTeHumanbHoe Bo3gencTeue wuHuugeHta Vb Ha 6GusHec
opraHusauuu;

- YKasaHue Ha BEPOSATHYO 3HAYUTENbHOCTb UMM HE3HAYUTENbHOCTb MHUMAEHTa
B (no wkarne cepbe3HOCTU, NPUHATON B OpraHu3awun);

- Kak nHumnaeHT b obpabatbiBanca 4o 9TOro BpEMEHM.

[Mpn paccMOTpeHun NOTEeHUManbHOro WnM  (akTU4eCcKoro  HeraTMBHOMO
BO30ENCTBMS  WMHUMOEHTa Ha  6OusHec  opraHuM3auuMm B pesyrbrarte
HEeCaHKLMOHMPOBAHHOIO  packpbiTua  mHdopMauuM,  HeCaHKLMOHMPOBAHHOM
Moaundukaumm nHgopmaumm, otkasa oT UMetoLLENCS MHopmaLm, HegOCTYMHOCTY
MHpopmaumm n (Unn) cepeuca, YHUHMTOXEHUA WHopmauun u (unn) cepsuca B
nepByld odepeab HeobXooMMO OnpefenvTb, Kakoe W3 NepevncrieHHbIX Huke
nocneacTeun 6yget nmetb nHuuaeHt Ub.

Mpumepamu nocneacteun b saensatotca:

- puHaHcoBbIE YObITKU/NpEepbIBaHMe GUsHec-onepau i,

- ywepb KOMMEPYECKMM 1 IKOHOMUYECKUM UHTEPECAM,;

- ywepb nHdopmaumu, cogepxallen nepcoHarnbHble JaHHbIE;

- HapYLLEHNE NPaBoBbIX 1 HOPMAaTMBHbIX 00A3aTENbCTB;

- cbon onepaumn No MeHeLXKMEHTY 1 BrusHec-onepauun;

- yTpaTa npecTuka opraHn3auuu.

[na karteropuin, OTHECEHHbIX K wHUMAOeHTY Wb, [omkHbl ucnonb3oBaTbCA
COOTBETCTBYHOLWME peKoMeHOAauMM Mo KaTeropMpoBaHWo MOTeHUnarnbHbIX Wnn
dpaKTU4YEeCKMUX BO3OEUCTBUMN ONA BHECEHUA WX B OTYET NO uHumageHtam WbB.
[Mpumepsbl pekoMeHaauun npmueeneHbl B NpuroxeHnn B.

Ecrm vHumaeHT VB Obin paspelleH, TO OTYET AOIPKEH coaepxaTb AeTanu
NPeanPUHATBLIX 3alMTHBIX MEP W U3BIIEYEHHbIX YPOKOB (Hanpumep 3aluTHble
Mepbl, KOTOpble AOfMkHbI ObITb MNPUHATLI ANs NPeaoTBpaLLUEHNS MNOBTOPHOMO
nosiBreHnst Nnogo0HbIX nHumnaeHTos UB).

[Mocne Haubonee nogpoOHOro, MO Mepe BO3MOXHOCTW, 3arnonHeHus dhopma
oTyeTa forkHa ObITb npeactaesneHa B TPUWB gns BeBoga B 6a3y OaHHbIX
WMHUMOEHTOB N cobbiTvi B n aHanusa B bygyLuem.

Ecrm paccnegoBaHve npoBoauTcsa 6Gonblue Hedoenu, TO AoimkeH ObiTb
COCTaBJSIEH MPOMEXYTOYHbIN OTYET.

BaxHo, 4TOObI COTpyaHMK rpynnbl obecneveHns akcnnyaTaunm, OLeHNBaoLLNIA
nHunaoeHtT b, ocHOBLIBasiCb Ha PyKOBOACTBE, COAEepXalleMCs B OOKYMeHTauuu
CUCTEMblI MEHEXKMEHTA UHUMAeHToB B, Obin ocBeaoMIeH O TOM:

- Korga v KoMy HeobxoanmMo HanpaensaATb MaTtepuarnbsl 06 MHUMOEHTE;



- 4YTO Npun OCyLLUeCTBIIEHNN BCEX AENCTBUN, BbIMOMHAEMbIX prl'll'lOI?] obecne4veHus
AKCMyaTtauuu, HeO6XO/J,VIMO BbIMOJIHATL  JOKYMEHTUPOBAHHbIE  Mpouenypbl
KOHTPOIA N3MEHEHUI.

[Mpn Hannumm NpobrneMm UMM MHEHUA O TOM, YTO CYLIECTBYKOT npobnembl C
YCTQHOBIIEHHbIMM MO  YMOSMMaHUK MeXaHU3MamMn 3EeKTPOHHOIO  OMOBELLEHNS
(HanpuMep SNEeKTPOHHOM MOYTON), BKMOYAsd crydanm aTtakm Ha MHAOPMAaLMOHHYHO
CUCTEMY W CYMUTbIBAHME HECAHKLUWOHMPOBAHHLIMU Iuuamn ¢opMbl oTyeTa 06
nHumpgeHtax UMb, OormkHbl MCMNOMb30BaTbCH arnbTepHaTMBHbIE CpeacTBa CBA3MW.
AnbTepHaTMBHbIMW CpeaAcTBaMuM  CBSA3M  MOryT OblTb: TenedoH, TeKCTOBble
coobLeHNsi, a Takxke Kypbepbl. Takve anbTepHaTuMBHble CpeacTBa [LOSDKHbI
MCMNOMb30BaTbCA Ha pPaHHUX CTagusax paccnegoBaHusi, Korga CTaHOBUTCS
oyeBuaHbIM, YTO cobbiThe b 6yaeT nepeBeneHo B Kateroputo mHumaeHTta UMb,
0CoBEeHHO Takoro nHumaeHTa b, KOTopbln MOXET CUUTATbCS "3HaYUTENbHBbIM".



8.4.2 Btopasa oueHKa M noaTBepXOAeHUe WHUMAeHTa UHh opMaLUNOHHOMN
6e3onacHocM

BTopas oueHka u noaTeBepxaeHve uHumaeHta Wb wnn kakoe-nnbo apyroe
peLLeHNe OTHOCUTENBbHO TOro, Hado M oTHecTn cobbiTne b Kk mHumaeHty UB,
OOSMKHbI BXoauTb B obsizaHHocTM TPUUB. [MpuHumarowmin OT4YeTbl COTPYLHMK
MPUNB pormkeH:

- noATBepanTb nony4vyeHne dopMbl OTYETA, 3arOfHEHHOW MO BO3MOXHOCTU
Hanbonee nogpobHo, rpynnor obecneyeHns aKcnyaTauum;

- BBECTN 3Ty (popmy B Basy AaHHbIX cobbITuA/mHUnageHTos UB;

- 06paTnTbCS 3a YTOYHEHMAMM K rpynne obecneyeHns akcnnyataumu;

- NpoaHanM3npoBaThb cogepXaHme OTYETHON )OPMbI;

- cobpaTtb OOMNOMNHUTENBbHY HEOBX0AUMY UHAopMaLno 0 cobbiTun VB (ecnu
CYyLeCTBYeT) OT rpynnbl obecneyeHust JKcnnyataumu, nuvua, 3arnofHUBLLErO
OTYETHYIO (POPMY, UIN N3 KaKoro-riubo MHOro UCTOYHUKA.

Ecrm Bce ewe octaetca Kakas-nMbo HeonpeaeneHHOCTb OTHOCUTESIbHO
ayTEeHTMYHOCTU WHUMaeHTa Wb wnu nonHOTbl NOMy4YeHHOWM WHGopmauum, TO
cotpygHnk [PUNB pormkeH npoBecTu BTOPYK OUEHKY Ans  ornpegeneHus
pearnbHOCTU UMK NOXHOCTU uHuuaeHta Ub. Ecrm vHumpeHt UB onpeneneH kak
"NoXxHbIN", HeobxoaMMO 3anosfHUTL OT4eT 0 cobblTunm Vb, nobasutb ero B 6asy
AaHHbIX cobbiTui/mHumaeHtoB B n nepepatb pykosoguternto NPUNB. Konum
oTyeTa Heobxoaumo nepedatb rpynne obecnedyeHus aIKcnnayatauun, nuuy,
coobLmBLLEMY O CODBITUN, U ero/ee MeECTHOMY PYKOBOAUTENIO.

Ecrv vHunaeHT UB onpenenaetcs Kak "peanbHbin”, To cotpygHuk FPUNB, npu
HeoOXOAMMOCTM NpuBIeKasl Kosier, OOSMKeH MpOoBecTU AanbHEWLLYH) OLLEHKY.
Llenbto oueHkn aBnseTca MakcumMmarnbHO ObICTpoe NoATBEPKOEHME:!

- TOro, YTO npeacTtasnseT cobon MHUMAeHT b, 4TO ABUMOCH €ro NPUYMHOMN,
yemM unm Kkem 6bin BblI3BaH, HA YTO MOBMUSAN UM MOT MOBMUATb, BO3AENCTBUE UK
noTeHumanbHoe Bo3gencTene nHuugeHta Mb Ha OGusHec opraHusaumu, ykasaHue
Ha BEPOSATHY 3HAYUTENbHOCTb/HE3HAYUTENMBHOCTL WHUMAEHTA (Mo  wKane
Cepbe3HOCTUN NHUULEHTOB, MPUHATOW B OpraHM3aunm);

- MPeoyMbILWEHHOM TEXHUYECKOW aTakM HapylumTens Ha HEKOTOpyH
NMHpOPMAaLMOHHYO CUCTEMY, CEPBUC U (UNN) CETb, HaNpUMep:

rMyOGuHbI NPOHWKHOBEHUSI HapyLUMTENa B CUCTEMY, CepBUC U (Unn) ceTb Wn
cTerneHb KOHTPOMs, KOTOPOW OH obnagaer,

AaHHbIX 06 MHopMaLun, K KOTOPOW MOMyYun AOCTyn HapywuTenb, 6biim nm
OHW CKOMUPOBaHbI, U3MEHEHbI UKW yaaneHsbl,

O TOM, Kakoe nporpaMmmHoe obecneyeHne ObIflo CKOMMPOBAHO, N3MEHEHO W
paspyLLeHOo HapyLumTenem;

B OTHOLLEHVMM MPEAYyMbILLIEHHOW (PUM3NYECKOW aTaku HapylumTtens Ha nobyro
MHJOPMAaLMOHHYIO CUCTEMY annapaTHOW YacTu, cepBuca u (Unn) Ha ceTb, U (Unun)
Ha dm3n4eckoe MecTopacnonoXeHue, Hanpumep:

mMacwrtaba npsMbIX U KOCBEHHbIX MOCMeACTBMW HAHECEHHOro (m3n4eckoro
ywepba (npy oTCyTCTBUM M3NYECKOM 3alLmThl JOCTYyNa),

MNPSAMbIX U KOCBEHHbIX MOCNEACTBUA B OTHOLLEHUN uHUuaeHToB B, KOCBEHHO
CO3[aHHbIX OEeVCTBUAMU Hapywmtens (Hanpumep, cTan S uandeckun OocTyn



BO3MOXHbIM MO MpPUYMHE MNOXapa, ABNSAETCS M yA3BUMOCTb WHAPOPMaLNOHHOM
CUCTEMblI CNEACTBMEM  HEMPaBUITbHOIO  (PyHKLMOHMPOBAHUA  NPOrpaMmMHOro
obecneyeHust, IMHUN CBSA3M UM OLLMOKK onepartopa),

- UICMNOSb3YEMOro 40 HacCTOoSALLEro BpeMeHu cnocoba obpaboTtkn nHuungeHta Ub.

[Mpn aHanmmMse noTeHUManeHOro WM peanbHOr0 HeraTMBHOMO BO34ENCTBUS
nHumgeHta Wb Ha 6GusHec opraHuMsauum BCReacTBME HEeCaHKLMOHMPOBAHHOIO
packpbITUa MHAdOPMaUUK, HeCaHKLMOHMPOBAHHOW MoauduKkaumum wnHdopmaumn,
OTKasa OT uMelowenca uHdopmauuy, HegoCTYNmHOCTU wuHdopMauum u  (1Unu)
cepBuca, paspyleHus nHhopmaumm n (unn) cepsmuca Heobxogmmo NoATBEPAMUTD,
Kakue nocneacTsus MMenn MecTo BCeAcTBME LaHHOro uHuuaeHTta. [Npumepamu
KaTeropum nocneacTBun sSABNSAOTCS:

- pmHaHcoBbIe YO bITKU/pa3pyLLeHne 6usHec-onepauuni;

- ywepb KOMMEPYECKMM 1 IKOHOMUYECKUM UHTEPECAM,;

- ywepb ana nHgopmMauum, cogepallen nepcoHasbHble JaHHbIE,;

- HapYLLEHNE NPaBOBbIX 1 HOPMAaTMBHbIX 00A3aTENbCTB;

- ywep6 ona meHegxmeHTa n 6usHec-onepaumn;

- yTpaTa npecTmka opraHn3auuu.

[lns1 oTHeceHna noTeHuManbHbIX UM (akTUYeCcKnX BO3OENUCTBUN K TOWU UK
MHOMN KaTeropmm HeobXOAMMO UCMOSb30BaTb COOTBETCTBYIOLWME peKoMeHaauuu,

KOTOopble OTHOCUIMKN Bbl UX K MHUKAEHTY B 1 BHOCUNMCL B OTYET NO MHUMOEHTaM
NB. MNprmepbl pekomergaunn npuseaeHsl B NpunoxeHun B.

8.5 PearnpoBaHue Ha MHUUOEHTDI

8.5.1 HemeaneHHoe pearnpoBaHue



8.5.1.1 O630p

B 6onbwmHCTBE Ccrny4vyaeB nocne noatBepXaeHus uHumaeHTta dvneH MPUNDB
BbINOSHAET AENCTBMUS MO HEMEAIEHHOMY pearMpoBaHUIO OTHOCUTENBbHO MHLMAEHTa
B, pernctpaunn nogpodbHocTen B hopme otyeTa 06 nHumaeHte Vb, BBeaeHuo B
6asy pfgaHHbIX cobbITWA/MHUMaeHToB WB w1 yBegoMneHuMio  COTPYLHMKOB
opraHmsauum o Tpebyembix OeNCTBUSX Ha mHuuaeHt UB. Pe3dynbTaTtoMm AaHHbIX
OENCTBUA MOXET OblTb NPUHATUE aBapUWHbIX 3aWMTHLIX Mep (Hanpumep
OTKIOYEHME aTaKoOBaHHOM MHAOPMAaLMOHHOM CUCTEMbI, cepBuca u (Unm) cetu no
npeaBapuTenbHOMY COrfaLlleHU0 € COOTBETCTBYHOLLMM  pykoBoacTBoM WUT-
nogpasgeneHns wn  (unm)  Gu3Hec-pykoBoACTBOM) UM (MnKn)  onpegeneHue
OOMNOSHUTENbHBIX MOCTOSIHHBLIX 3alMTHBIX MEp W yBeOAOMSIEHWE COTPYAHUKOB
opraHmMsauuMm O MNPUHATUM 3TUX Mep. Ecnm aBapuiHble 3awmTHblE Mepbl He
NPUMEHEHbBI, TO HY)KHO ONpeaenuTb 3Ha4YnTENbHOCTb MHUMAeHTa Nb no oueHo4YHoM
LLUKane, NPUHATON B opraHu3auum, n ecnv nHumaeHt b gpoctatoyHo "3HaynteneH",
TO 00 9TOM HeobXoOMMO HENOCPeACTBEHHO YBEAOMUTb COOTBETCTBYIOLLEE
BbllLECTOSsILLEE pykoBOoACTBO. Ecnm odeBmaHa HeobxoauMMoCTb OOBABNEHMS
"KpU3MCHOM  cuTyauun", pykoBoauTeNnb, OTBedawuwmn 3a  obecrnedeHve
HenpepbIBHOCTN Gu3Heca, OOMKEH ObiTb OMOBELLUEH O BO3MOXHOW aKTUBU3aLIUK
nnaHa obecneyeHust  HenpepbiBHOCTM  BuM3Heca, npudem  Heobxoammo
npouHdopmmpoBaTtb pykosogutenda 'PUNB v BbilwecTosLEe pyKOBOACTBO.

8.5.1.2 NpumepHble ENCTBUS MO pearnpoBaHUIO

[MpumepoMm OencTBMA NO  HEMEASIEHHOMY pearMpoBaHWlO B Cry4vae
npegHamMepeHHoOM aTakum Ha WHAGOPMAaUMOHHYHD CUCTEMY, CepBUC U (UNK) CeTb
MOXET ObITb TO, YTO OHW OCTAKTCS MNOAKMOYEHHbIMU K IHTEPHETY 1 APYIMM CETAM
C LUernbto:

- obecneyeHnss NpaBUibHOO OYHKLMOHMPOBAHNS KPUTUYECKN BaXHbIX BU3HeC-
NPUINoXeHi;

- cbopa Hanbonee nNonHon MHgopmaum O HapyLumMTene npu ycrnoBun, ecnm OH
He 3HaeT, YTO HaxoauTcsa nog HabnoaeHneM.

OOHako nNpy MPUHATUM  pPeLleHNss MO  pearMpoBaHUIO  HYXXHO Y4YUTbIBaTb
cregyrowme pakTopbl:

- HapywmTenb MOXET MOYYBCTBOBATb, YTO HAXOAUTCA nog HabnogeHvem, u
NpeanpyHATbL OENCTBUS, HaAHOCSLWME AanbHenwmn yuepb aTtakoBaHHOW cuUCTeMe,
cepBuCYy U (UNK) CETU U AaHHbIM;

- HapywmTernb MOXeT paspywmTb MHGOpMauumio, KoTopas cnocobcTByeT ero
OTCIEXNBAHWIO.



BaxHo, 4TobbI Npy NPUHATUM COOTBETCTBYIOLLEIO peLLeHns Bbina TexHu4eckas
BO3MOXHOCTb ObICTPO M HaAEXHO OTKIHOYUTbL aTaKOBaHHYH MHGOPMALMOHHYHO
cuctemy, cepsuc n (Unn) cetb. OgHaKo Ans NpeaoTBpaLLUEHNS Takoro OTKIIIOYEHNs
HEe wuMerwyM Ha 93TO NpaBO MepcoHarioM HeobxoauMMO  MPUMEHSATb
COOTBETCTBYKOLME CpencTBa ayTeHTUdMKaLun.

[MpenoTBpalleHe MNOBTOPHOMO MPOSIBNEHUA MHUMOEHTa OObIYHO SABNAETCS
BGonee npuopuTeTHOM 3agadvyen. B HEKOTOPbIX Crydasx HeobXo4MMO y4nUTbIBaTb TO,
4YTO HapywmTenb BbisIBUN craboe MecTo, KOTopoe LOSMKHO OblTb YCTpaHeHo, a
BbIrOAbl OT BbISBSIEHNS] HapyLMTens He onpaBAblBalOT 3aTpayvyeHHbIX Ha 3TO
ycunmin. 3TO OCOBEHHO crpaBedsMBO, €CnM HapylwuTenb Ha caMoM Aefie He
ABNSETCA 3MOYMbILIEHHUKOM U HE HaHec 60nbLIoro MM BOOOLIE HE MPUYUHUI
HUKaKoro yuiepba.

Urto kacaetcsa gpyrmx vHuugeHTtoB Wb, Kpome npegHamepeHHOW aTtaku, TO UX
UCTOYHUK OOImKeH OblTb uaeHTudmumpoBaH. MoxeT notpeboBaTbCs OTKOYEHME
WH(pOpMaLMOHHOM  CUCTEMbI, cepBuca W (unn) cetm  wunnm - U3onaums
COOTBETCTBYHOLMX MX 4YacTen nocrie Nony4vyeHust npeaBapuTenbHOro cornacus
cooTBeTcTBYylOWEro pykosoactea UT n (unn) GusHec-pykoBoaUTENS Ha BpeMms
BHEOPEHUNA 3alMTHbIX Mep. [Ona aTtoro MoxeT notpeboBaTbCsi OOsbLUE BPEMEHW,
eclin ysa3BMMOe MeCTO A1 MHOPMAaLMOHHON CUCTEMbI, CepBuca U (Mnn) ansa cetu
OKaXeTCA CYLUECTBEHHbIM UM KPUTUHECKN BaXKHbIM.

[dpyrmm OencTBMEM MO pearMpoBaHUIO MOXET OblTb akTMBM3aUUA METoOO0B
HabnogeHus [4]. OTo OencTBME OOSMPKHO OCYLUECTBIATLCS HA OCHOBE Mpouenyp,
OOKYMEHTUPOBAHHbLIX A4S151 CUCTEMbI MEHEMKMEHTA UHUMAeHToB Ub.

NHpopmaums, koTopast Mmorna 6biTe NoBpexaeHa B pesynbraTte uHumnaeHTa b,
AorrkHa 6bITb npoBepeHa yneHom PUNB no pesepBHbIM 3anncam Ha npegmet
U3MEHEHUSA, CTUpaHua unM mogudmkaumm wnHgopmaumm. MoXeT BO3HUKHYTb
HeOH6XOAMMOCTb MPOBEPKN LIENTOCTHOCTU XKYpHanoB perucTpaunn, MnoCKOSbKY
3/IOHAaMEpPEHHbIN HapyLLMTENb MOXET noanenatb UX C Lenbl COKPbITUS CreaoB
NPOHNKHOBEHUS.

8.5.1.3 O6HoBneHne nHdgopmaumm ob nHUngeHTax

HesaBucumo oOT nocriegytoumx genctsuur, cotpyaHuk [PUUNB  pormkeH
obHOBUTL oT4yeT 00 nHumgeHte b ¢ makcumanbHou getanmsauymen, nobasutb ero
B a3y AaHHbiXx cobbiTui/mHunaeHtoB Wb, onoBectnB 06 3TOM pyKoBOAMTENS
PUMAB wn (npn HeobxoaumocTn) Apyrmx nuy. OBHOBMAT  CrefyHoLLyto
NHJpopMaumio:

- 0 TOM, YTO nNpeacTaBnsaeT cobom nHumaeHT Ub;



- 0 TOM, YTO SIBUSIOCb MPUYUHON, YEM UM KEM OH ObiN Bbi3BaH;

- Ha YTO BO34ENCTBYET MM MOr BO34ENCTBOBATD;

- 0 (hakTU4YECKOM UNKn NOTEHUMansHOM Bo3aencTeumn nHumaeHTta Ib Ha 6usHec
opraHusauuu;

- 00 W3MEHEHMsIX B YKa3aHUM Ha BEPOATHYK 3HAYUTENbHOCTb WK
He3Ha4YUTENbHOCTb WHUMaeHTa Wb (no wkane cepbes3HOCTU, MNPUHATON B
opraHusaumm);

- 0 TOM, KaK OH obpabaTbiBancs 40 3TOro BpEMEHM.

Ecrm vHuvoeHt WB paspelseH, ToO oT4yeT OOMmkeH cogepxaTb nogpoOHOCTM
NPeanpuUHATBIX  3aWMTHBIX  Mep U U3BJMEYEHHbIX  YPOKOB  (Hanpumep
OOMNOSHUTENbHbIE  3aWMTHbIE Mepbl, KOTOpble criegyet npeanpuHaTtb  Ans
npenoTBpaLleHnsi MOBTOPHOMO MosiBreHust AaHHoro nHumaeHta b nnm nogobHbIx
emy uHumaeHToB MB). OBHoBNEHHbIN oTYeT cneayetT [obaenAaTb B ©asy gaHHbIX
cobbiITn/mHunaeHTos b n ysegomnateb pykosoautena NMPUUB n gpyrmx nuy, no
nx TpeboBaHuio.

PUNBE oTBeyaeT 3a obecneveHne ©Ge3onacHOro XxpaHeHus WHopmauun,
OTHOCALLENCA K AaHHOMY uHuuaeHTy Wb, C¢ uenbto BO3MOXHOIO MpoBedeHUs
AanbHenWen 9KCnepTusbl M BO3MOXHOIMO WUCMNOMb30BaHMS CyAOM B KadecTBe
aokasatenbcTtBa. Hanpumep, ans nHuuaenta Ub, opueHtmnposaHHoro Ha LT, nocne
nepBoHavanbHOro obHapyXeHus wuHungeHta Wb Bce HENnOCTOSsIHHbIE [OaHHble
OOMKHbl OblTb cOBpaHbl 4O OTKMYEHUST nopaxeHHon cuctembl VT, cepsuca u
(vnn) cetn oo npoBedeHua cynebHoro paccregoBaHus. NpegHasHayveHHas Ons
cbopa nHdopmMauna cogepxmTt ceefeHnst 0 MobbIX YHKLMOHUPYHOLLMX NpoL.eccax
N XPaHUTCA B NaMATK, KaLle n permctpax. [Npm aTom Heobxoanmo:

- B 3aBMCMMOCTM OT Xapaktepa wuHumaeHta Wb npoBecTu nosnHoe
ayoénmpoBaHne NopaxeHHOW CUCTEMbI, CepBMCa U (UNK) CETU Ha cryyan cyaebHoro
pas3bupartenscTBa U pe3epBHOE KOMMPOBaHWUE XXyPHAaroB U BaXHbIX hansos;

- cobpaTtb 1 NpoaHann3npoBaTb >XXypHaribl COCeQHNX CUCTEM, CEPBUCOB U (1K)
ceTeln, HanpMMep, MapLLPYyTU3aTOPOB U MEXCETEBbLIX 9KPAHOB;

- BCtO COBpaHHy0 MHAOPMaLNIO XPaHUTb HA HOCUTENSX TONbKO ANA YTEHUS;

- NpU BbINOMHEHUN OY6NMpOBaHUA Ha crydanm cygebHoro pasbupartensctBa
obecneynTb NPUCYTCTBME HE MEHEE ABYX NUL, ANA YTBEPXOEHUS U NOLATBEPKAEHNS
TOro, 4YTO BCe [AencTBuUs OblfiM  BbIMOMHEHbl  COMMacHoO  AencTByloLEMY
HOpMaTUBHOMY 3aKOHOAATENbCTBY;

- OOKYMEHTUPOBaTb W XpaHUTb BMECTE C WCXOAHbIMW  HOCUTENAMMU
cneuymdmkaumm n onucaHusi CEPBUCHBIX KOMaHA, KOTopble WCMNOoNb3ykTcs ONns
ayonmpoBaHus Ha crnydan cynebHoro pasbupaTenbcTaa.

UrnieH TPUNB Takxe siBNsSieTCA OTBETCTBEHHBIM, €CIIM 9TO BO3MOXHO, BO BPEMS
obHoBneHust nHdopmauun o6 uHumaeHtax Vb 3a BosBpalweHne B GeszonacHoe
paboyee COCTOAHME MOPaXKEHHbIX YCTPOUCTB (MMEKWMX WM He WMEHLMX
OoTHoweHue K UT) B HTepecax UCKIYEHUS aTak Ha 9TU yCTpoOUCTBa.



8.5.1.4 [lononHuTenbHblE AENCTBUS
Mpn onpeoeneHnmn dneHom [PUUB peanbHocT wHumpneHta WB  ero
AO0MOMHUTENBbHBbIMU AEUCTBUSMU OOSPKHbI ObIThb:
- NpoBEeAEHNE NPaABOBOW 9KCMNEPTU3bI,
- MHOPMUPOBAHME UL, OTBETCTBEHHbIX 3a nepegadvy MHopMauum BHYTPU
opraHu3auuu M 3a ee npegenamu, o dakTax U NpeasiokeHusXx No MHdopmMaumm,
KOTOpPYIO HaZo nepenartb, B Kakom popme 1 Komy.

[Mocne BO3MOXHO Hauboree nogpobHOro 3anofiHeHna otyeta 06 WHUMOEHTE
NB otyet BBOAMTCA B Oa3y gaHHbIX cobbiTun/vHumaeHtoB Vb v nepepaetcs
pykosoguteno PUNB.

Ecnn Bpemsa paccrnenoBaHusi NpeBbILLAET BPEMS], paHee COornacoBaHHOE BHYTPH
opraHmMsauumu, ToO COCTaBIAETCA MPOMEXYTOYHbIN OTYET.

Unen TPUUB, ouenuBaroumin uHumoeHt Wb, Ha OCHoBaHUM pPyKOBOLCTBA,
cogepxallerocss B [OOKYMEHTauuuM CUCTeMbl MeHeKMeHTa wHuuaeHtoB Wb,
OOIMKEH 3HAaTb:

- Korga u KoMy HeobxoanMo HanpaenAaATb MaTepuansi;

- YTO npwn ocywecTerneHun nwbon peatenbHocT PUNB Heobxognmo
cregoBatb  JOKYMEHTUMPOBaAHHbIM  Mpoueaypam  KOHTpOns 3a  BHECEHUEM
N3MEHEHUN.

[Mpn Hanuuum Npobnem unnm ecnm CUYUTaeTcCsl, YTO CYLLUECTBYHOT Npobrnembl B
OTHOLWIEHMN OObIYHbIX CPeAcTB CBSA3M (Hanpumep, C 3MEeKTPOHHOW MOYTOW),
BKMtOMaa cryyau, Korga CuUcTema, BO3MOXHO, MOABepraeTca aTtake wu
uenecoobpasHo caenatb BblBOA, YTO MHUMAEHT VB aBnseTca 3HauymTenbHbIM U
(vnn) 6bina onpeneneHa "KpusncHas cuTyauus”, TO cneayeT, B NepByko odepenb,
coobumtb 06 MHUmMaeHTe Vb OTBETCTBEHHbIM NULAM JFIMYHO, MO TenedoHy unm
TEKCTOBbIM COOBLLEHMEM.

[Mpn HeobxoaumocTn pykoBoauTens PUWB coBmecTHO C pykoBoguTenem
obecneyeHnss  BesonacHoctTi Wb  opraHMsauMm M COOTBETCTBYHOLUMM
PYKOBOAUTENEM OpraHusauun (4s1eHOM coBeTa LOUPEKTOPOB) MpaBfieHUsT OOSMKHbI
CBSAA3aTbCHA CO BCEMM OTAENlamMu, KOTopble BOBMeYeHbl B UHUMAEHT Vb kak BHyTpu
opraHusauuu, Tak 1 3a ee npegenamu (cm. 7.5.3 n 7.5.4).

Ona 6bicTpon N 3pdEeKTUBHOM OpraHM3aunm CBA3M HeobXOAUMO 3apaHee
YCTaHOBUTb HaLEeXHbIM MeTo nepenaym nHdopmMaunm, He 3aBUCALLMA NOSTHOCTBIO
OT CUCTEMbI, CEpBMCA UMM CETU, HA KOTOPbIE MOXET BO34ENCTBOBATb WHLMAEHT
NB. Takne wmepbl NpegoCTOPOXHOCTU MOryT BKMOYaTb B cebs HasHadeHue
pe3epBHbIX KOHCYNbTAHTOB WM MpeAcTaBUTENIEN OpraHusaumm Ha Ccrydan
OTCYTCTBUS KOro-ninbo U3 ee OCHOBHbIX PyKOBOAMUTENEMN.



8.5.2 KoHtponupyeMocTts MHUMAEHTA

[Mocne wHMyMmMpoBaHmsa dneHom [PUNB HemeoneHHoro pearnpoBaHus
COOTBETCTBYHLLEN NPABOBOW 3KCMNEPTU3bI N OENCTBUN NO nepegade nHoopmaumnm
Heo6XOANUMO CPOYHO YoeauTbes, Haxogutca nn nHunaeHt b noa koHTponem. MNpun
HeobxogumocTn uneH TPUMB MoxeT npOKOHCYNbTMPOBATbLCS C  KOMfieramu,
pykosoautenem NlPUNB n (unn) opyrumm coTpygHuKamm opraHnsaum.

Ecrv noaTeepxaaetcs, 4to nHumaeHT b HaxoanTcsa nog KoHTporem, TO YSieH
PUNBE porkeH nepenTtn K ApyrMM AanbHenwmm HeobxoaumMbiM OEWCTBUSM MO
pearMpoBaHuto, NPOBEAEHUIO MPaBOBOWN AKCNEpPTU3bl U Nepegadvye nHdopmaumm (Cm.
8.5.3, 8.5.5 n 8.5.6) ¢ uenbto rmkBngauum uHumaeHta B n BoccTaHoBrEHUS
HopMarbHOM paboTbl NOpaeHHOW MHAOPMAaLIMOHHON CUCTEMBI.

Ecrv He nogTBepkgaetcs, 4To nHumaeHT b Haxogutcsa nog KOHTposiem, YrieH
"PUNB gormkeH nHMUnMmnMpoBaTth "aHTUKPU3UCHbIE" AencTBMUS (CM. 8.5.4).

8.5.3 Nocnepyowee pearnpoBaHue

Onpegenus, 4TOo MHUMAeHT VB HaxoguTca noad KOHTPOSieM U He SABNSeTCSA
00bekToM “"aHTuKpmsncHonm cutyaumn”, uneH [PUNB porkeH onpegenntb
HeoBXoaMMOCTb M BEPOATHBIE CMOCOOLI AanbHENLIEr0 pearnpoBaHNsa B OTHOLLIEHWM
OaHHOro MHUuaeHTa. PearmpoBaHue MOXeT BKMoYaTb B cebs BOCCTaHOBMEHME
NOPaXXeHHbIX MHAOPMaUMOHHBIX cucteM(bl), cepsucos(a) n (um) ceten(n) Ao
HopmarsibHoro paboyero coctosHus. 3atem uneH NPUNB porkeH 3aHecTu getanm B
dopmy otyeTa 06 uHUMaeHTe B n 6a3y gaHHbix cobbiTun/mHumaeHtoB Wb, a
Takke npouHdopMmmpoBaTb 006 3TOM 1ML, OTBETCTBEHHbIX 3a 3aBepLUeHue
COOTBETCTBYHOLMX AencTBuin. [logpobHOCTU yCNewHoro 3aBepLleHns  3TuX
OencTBUin HeobxoamMmo BHeCTU B chopmy otyeTa 06 uHumaeHte b 1 6a3y gaHHbIX
cobbiTun/mHungeHtos Wb, a 3atrem uHumgeHt Wb pomkeH 6biTb 3akpbIT U
COOTBETCTBYHOLLMI NEepcoHan AormkeH 6bITb MPOMHGOPMMPOBaH 06 3TOM.

HekoTopble pearMpoBaHus OOMMkHbI OblTb HanpaBneHbl Ha NpeaoTBpalleHue
NnoBTOpeHMsi NogobHoro emy mHuuaeHta Mb. Hanpumep, ecnn onpegeneHo, 4To
npuynHon nHumaeHtTa b sBnaeTcs oTkas annapatypHOW YacTu Uinv NporpaMmMHOro
obecneyeHus VT n3-3a oTCyTCTBMA BCTABOK B nporpammy ("natyen”), To B 9TOM
cliydae HeobxoaMMO HeMmeLNeHHO CBA3aTbCs C NnocTaBwWmKoM. Ecnm npuymnHom
nHungeHTa Nb 6bina nssecTtHasa ya3sumocTb T, To oHa gosrmkHa ObiTb YCTpaHeHa
COOTBETCTBYHOLWMM 0OHOBMEHMEM 3aumTbl MB. Heobxoanmo Takxe pewmTb nobbie
npobrembl, cBA3aHHble C KOHdwmrypaumen UT n BbisiBNEHHbIM uHUuaeHTom UB.
Adpyrumn Mepamn yMEHbLUEHUS BO3MOXHOCTU MOBTOPEHUS UMW NOSABIIEHUS Takoro
nHumaeHta Vb nnm nogobHoro emy nHumngeHTa Moryt 6biTb U3MEHEHNE CUCTEMHbIX
naporsemn un oTKIYeHne HENCNOSb3yEMbIX CEPBUCOB.

Adpyras obnactb LOeATEeNbHOCTM NO pearnpoBaHuto Ha uHUMaeHT VB moxet
BKNMoYaTb B ceba MOHUTOPUHI cuctembl, cepuca u (unm) cetn UT. Cnegom 3a
oueHkon wuwHumpgeHta WB moxeT okasatbca uenecoobpasHbiM  BBECTU
OONOSTHUTESNbHbIE 3alLMTHBIE MEPbl MOHUTOPWHIA ONA COAENCTBUSA B OOHapYyXeHUU
HEOObIYHbIX WM NOOO3PUTENBbHBLIX COOLITUIM, KOTOpble MOryT OKa3aTbCs
npu3Hakamu nHumaeHToB VIb. Takorn MOHUTOPUHI MOMOXET Takxe rnybxxe packpbITb
nHumaoeHt b v nogentudmuymposatb gpyrve cuctemol VT, KOTOpble nogBeprnmch
KoMnpomeTauuu.



MoxeT  BO3HMKHYTb  HeobXxoOAMMOCTb B aKTUBM3auMM  cneumarnbHbIX
pearMpoBaHuii, OOKYMEHTUPOBAHHbLIX B COOTBETCTBYHOLWEM MnaHe obecneyeHus
HenpepbIBHOCTM BU3HEC-NpoLecca, KOTOpPble MOXHO NPUMEHUTb K MHUMaeHTam Vb
Kak cBsi3aHHbIM, Tak U He cBs3aHHbIM ¢ UT. CneynanbHble pearnpoBaHns LOSMKHbI
OblTb NpeayCcMOTPeHbl A9 BCEX acnekToB 6Ou3Heca, CBSA3aHHbIX HE TOSbKO
HenocpeacTBeHHO ¢ VT, HO Takxe C NooaepKKon KroueBbiX PyHKUMn 6usHeca u
NocneaylLwero BOCCTaHOBIEHNSA C MOMOLLBIO PEYEBON CETU CBSA3UN U GIM3NYECKMX
YCTPOWCTB.

Ewe ogHom obnacTbio pearMpoBaHUsa ABNSIETCS BOCCTAHOBSIEHNE MOPaAXEHHbIX
NMHpopMaLMoHHBLIX cucTeM(bl), cepBucos(a) n (unn) ceten(n) 4O HopmasibHOro
paboyero cocTosiHns. BoccTaHOBREHWE NopaxeHHbIX cuctem(bl), cepBucos(a) u
(nnn) ceten(n) po 6esonacHoro paboyero COCTosAHMUS MOXET ObITb OCYLLECTBIIEHO
npumeHeHnem "natyen" ONA  U3BECTHbIX YA3BMMOCTEN WM OTKITHOYEHMEM
CKOMIMPOMETUPOBAHHbIX 3N1eMeHTOB. ECnnM BCNeacTBME YHUUTOXEHMUST KypHaroB
permctpauum BO Bpemsi gencteus uHumaeHta Wb wncuyesaetr Becb 06beEM
nHpopmaumm o6 wmHumgeHte UNB, moxeT noTpeboBaTbCsA MonHas nepecTporka
cucTtembl, cepsuca n (Mnn) cetn. Takxke MOXET NoTpeboBaTbLCSA akTMBU3aLNSA YacTu
COOTBETCTBYHLLEIO NSiaHa HenpepbIBHOCTN BusHeca.

Ecrm uvHumpeHt Wb, He cBsisaHHbIN C¢ WT, Hanpumep, cnposBouMpoBaH
noXapom, HaBOAHEHMEM WM B3pPbIBOM, TO BbINOMHATCA [LENCTBUS MO
BOCCTaHOBIIEHWUIO, JOKYMEHTUPOBaHHbIE B COOTBETCTBYIOLIEM MNriaHe obecnevyeHus
HenpepbIBHOCTM OU3Heca.

8.5.4 "AHTMKpPM3UCHbIE" feUucTBUA

MoxeT cnyuutbca Tak (cMm. 8.5.2), 4yto npwu onpegeneHmm [PUNB
KOHTponupyeTca nn nHungeHt Vb, rpynna npuaeT K BbIBOAY, YTO UHUMAEHT Ub He
HaxXOAUTCSA MO KOHTPONeM n JormkeH obpabaTbiBaTbCH B pexume "aHTUKPU3UCHBIX
aencteun”. B 9TOM cnydae ucnosnb3yeTca npeaBapuTernbHO pas3paboTaHHbIv naH
(nnaHbl).

Jlyyume BapuaHTbl 06paboTKM BCEX BO3MOXHbLIX TWUMOB WHUuaeHToB Wb,
KOTOpble MOryT MOBIMATb Ha AOCTYMNHOCTbL/paspyLUeHre N, B HEKOTOPOW CTEMNEHM,
Ha UEeroCTHOCTb WHJIOPMALMOHHOM CUCTEMbI, OOSMKHbl ObiTb oOnpefeneHbl B
cTpatermm obecnevyeHnst HeNpepbIBHOCTM OU3Heca opraHmsauun. 3T BapuaHTbI
OOSDKHbI ObITb HENOCPEACTBEHHO CBA3aHbI C NpuopuTeTammn BusHeca opraHmM3aLum
N COOTBETCTBYIOLLMMUN BPEMEHHBIMW paMKaMy BOCCTAHOBIIEHNSI OU3HEC-NpOoLLEeCCOB
n, cnegosaTesibHO, C MakCUMarsibHO npuemsieMblM BpemeHem npoctoa U T, peveson
CBS31, NepcoHara n pasmMeLleHns. B nnaHe HeobxoauMo onpeaenvThb:

- Npegynpexaatolwme, nogaepxmparome Mepbl obecnevyeHns HernpepbIBHOCTU
BusHeca N yCTOMYNBOCTMU K BHELLHMM U3MEHEHUAM;



- OPraHM3auMOHHYIO CTPYKTYpY M 06S3aHHOCTMW, CBSI3aHHble C yrpaBrieHNEM
NNaHMpoBaHUS HenpepbIBHOCTU BM3Heca;

- CTPYKTYpY M OCHOBHble TMOMioXeHns nnaHa (nnaHoB) obecnevyeHus
HenpepbIBHOCTN Bu3Heca.

[MnaH (NnaHbl) obecneyeHnsa HenpepbiBHOCTN BU3Heca 1 3alWMTHbIE Mepbl ANS
NoaaepXKN akTMBM3auum 3Toro (3TuxX) nraHa (NnaHoB), MPOTECTUMPOBAHHBLIX U
NPU3HAHHbIX YOOBNETBOPUTENbHLIMW, OOMMKHblI CO34aTb OCHOBY AN BeOEHMS
Hanbornee "aHTUKPU3NCHBLIX" OENCTBUN, AN KOTOPbIX OHU NpeaHa3HaYeHb!.

[pyrne Tunbl BO3MOXHbIX "aHTUKPU3UCHBLIX OENCTBUA" BKIOYAKOT B cebs (HO He
OrpaHNYMBalOTCS) aKkTUBU3aLNEN:

- CpeaCTB NOXapoTyLLEHNA 1 NpoLenyp 9Bakyauuu;

- CpeaCcTB NpeaoTBpaLleHNss HAaBOOHEHWS U nNpoueayp 3Bakyauuu;

- CpeacTB npenoTBpalleHnsi B3pbiBa 60OMObI M COOTBETCTBYHOLLMX Npoueayp
9BaKyauuu;

- paboTbl cneunanucToB MO paccreoBaHWMilo (PakTOB MOLLEHHMYECTBA B
NMHPOPMAaLMOHHBIX CUCTEMAX;

- paboTbl CNeunanncToB Mo paccrieqoBaHUI0 TEXHUYECKMX aTak.



8.5.5 [paBoBas akcnepm™msa

Ecrm B xome npegbiaywen OueHKu Oblnia onpegeneHa HeobxoguMmocTb
NnpaBOBOW JKCMEPTU3bl B LENsX AoKasaTenbCTBa 3Ha4YUTenbHOro nHuuaeHta Wb,
npaBoByto akcnepTnady nposoaut NPUNB. B uenax nposeneHus 6onee nogpobHom
9KCNepTU3bl KOHKPETHOro nHumnaeHta b HeobxoamMmMo NpUMEHSITb CNeacTBEHHbIEe
MeTodbl W CpeacTtBa, OCHOBaHHble Ha WT  mn nogaoepxvBaemble
OOKYMEHTUPOBAHHLIMW MpoueaypamMn, He ucnorb3yeMble paHee B npouecce
MeHekmeHTa wuHUngeHtoB WB. Takyro akcneptmsy npoBOAAT CTPYKTYPHbIM
METOOO0M M ONpPeaensitoT, YTO MOXET NUCMONb30BaTbCS B KAYEeCTBE JOoKa3aTenbCcTBa
NPy BHYTPEHHUX OUCUMNIMHAPHBIX pasbupaTtenscTBax UM B xode cyaebHbIx
NpoL,EeCCOB.

[na npoBegeHust NPaBOBOW 3KCMNEPTMU3bl MOIYT UCMOMb30BaTbCs TEXHUYECKNE
(Hanpumep cpegcTBa WM MeTodbl  ayauTa, CpeAcTBa  BOCCTaAHOBEHMS
CBMOETENLCTB) M NporpaMMHble CpeACcTBa, 3alMLLEHHbIE CryXeOHble MOMELLEHNS,
a TaKxe COoOoTBeTCTBYyHOLMM nepcoHan. Kaxagoe aencTsne npaBOBOM 3KCMEPTU3bI
OOMKHO  ObITb  MOMHOCTLID  OOKYMEHTMPOBAHO, BKMYasi npeacTaBreHue
COOTBETCTBYHOLMX dhoTorpadmin, cocTaBneHne otyetoB 06 aHanuse pesynbraTtoB
ayamTta, NpoBEPKY KypHarioB BOCCTAHOBIEHUS AaHHbIX. KBanudwmkauusa niua mnm
nmu, NPoOBOAMBLLErO(MX) MPaBOBYK 3KCMEPTU3Y, OOIMKHA OblTb LOKYMEHTMpOBaHa
Tak e, KaKk pe3ynbratbl KBannMumkaunoHHOro TectupoBaHmns. Heobxognmo Takxke
OOKYMEHTUPOBATb nobyto Apyryto NHpopmaumio, CNocobHyto
NPOAEMOHCTPUPOBaTb OOBEKTUBHOCTL W JIOTMMECKUMW  XapaKTep npaBOBOM
akcnepTusbl. Bce 3anmcm o camux nHunageHtax b, neatensHOCTWN, CBSA3aHHON C
NpaBOBOM 3JKCNEPTU3ON ITUX WHUMOEHTOB, W T.0., @ Takke COOTBETCTBYyHOLUME
HOCUTENN MHOPMaLMKU OOSMKHbI XPaHUTbCA B OM3NYECKU 3alLUMLLEHHON cpene u
KOHTPONMMPOBaTbCS COOTBETCTBYOLMMM NpoueaypaMn AnS  npenoTBpaLleHus
OOocTyrna K HMM HEaBTOPM3OBaHHbIX MU C Uenbk moaudmkauum 3anucen.
CpencTBa npaBoBOW 3KCNEPTU3bl, OCHOBAHHbIE HA NPUMEHEHUN T, 0OmkHbl TOYHO
COOTBETCTBOBATb MNPaBOBbIM HOPMaM C LUENb UCKMYEHNS BO3MOXHOCTU
ocnapuvBaHnsi 3TOro COOTBETCTBUSA B CyAebHOM nopsake u, B TO XXe BPeMs, B HUX
OOSDKHbI YYUTBIBATbCS BCE TeKyWMe U3MEHEHMst B TexHororunsx. B dwmandeckon
cpene NPUMB Heobxoammo co3gaBaTb HEOOXOAMMbIE YCMOBUS, rapaHTupyoLme
HeocnopumMmocTb 00paboTku cBmaeTenscTB. B nioboe Bpema ana obecneveHus
pearnpoBaHunsa Ha nHUMAeHT Vb yncno nepcoHana gormkHO ObITb 4OCTaTOYHbIM.

Co BpemMeHeM, HECOMHEHHO, BO3HUKHET HeobxoaMMOCTb pa3paboTku
TpeboBaHUN K aHanmM3y CBUOETENbCTB B KOHTEKCTE MHOroobpasus MHUMOEHTOB
NB, Bknoyasi MOLLEHHNUYECTBO, KpaXy M akTbl BaHganmama. CrnegoBaTtenbHO, Ans
cogencteus NPUNB notpebyeTcsa Bonbluee Yncrio cpeacTs, OCHOBaHHbIX Ha T, n
BCMOMOraTesnbHbIX Mpoueayp Ans  packpbiTus  MHGOPMaUMK, CKPbITOM B
WMH(pOpMaLMOHHOM CUCTEME, cepBuce U (MnnM) CceTn, BKIKYas MHGOPMaLUMIO,
KOTopasi, Ha nepBbin B3rMA4, KaxeTcss CTepTon, 3awmdpoBaHHON UMK
NnoBpeXaeHHON. OTU cpeacTBa AOMKHbI Y4MTbIBaTb BCE achekTbl, CBA3aHHbIE C
M3BECTHbIMM TuUNamu wuHUMaeHToB WB (pasymeetcd, OHM O0mkHbl ObiTb
OOKYMeHTUpoBaHbl B npouenypax N(PUNB).



B coBpeMeHHbIX YCIoBUAX B MPaBOBYKO SKCMEPTU3Y YacTO BKIIHOYAKOT CIIOXKHbIE
cpedbl C CETEBOM CTPYKTYpPOU, B KOTOPbIX paccrnegoBaHne pacnpocTpaHSaeTCcHa Ha
BCIO OnepaumoHHY0 cpeny, BKIoYasd MHOXECTBO cepBepoB ((hannoBbin cepBep,
cepBepbl neyatn, CBSA3W, 3NIEKTPOHHOM MOYTbl M T.4.), a TaKkke cpeactea
yaaneHHoro goctyna. CywecTByeT MHOr0O MHCTPYMEHTarbHbIX CPeacTB, BKIo4Yas
cpeactBa noucka TEKCTOB, nporpammHoe obecneveHne  popmMuMpoBaHns
N306paxeHNn M NakeTbl NporpaMMm AN NPaBOBOW 3KCNepTu3bl. [MaBHOM LEnNbLo
npouenyp nNpaBOBOM 3KCMNEpPTU3bl HABMIAETCH COXpPaHEeHWe CBUOETeNbCTB B
HENPUKOCHOBEHHOCTN, WX MPOBEPKA Ha npeaMeT MPOTUBOCTOSIHUS JHOObIM
ocnapuvBaHusiM B Cyde W MNpOBedeHWe MPaBOBOW 3KCMEPTM3bl HAa TOYHOW KOnuu
NCXOAHbIX AAHHbIX C TeM, YToObl n36exaTb COMHEHUA B LIENTOCTHOCTU UCXOAHbIX
HOCUTENEN B XO4€e aHanUTU4eckom paboTbl.

O6umin npouecc nNpaBOBOM IKCMNEPTU3bl OOIPKEH OXBaTbiBaTb Criegylolme
BUObl 4EATENBbHOCTMU:

- obecneyeHne 3aumThbl LIeNEBON CUCTEMbI, CepBUca 1 (MnKn) ceTn B npolecce
NpPoBeEHNA MNPaBOBOM 3KCNEepPTU3bl OT MpPEBpALLUEHUs MX B HEOOCTYrHblE,
N3MEHEHNA WM OT WHOWM KOMMpOMETauuW, BKIOYad BBELOEHWE BUPYCOB, WU
obecnevyeHne 3aumTbl OT BO3AENCTBUA UMM MUHUMArbHbIX BO3OEUCTBUN HA WX
HOpMarbHyo paboTy;

- HasHa4yeHue npuopuTeToB cbopa aokaszaTenbCTB, TO €CTb PACCMOTPEHUE UX
OT Hanbornee 4O HaUMEHee N3MEHYMBBIX (YTO B 3HAYUTENBHOM CTENEHN 3aBUCUT OT
xapaktepa nHumngeHta Nb);

- nmaeHTuuKauma Bcex Heobxoaumbix anrnoB B MNPEOAMETHON CUCTEME,
cepBuce u (MnM) ceTn, BKIKOYas HopmasrbHble dannbl, annbl, Kaylmecs
YHUYTOXEHHBbIMU, HO He SBNSKOWMECS TaKOBbIMW, (hainbl, 3alMLLEHHbIE NaporemM
WU MHbIM 06 pa3oM, 1 3almdpoBaHHbIe dhansbl;

- BOCCTaAHOBIIEHME KaK MOXHO OornblUero 4ymcra CTepTbiX hannos n Apyrmx
OaHHbIX;

- packpbiTne IP-agpecoB, MeH XOCTOB, CETeBbIX MapLUPYTOB M MHGpopMaLlmm
Web-cantos;

- W3BMEYEHNE COLEPXUMOrO CKpbITbIX, BPEMEHHbIX annoB ”n dannos
nogkaykyM, WUCMNoOMb3yeMblX Kak nporpaMmmHoe obecnevyeHne onepaunoHHOM
CUCTEMbI, TaK U Kak NpUKNagHoe nporpaMmHoe obecneveHue;

- AOCTYyn K COOepXMMOMY MporpammMHOro obecneveHuns 3ameHHbIX Wu
3aWwmdpoBaHHbIX hanroB (eCnm 3TO He 3anpeLleHo 3aKoHO4aTENbCTBOM);

- aHanua3 BCEeX BO3MOXHO 3Ha4YMMbIX AaHHbIX, HaNOEHHbIX B cneuunarnbHbIX
(0BbI4YHO HEOOCTYNMHbIX) O6IACTSAX NAaMATU Ha AUCKaX;

- aHanu3 BpeMeHun JocTyna K dhansy, ero cosgaHus  USMeHeHus;

- aHanM3 XXypHarnoB perMcTpaunm cUCcTeMbl/cepBnca/CeT 1 NPUOKEHUN,

- onpegeneHve OedaTeNnbHOCTM nofnb3oBatenen U (Mnn) NPUNOXeHUn B
cucteme/cepBuce/ceTu;

- aHanmM3 9JIeKTPOHHOM MOYTbl Ha HanMyme ucxogHom wuHdopmauumnm n ee
coaepXaHus;

- NpoBegeHMe NMPOBEPOK LLENTOCTHOCTM GhalsioB C LieSibio 00HapyeHus ¢oairos,
cogepxawmx "TpOsAHCKOro KOHs", n doannoB, M3Ha4yanbHO OTCYTCTBOBaBLUMX B
cucTeme;

- N0 BO3MOXHOCTW, aHanM3 m3an4ecknx gokasaTenbCcTB ylepba MMyLLIecTBy,



HanpumMep OTMNeYyaTKoB nNarnbLEB, pe3ynbTaToB BUAEOHAOMIOL4EHMS, >KypHAroB
percTpauum CUCTEMbl CUrHanu3auuu, >XypHanoB perucTpaumm poctyna no
nponyckam u onpoca CBuUaeTenNewn;

- 0bpaboTka 1 xpaHeHne 00ObITbIX MOTEeHUManbHbIX CBUOETENLCTB Tak, YTOObI
nsbexarb WX NOBPEXOEHWS, NPUBEOEHUS B HErogHOCTb M NpeaoTBpalleHus
NpoCMOTpa KOHGMAEHUMANbHOO MaTepuana HecCaHKLWOHUPOBAHHLIMWU JIULLAMMU.
CriegyeT nogyepkHyTb, YTO COOp AoKasaTeNnbCTB BCerga A0SPKeH NPOBOAUTHCS B
COOTBETCTBUM C NpaBuiamMmmn Cygonpou3BoLCTBa UMK ChyLLaHWA Aena, ANs KOTOPbIX
BO3MOXHO NpefCcTaBieHne AaHHOro JoKa3aTenbCTBa;

- NornyyeHve BbIBOAOB O NpuymHax uHuugeHta b, Heobxoanmbix 4EeNCTBUAX U
BPEMEHN WX BbINOSHEHNS C MNpUBEOEHNEM CBUAETENbCTB, BKIOYas CMAMCOK
COOTBETCTBYHLUMX GansioB, BKIIFOYEHHbIX B NMPUMOXEHWE K [MIaBHOMY OTYETY;

- obecneyeHne aKCNepTHOM NOALEPKKM AnA Moboro OUCLUUNIMHAPHOIO Wiu
NpaBoBOro AencTans (Npy HeobxoaANMoCTN).

MeTtog(bl) BbINOSTHEHWS BblLLEYyKa3aHHbIX AencTBun AOIDKEH(HbI)
OOKyMeHTupoBaTbcA B pabote npouenypbl NlPUNB.

'PUNB porrkHa obnagaTtb pasHOobpa3HbIMM HaBblkamMu B OBLLUMPHOM 0BnacTu
TEXHUYECKMX 3HAHUN (BKIOYas 3HaHWe CpeaCcTB U METOAO0B, KOTOPble, BO3MOXHO,
oyayT MCrorb30BaTbCA HapyLuTernem), OnbITOM nposefeHus
aHanusa/paccrnefnoBaHnst (C y4eTOM 3awmThbl  MUCMOSb3yeMbIX CBUAETENbCTB),
3HaHWEM NPaBOBbIX N HOPMATMBHbLIX MOSIOXKEHWUN U MOCTOSAHHOM OCBEAOMIEHHOCTbLHO
0 TeHOEeHUMAX, CBA3aHHbIX ¢ nHUnaeHTamm Ub.

8.5.6 Nepepaya uHcpopmauun

Bo mHormx cnyyasx, korga NPUUNB nogteepauna peanbHocTb nHumaeHTta Wb,
BO3HWKAET HeOOXOAUMOCTb WHAOPMUPOBAHUA KOHKPETHBIX JINL, KaK BHYTPU
opraHusaumm (BHe 0ObIYHbIX IMHUIA cBA3n mexay TPUNB v pykoBogcTtBoMm), Tak m
3a ee npegenamu, Bkntovasi npeccy. [na aToro MoryT notpeboBaTbCs HECKOMBLKO
3TanoB, Hanpumep: noaTBepxaeHne peanbHocTM wHUMaeHta Wb u  ero
NOOKOHTPOSILHOCTK, onpeaeneHne mHunaeHta UMb kak obbekTa "aHTUKPU3UCHOM
aesatensHoCTU", 3akpblTe U  3aBepuleHne aHammsa wuvHuugeHta Wb wu
dopmupoBaHue BbiBoga 06 nHunaeHte Ub.

[na okasaHua coOencTBMS TakoW AesTenbHOCTU LenecoobpasHo 3apaHee
noaroToBUTb KOHKPETHYK WHAopMauuio C Uenbio ObICTpon agantaumm ee K
obcToATenbCcTBaM BO3HMKHOBEHUSA KOHKPETHOro nHuuaeHta Ib n npegocTtasnenns
9TOM WMHpopmaumm npecce n (UnKn) OpyrMm cpeacTtBaM MaccoBOW MHAOpMaLU.
Ecnm npecce npegocTaBnseTca HenomnHas WHdopmaumsa, OTHOCALWAAaca K
nHumgeHtam WMB, TO oOHa pomkHa ObiTb npegocTaBfnieHa B COOTBETCTBUMM C
NOMMTUKON  pacrnpoCTpaHeHna  uHopmauum  opraHusauumn.  Hdopmaums,
nognexaiwlaa pacnpocTpaHeHno cpean obWEeCTBEHHOCTW, [AoimkHa ObiTb
npoaHanu3anpoBaHa COOTBETCTBYHLLMMU nuamu, Hanpumep BbICLLINM
PYyKOBOACTBOM, KOOpAUHATOPAMM MO CBA3AM C OOLLECTBEHHOCTbIO U MEepCoHasriom
Nb.



8.5.7 PaclumpeHne obnacm npuHATA peLle HUN

MoryT BO3HWKHYTb OOCTOATENbCTBA, Korga B peweHne o6 wHumaeHte Wb
NPUOETCA BOBJiEKaTb BbiCLLEe PYKOBOACTBO, APYrylO rpynny BHYTPU OpraHu3auuu
U1 ML,O/rpynny CTOPOHHEN opraHu3auun. Pedyb MOXET MATU O NPUHATUN peLLEeHNs
OTHOCUTENbHO PEKOMEHOYEMbIX OENUCTBUN, OTHOCAWMXCA K uHUmgeHty UB, wnn
AanbHeENLen oLEeHKE C Lenblo onpeaeneHns Tpedyembix aencteun. PacumpeHue
00bnacTn NPUHATUS PELLIEHNA MOXET NoTpeboBaTbCs BCNea 3a npoLeccamMmm OLEHKN
B cooTBeTCTBMM C 8.4 wvnm npoucxogutb B XOde TMPOLECCOB OLEHKWU, €ecnun
npobrnema CTaHOBUTCHA OYEBUOHOW Ha paHHEW CTaaun ee OobHapyxeHus. [na Tex,
KOMy Korga-nmbo npuaetcs npvHMMaTb peLleHne O  paclumpeHum obracTtu
NPUHATUS PELLEHU, TO eCTb AN rpynnbl obecnevyeHnss akcnmyataunum n YneHoB
MPUNB, HeobxoAMMO MMETb COOTBETCTBYHOLIEE OMMCaHMe B AOKYMEHTaLUU
cucTeMbl MeHeXmeHTa nHuuaeHTos Ub.

8.5.8 Perncrtpauus oeAteibHOCTM U KOHTPOJSIb 3a BHEeCEHUEM U3MEeHEeHUH

Cnenyetr nogyepkHyTb, 4YTO BCe, KTO nNpu4acTeH K  OMNOBELLEHUIO
(MHOPMMNPOBAHUIO) U MEHeOXMeHTY uHumaeHToB Wb, OOmMKHbI Hagnexalym
obpa3om perucTpupoBaTb BCE CBOM [OEWCTBMS Ha Cllydaln WX [OanbHeunLero
aHanm3a. WHdopmauuto 00 9TuUx AeucTBusiXx BHOCAT B opmy oTtyeta 06
nHumgeHtax Vb mn B 6a3y paHHbIX cobbiTvi/vHumaeHToB Wb, HenpepbiBHO
OOHOBNsIEMYIO B T€YEHMe BCEero BpeMeHu OencTBus nHuuageHta Wb, oT nepsomn
dopMbl OTYETa A0 3aBepLUeHUst aHanm3a nHumaeHTta b. 3ta nHdopmaums gormkHa
XPaHUTBCS NO BO3MOXHOCTU C NMPUMEHEHMEM CPEACTB 3awmThbl U obecnevyeHem
COOTBETCTBYHIOLLErO pexuma pesepBupoBaHus. Kpome Toro, 3aMmeHeHusi, BHOCUMble
B npouecce otcrnexuBaHus uHumpgeHta Wb, obHoBnenna dopm otyeta u 6a3
OaHHbIX cobbiTun/vHunaeHtoB Wb, OoOrmkHbl BHOCUTBCSA B COOTBETCTBUM C
doopMarnbHO NPUHATON CUCTEMOW KOHTPOIS 3@ BHECEHNEM N3MEHEHUMN.

9 dtan "AHanu3s"

9.1 BBeaeHue

[Mocne NpUHATUS PELLEHNS O 3aKpbiTUM MHUKAEHTa B Heobxoanmmo npoBecTr
OarnbHENLLY0 MNpPaBOBYKD 3KCMepTM3y W aHanmM3 C  uernblo  onpegeneHus
N3BMIEYEHHbIX YPOKOB W MOTEHUMarnbHbIX yrydweHnn obuiern ©6es3onacHocTn u
CUCTEeMbl MeHe)KMeHTa nHungeHtos Ub.

9.2 [lanbHeNwWwasn npaBoBas 3KCNepTn3a

NHorga nocrne 3akpbiTva uHumaeHTa VB MoXeT no-npexHemy COXpaHATbCSA
HeobXOAMMOCTb NPOBEAEHMSI MNPaBOBOM 3KCNEPTU3bl C LENbl OonpeneneHus
cenpgetenscte. OHa pgomkHa npoBoautbcst [PUMB ¢ ucnonb3oBaHveM
COBOKYMHOCTU CpeaCTB U npoleayp B COOTBETCTBUM C 8.5.5.

9.3 U3BneyeHHbIe YPOKU



Mocne 3aBeplieHna nHumaeHtTa b BaxHO B6bICTPO naeHTUMUMpoBaTh YPOKN,
n3BreYeHHole M3 ero obpaboTkn, U NPeanpuHATbL COOTBETCTBYHOLME AENCTBUS,
KOTOpble MOryT pacCMaTpmBaTbCA C TOYKU 3pPEHUS:

- HOBbIX WM U3MEHMBLUMXCS TpeboBaHunM K mMepam 3aumtbl 6. 310 moryT
ObITb TEXHUYECKME UNN HETEXHMYECKME (BKMtoYas dwmanyeckue) mepbl 3aumThbl. B
3aBUCMMOCTM OT M3BIIEYEHHbIX YPOKOB TpeboBaHMS MOryT BKMovaTb B cebs
HeobXxoaMMOCTb BbICTPOro 06HOBNEHMA MaTepUarnos U NPOBELAEHUS MHCTPYKTaxa C
uernbto obecnevyeHMs OCBEOOMIIEHHOCTM B Bonpocax 6e3onacHocTn (ans
nonb3oBaTtenen, a Takxke AN Apyroro nepcoHasa) v Bbiycka pykoBoACTB U (1nn)
cTaHgapToB rno 6e3onacHoOCTY;

- U3MEHEHUN B CUCTEME MeHemxMeHTa uHuugeHToB B n ee npoueccax,
dopmax otyeTa n 6ase gaHHbIX cobbITM/MHLMAeHTOB UB.

Kpome TOro npu wusydyeHun ypoka no wuHumgeHty WB  Heobxogumo
paccmaTpuBaTb MOSIyYEHHbIN OMbIT HE TOMbKO B paMKax OTAEeSlbHOro uvHuugeHTta
B, HO w”n npoBoAUTb MPOBEPKY HanMuUA TeHOeHUUNn (3aKOHOMEPHOCTEN)
NnosiIBMNeHUs1 NpeanocbIfiok K nHunaeHtam Nb, kotopble MOryT ObiTb MCMNOMb30BaHbI
B MHTepecax onpeneneHns notpebHOCTU B 3alUMTHLIX Mepax UM U3MEHEHUSIX
noaxodoB K ycTpaHeHuto wuHumaeHta UbB. LlenecoobpasHo Takxe npoBeneHue
TECTUPOBAHUA B, B  OCODEHHOCTM  OLUEHKM  YS3BUMOCTEW, nocne
opueHTunpoBaHHoro Ha T nHymaeHta Ub.

[MosToMy  HeoOXxooumO  perynspHo  aHanmuaupoBatb  6asbl  OaHHbIX
cobbiTvi/vHUMaeHToB b ana onpenenenuns:

- TeHaeHunn/obpasuos.;

- NpobremMHbIX obnacTen;

- obrnacten OeATENbHOCTW, fAe MOXHO NpeanpuHATb npeaynpeanternbHble
MepbI AN CHKEHNSA BEPOSTHOCTM NOSIBIIEHNSI MHUWMOEHTOB B OyayLLEM.

CyuecTtBeHHas nHdopmaumsi, nonydaemas B npouecce o6paboTku MHUMOEHTA
b, pnormkHa HanpaeBnAaTbCa LN aHanu3a TeHOEHUMW (3aKOHOMEPHOCTEN), YTOo
MOXET B 3HauYuTeNbHOM Mepe ChnocobCTBOBaTb paHHEN uOEeHTUdMKaL MK
nHumoeHtoB B n obecneumBatb npeaynpexageHne O TOM, Kakue creayrowme
nHUMOeHTol Vb MOryT BO3HMKHYTb Ha OCHOBE MpeaLUecTBYHOLLEro onbiTa WU
[OKYMEHTOB.

Heobxoaumo Takxe wucnonb3oBatb WHGopmauuo o6 wuHumaeHtax Wb wn
COOTBETCTBYOLWMX WM YA3BUMOCTSX, MOMYYEHHYO OT T[OCYAAPCTBEHHbIX U
kommepyecknx KI'6P n noctaBwmkos.

TecTupoBaHne ©0e30MacHOCTM U OLEeHKa YS3BMMOCTEN WHGOPMAaLMOHHOM
cuUcTeMbl, cepBuca u (Mnm) cetn, crnegyvowme 3a mHungeHtom UMb, He OomKHbI
orpaHN4mMBaTbCs TOMbKO MHGOPMALMOHHONW CUCTEMOW, CEPBUCOM U (UNN) CETbIO,
NOpaXeHHbIX aTuM wmHumaeHtom WB. TectupoBaHme 6e30MacHOCTU M OLLEHKY
YySI3BMMOCTEN HEOoOXOoAMMO pacnpoCTpaHUTb Ha nobble CBA3aHHbIE C  HUMWU
WH(pOPpMaLMOHHBIE CUCTEMbI, cepBUCbl U (unn) ceTtu. [eTanbHas oueHka
YysI3BMMOCTEN UCMOMb3yeTCcs ANd Toro, 4Ttobbl B xoAae vHumgeHta Wb BbigBUTb
CYLLECTBOBaHME YSI3BMMOCTEN Ha APYrnMX MHOPMALMOHHBIX CUCTEMAX, cepBucax u
(Mnn) ceTax, U UCKITIIOYNTL BEPOSATHOCTDL MOSIBIIEHNSA HOBbIX YA3BUMOCTEMN.

BaxHO nogyepkHyTb, 4YTO OUEHKa YS3BUMOCTEN [OSPKHA MNPOBOAUTHLCA



perynsapHoO 1 NOBTOPHAast OLLEHKa YA3BMMOCTEN, NpoBoaMmasd rnocrne nHumngeHta b,
O0SPKHA ObITb YacTbio, @ HE 3aMEHON HEMPEPbLIBHOIO NPoL,ecca OLEHKMN.

Heobxogmumo onybnukoBbiBaTb WTOrOBbIM  aHammM3  uwHUmaeHtoB Wb ans
00CYXXOEeHUA ero Ha KaxgoM COBELLaHMM pyKOBOACTBA OpraHusaumm no Bornpocam
obecneyeHna Vb u (M) Ha Opyrmx coOBeL@aHUAX, KacatoLmxcsi BOMPOCOB MO
o0LLen opraHuaaumnoHHon nonntuke Ub.

9.4 OnpeneneHne ynyJweHUn 6e30nNacHOCTH

B npouecce aHanui3a, npoBedeHHOro nocre paspeweHns wuHuuaeHta Wb,
HOBble WM W3MEHEHHble 3alWwuTHble Mepbl MOryT ObiTb oOnpeaerieHbl  Kak
HeobxoauMmble. PekomeHaaumm 1 COOTBETCTBYOLME UM TPeOOBaHUSA K 3aLLMTHBIM
MepaM MOryT o0OKa3aTbCs TakuMmK, 4YTO WX HemeaneHHoe BHedpeHue 6yaer
HEBO3MOXHO MO PMHAHCOBbLIM WM 3KCMSlyaTauMOHHbIM MPUYMHaM; B 3TOM Cryvae
OHW OO0IPKHbI BbITb NPEegyCMOTPEHbI B Bonee LONMTOCPOYHbBIX LEensX opraHM3aunm.
Hanpumep, no dwmHaHCOBbIM COODpaXeHUsIM HEBO3MOXHO 3a KOPOTKOe BpeMs
OCYLLECTBUTL MNepexoq K 6onee COBEPLUEHHBIM MEXCETEBLIM 3KpaHaMm, TEM He
MeHee, peLleHne 3Toro Bornpoca HeobxoaAnMo BHECTU B A0ONroBpeMeHHble uenv Vb
opraHusauum (cm. 10.3).

9.5 OnpepeneHne yny4weHUn CUCTEMbDI

[Mocne paspeweHus wHuuaeHTta pykosoautens TPUWNB wnn HasHaveHHoe
BMECTO Hero nuuo OOfKHbl MNpoaHanmu3vpoBaTb BCE MNpousolleallee C Lenbko
OLLEHKN W onpeaerneHnss CTeneHn pesynbTaTUBHOCTM pearnpoBaHust Ha WUHUMOEHT
Nb. MogobHbIM  aHanu3  npegHasHadyeH  Ans BbISBMNEHNA  YyCMEeLLUHO
3a[1eCTBOBAHHbIX 3fIEMEHTOB CUCTEMblI MeEHemxMeHTa wuHuuaeHtoB Wb wu
onpegeneHns NOTPebHOCTU B MHOObLIX YIyYLLEHMUSIX.

BaxHbIM acnekToMm aHanmsa, NpoBOAMMOrO Mocre pearnpoBaHna Ha MHUWOEHT,
SIBNSIETCA BO3BpaLLEeHne uHdopMaumMm U MOSMYYEHHbIX 3HaHWA B  CUCTEMY
MeHegxmeHTa mHumaeHtos Vb, Ecrm wHumpoeHt VB goctatodHO cepbes3eH, To
BCKOpe nocne paspelleHns UHUMOEeHTa HeobXoauMo NPOBECTM COBELL@HME BCEX
3aMHTEPECOBaHHbIX CTOPOH, Bragewwyx WHdopmMaumen o Hem. Ha aTowm
COBELL@HNN O0IPKHBI paccMaTpmBaTbhbCs crefytolme Bonpochl:

- pabotarm fm  OOrkHbIM - 06pa3oM Mpoueaypbl, MNPUHATbIE B CUCTEME
MeHeKmeHTa nHuuaeHToB Ub;

- CYLWECTBYIOT M npoueaypbl UnM MeTodbl, KoTopble cnocobcTeoBanu Obl
OOHapY>XeHUIO MHLNOEHTOB;

- 611N N1 onpeaeneHsl Npoueaypbl UM CpeacTBa, KOTOpble UCMOMb30BanMChb
Obl B Npouecce pearMpoBaHns;

- NPUMEHANNCL U npoueaypsl, nomorawume  BOCCTAHOBIEHUIO
MHAOPMAaLMOHHBIX CUCTEM NOCTe AEHTUdMKALUN NHLUMAOEHTA;

- ObiNa N1 nepegaya MHgopmMmaumm 06 MHUMAOEHTE BCEX NMPUYACTHBLIX CTOPOH
9PeKTUBHOM B NpoL,ecce 0bHapyXeHus1, COOBLLEHMS U pearpOBaHUS.

PesynbTaTbl COBEW@HUA [OOSKHbI OblTb  AOKYMEHTUPOBaHbI M MO 3TUM
pesynbTartaM OCYLUEeCTBMNEHbI KOHKPETHbIE corfiacoBaHHble aencTtaund (cm. 10.4).



10 3tan "Yny4yweHune"

10.1 BBepgeHue

OTan "YnyduweHue" BKMYaeT B cebs BHeOpeHWe pekoMeHdauun aITana
"AHarnm3", TO eCTb PeKOMeHJaUUN MO YIydLWeHUIO pe3ynbTaToB MEeHeoKMeHTa U
aHanm3a puckoB b, 6e3onacHOCTM N CUCTEMbI MeHemKMeHTa uHumaeHtoB Ub.
Kaxxgast 3 Tem pekomeHaaumm paccmMaTpuBaeTCs HUXKeE.

10.2 YnyJyweHve aHanusa pMcKoB U MeHe ) KMeHTa
Ge3onacHocTH

B 3aBucumocTu oT cepbe3HoCTU nHumngeHta b n cteneHn ero Bo3gencTeums
npun oLeHKe pesynbTatoB aHarmm3a puckoB b n meHemxkveHTa VB, BO3MOXHO,
npuaeTcsl ydntbiBaTb HOBbIE Yrpo3bl U ySA3BMMOCTWU. B pesynbrate 3aBepLueHust
oOHOoBNeHHoro aHammsa puckoB WMB wn aHanm3a meHegxmeHTa WB  moxer
BO3HUKHYTb HEOOXOOMMOCTb BHECEHUSI W3MEHEHWA B CyllecTBylWmME WU
NPUMEHEHNS HOBbIX 3aLLUMTHBIX Mep.

10.3 OcyuwecTBrieHMe yrny4weHnn 6e3onacHoCTn

Cnenya pekoMmeHgaumsm, caenaHHbiM B npouecce atana "AHanma" (cm. 9.4), u
aHanmM3y HeCKONbKUX uHUngeHtos, Wb uvHUMUMMPYIOT Npouecc BHeAPeHus
OBHOBIIEHHbLIX N (MNM) HOBbIX 3aWMTHBIX Mep. B cootBeTcTBUM ¢ 9.3 3TO MOryT
OblTb TexHn4eckme (BKIoYaa dm3nyeckue) 3almMTHble Mepbl, KOTOpble MOryT
BkMtodatb B cebsa noTpebHoCTb ObICTporo OOGHOBMEHMS MaTepuana Aans
NpOoBeAEHNA NHCTPYKTaXEN C Liefiblo obecnevyeHms oCBeLOMIIEHHOCTN B BOMpocax
B6esonacHocTM (OnNs nonb3oBaTenem W Opyroro nepcoHana) W Bblfycka
pekoMeHgauum wn  (MnM)  HOPMAaTMBHBIX  OOKYMEHTOB MO  ©e30mnacHOCTMW.
NHpopmMaLMoHHbIE CUCTEMbI, CEPBUCLI U CETU OpraHM3auun OOIPKHbl  Takxke
perynsipHo nogsepratbCA aHanuM3dy C LUenbko  ornpederieHnst ysa3BMMOCTEN U
obecneveHus npovecca HenpepbIBHOMO NOBbILLEHNS HaOEeXHOCTH
cuctem/cepsucoB/ceTen.

AHanm3 cBs3aHHbIX C 6e30nacHOCTLIO Mpouenyp M OOKYMEHTauum MOXeT
NpPOBOAUTLCSA Cpa3dy nocre MHUUAEHTa, HO Boree BEpOSATHO, YTO 9TO NoTpebyeTcs
nosgHee. lNocne vHungeHta b HeobxogmMmo O6HOBUTL NOSIMTUKM U NpoUeaypbl
obecneveHns Wb c ydeTom cobpaHHOM uWHGOpMauMM U fobbiX npobnem,
BbISIBNEHHbIX B Npouecce MeHegxmeHTa nHungeHta Mb. [JonroBpemMeHHon Lenbio
PUNB BmecTe ¢ pykoBoautenem Ub opraHmMsaumm aBnseTcs pacnpocTpaHeHue B
opraHmMsaumm 3Tnx OOHOBMEHHbLIX BapuUaHTOB MONUTUKK N npoueanyp obecneveHns
Nb.

10.4 OcyuwecTBrieHue yny4LweHNm cucTemMbl



O6nacTn cuctembl MeHegXMeHTa uHUMaeHToB Wb, npegHasHayeHHble Ons
ynyduwennss (cm. 9.5), OomkHbl ObITb NpoaHanu3upoBaHbl, a OOOCHOBAHHLIE
M3MEHEHUS1 BHeCEHbl B OOHOBMEHHbIN BapwaHT [OOKYMEHTauun CUCTEMbI.
N3meHeHusa B npoueccax, npoueaypax n popmax otyeta CUCTEMbl MEHEOXMEHTa
nHumaeHtoB b gormkHbl 6bITh TLATENBHO NPOBEPEHbI Y MPOTECTMPOBAaHbI Nepes
NPYMEHEHNEM Ha NPaKTUKE.

10.5 lpyrue ynydweHus

Ha atane "AHanu3" mMornm ObITb YCTaHOBIEHbI Apyrve ynyylleHus, Hanpuvep
M3MEHeHUs B NONUTUKaxX, cTaHgapTtax v npouenypax Vb, a Takke nameHeHus B
KOHJMrypaumsix annapaTHoro n nporpammMHoro obecnevyeHus.

NMpunoxeHue A (cnpaBo4yHoe). Obpa3seu
cdopMbI oTHETA O COOLITUAX U MHUMAEHTaX
MHcpopmMmaLuMOHHOU Oe30NacHOCTH

[MpunoxeHne A
(cnpaBo4HoOE)

OT4yeTbl 0 COOLITMAX U MHUMAEHTaX MH OpMaLMOHHOU 6e30nacHOCTU



PekomeHgaumm no 3anosiHeHUIKO

HasHauyeHnem gaHHon chopMbl (popMbl oT4eTa 0 cOBbITUAX U nHUMaeHTax NBb)
ansetca obecnedyeHne wHgopmaumen o cobbitum MB, a 3atemM, ecrnm OHO
onpeaeneHo Kak nHumaeHt Vb, To n o6 nHumaeHte Vb, ana onpegeneHHbix nuy,.

Ecnm nopospeBaetcs, 4To cobbiTue Vb pasBMBaeTcs Unmn yxe CBEPLUMIIOCH,
0COBEHHO COObITUE, KOTOPOE MOXET MPMBECTU K CYLLUECTBEHHbIM MOTEPSM WA
ywepby CcoBCTBEHHOCTM WM penyTauuuM  opraHusauum, TO Heobxogumo
HeMeaNEHHO 3anonHUTbL U nepeaaTb opMy oTveTa 0 cobbiTvn B B COOTBETCTBUM
C npouegypaMu, OfMUCaHHbLIMA B CUCTEME MeHeKMeHTa WHuugeHtoB Wb
opraHusauumu.

[MpenctaesneHHas WHgopmaunsa 6yaeT wucnonb3oBaHa AN UHULMMPOBaHUS
COOTBETCTBYIOLLErO rpouecca OUEHKW, KoTopash onpenennt, OOSMKHO M 3To
cobbITUE KaTeropypoBaTbCs Kak WHUMOEHT B un (B crnyvyae nonoXxuTenbHOro
OTBETA), Kakme KoppeKkTupytowme Mepbl, Heobxoanmble ANa NpeaoTBpaLleHns um
orpaHudeHus notepb Mnn yuwepba, cnegyetr npeanpuHaTb. MocKkonbKy npouecc
OLIEHKN MO CBOEMY XapaKTepy SIBMSIETCA KPaTKOCPOYHbIM, TO B AAHHbIA MOMEHT
Heobs13aTenbLHO 3anonHATL BCe Nons opMbl OTHETA.

Ecrnm coTpyoHuk sBnsieTca 4neHom rpynnbl obecnedeHns akcnnyaTauum,
aHanM3npyLWMM MOSHOCTbI/MAaCTUYHO  3anosSiHEHHbIE (POpMbI  OTYeTa, TO OH
OOSPKEH MNPUHATH pelleHne, Hago M OTHEeCTUM faHHOoe CcobbiTve K KaTeropuu
nHumnaeHta Vb. MNpy NonoxuTensHOM peLleHnn COTPYAHMK OOMMKEH BHECTN B popMy
oTyeTta 00 uHUMaeHTe B Kak MOXHO Borblue MHgopmauun 1 nepegatb OpMbl
oT4yeToB 0 cobblTUM U nHuuaeHte b B NPUNB. Hesasucumo ot Toro, 6yaet nm
cobboiTne WB oTHeceHO K KaTeropum wuHUmMaeHTa Wb, 6asa pgaHHbIX
cobblITun/vHunaeHtToB Vb gomkHa 6b1Tb OOHOBNEHA.

Ecrm coTtpyoHuk sensietca cotpyaHukom TPUNB, aHanusupyrowmm dopmbl
OTYETOB O COObLITMAX W uHUMaeHTax Wb, nepepaHHble 4neHOM rpynnbl
obecneyeHus akcnnyatauuu, To ¢opma ortyeta 06 wmHumaoeHte Wb porkHa
OOHOBNATBLCS MO XO4Yy paccrnefoBaHUA WU, COOTBETCTBEHHO, AOSMKHA OOHOBNATLCS
©a3a gaHHbIX cobbITU/MHUMAeHToB Vb.

[Mpn 3anonHeHnn popm crieqyeT cobnogaTb Creayowme pekoMmeHgaunm:

- MO BO3MOXHOCTU (POpMbl OTYETA AOSPKHbI 3aMoSfIHATLCA U NepefaBaTbCs B
9NeKTPOHHOM BuAe*. B cnyyae, ecnm cywecTByoT NpobrnemMbl UM cYMTaeTCs, YTO
CYLLECTBYIOT NPobsieMbl C NPUHATBIMM MO YMOSNYaHMUIO MEXaHU3MaMU 351IEKTPOHHOIO
OnoBeLLEHNA (HanpuMmep 3MeKTPOHHas noyTa), BKMYas criydaun, Korga cuctema
MOXeT noaBepratbCs atake U ¢opMbl OT4yeTa MoOryT OblTb NPOYMTaHBbI
HEeCaHKLMOHMPOBAHHLIMX NULAMW, AOOSPKHbI  MCMONMb30BaTbCA  anbTepHATUBHbIE
cpencTtea cBA3N. AnbTepHaTUBHBIMU CPEACTBaMM CBA3N MOIYT OblTb TeNedoH Unn
TEKCTOBbIE COODLLEHNS, a TaKXKe MCNOSTb30BaHNE KYpbePOB;

*

Ecrm BO3MOXHO, TO (OpMbl OTYETOB [AOSPKHbI OblTb, Hanpumep, Ha
Ge3onacHon web-cTpaHuLe C NMPUBSA3KOM K 3NEKTPOHHOW ©ase faHHbIX cobbITui
nHumoeHtoB Mb. B HacTosiwee Bpemsi OCHOBaHHasi Ha OGymMaXkHOM TEXHOSormm
cuctemMa SBMSETCS CrMWKOM MEASIEHHO [OEVNCTBYIOWEN W [daneko He caMou
3bpeKTMBHOM B aKCMyaTauuu.

- cregyet npeacTtaBuUTb MHAOPMAaLMIO, OCHOBAHHYHO Ha dhakTax, B KOTOPOW
COTPYOHWK YBEPEeH, He crnegyet 4to-nMbo npuaymbiBaTb ANA  TOro, 4ToObl



3anonHnTbL BCce opMbl. ECNM COTPYOHUK CUYMTAET YMECTHbIM BKIIOYUTb WHYHO
WHdopMau Mo, KOTOPYHD He MOXeT noaATBepauTb, criedyeT ykasaTb, YTO 3TO
HenoATBePXOEHHas  MHdopMaunsa, U NpUYKHY  yOexaeHHoCcTM B ee
HeOCTOBEPHOCTN;

- crnegyet noapobHO yKasaTb, Kak MOXHO CBSI3aTbCS C  COTPYLAHUKOM.
HemenneHHO unn cnycTs HEKOTOpOe BpeMsi MOXET BO3HMKHYTb HEeoBXOAUMOCTb
KOHTaKTa C HAM OS89 nosnyyvyeHnsa ganbHenwen nHdopmaunn, kacarwwenca Baluero
oT4yeTa.

Ecnmn nosgHee coOTpygHUK OBHapYXUT, YTO Kakaa-nMbo npeacTaBrieHHas UM
WMHpopMaLmst HETOYHA, HenornHa unn owmboyHa, To crneayeT BHECTU MNoMnpaBku B
OTYET N NpeaCTaBUTb €ro NOBTOPHO.

OT4yeT 0 COOLITMM MHD OpMaLMOHHON Ge30NnacHOCTU

J[lata cobbiTna

Homep cobbiTna™: CooTBeTCcTBYIOLLME  MAOEHTUPUKALNOHHbIE
HoMepa CoOObITUM U (MM) MHLWOEHTOB
(ecrm TpebyeTtcs):

* Homepa cobbiTuin HazHavatoTcs pykosoautenem 'PUNB opraHmnsaumw.

UHd opmauma o coobLiaroiem nuue

damunus Anpec
OpraHusauus
TenedoH OnNeKTPOHHas

no4Tta




OnucaHue coobiTa Ub

Onucanne cobbiTuA:

UTto npounsoLsio

Kak npousouuro

[MNoyemy nponsoLuio

[MopaXeHHbIE KOMMOHEHTbI

HeratnBHoe Bo3gencTBme Ha bmusHec
JTobble noeHTUULMpoBaHHbIE YA3BUMOCTH

NMoapo6HocM 0 cobbiTMM UB

[lata n Bpems HacTynsfieHnst CoobITUS
[ata n Bpemsa obHapyxeHnsa cobbITus
[ata n Bpemsa coobueHus o cobbiTum

3akoHymnocb M cobblTne? (OTMETUTL B Ha Het
KBagpare)

Ecrm "pa", 1O yTOYHUTL ASUTENBHOCTb
cobbITnA

B AHAX/4acax/MuHyTax

OT4yeT 06 MHUMAEHTE MH(p OPpMALMOHHOMN Be3onacHOCTH

[lata nHuunaeHTta

Homep nHumaeHTta*: CooTBeTcTBYIOLLME MAOEHTUPMKALNOHHbIE
HOoMepa CcOObITMA U (MNN) WHUWMOEHTOB
(ecrm Tpebyetcq):

* Homepa vHUmaeHToB HasHadaroTca pykosogutenem MPUNB opraHusaumm u
NpMBS3bIBaOTCA K HOMepY(am) COOTBETCTBYHOLLMX CODbITUNA.

UHd opmaumsa o cotpyaHuke rpynnbl obecnevyeHuns akcnnyartauum



damunus Anpec

TenedoH ONEeKTPOHHasA noyTa

UHd opmaumnsa o cotpyaHuke NrPUNB

damunus Anpec

TenedoH OnNEeKTPOHHasa no4rta

OnucaHue nHunpeHta Ub

[ononHuTensHoe onvcaHne UHUMOEeHTa:
Urto nponsowuno

Kak npounsoLuno

[Movyemy nponsoLuro

[MopakeHHblIe KOMMOHEHTbI

HeraTmuBHOe Bo3gencTBue Ha busHec
ITobble noeHTUULMpoBaHHbIE YA3BUMOCTH

NMoapo6Hoc 06 nHumnpeHte Ub

[lata n Bpemsi BO3HUKHOBEHMS MHLMOEHTA
[ata n Bpemsi obHapyeHnsa NHUMaOeHTa
[ata n Bpemsa coobuieHns o6 nHungeHTe



3aKoHYMIca M MHUMOEHT? (OTMETUTb B [a Het
KBagpare)

Ecrm "0a", TO YyTOYMHUTbL OSMTENBbHOCTb
MHUMOEHTa B OHax/Jdacax/MuHyTax. Ecru
"HeT", TO yTOYHWUTb, KaKk [OMro OH YyXe
AnuTcsA

OTyeT 06 MHUMAEHTE MHC(pOPMaALIMOHHOWN Ge3onacHOCTU

Twun vHUmnpeHTa Ub



(CpoenaTtb oTMeTKy B [leNCTBUTENBHbIN MonbiTKa Mpennonaraembii
0O HOM n3

KBagpaTtoB, 3aTeMm
3anosHUTb HVXe
COOTBETCTBYHOLLME
nons)
(OouH n3) HamepeHHas (ykasaTb TUNbI yrposbl)
XuwweHve (TH) XakepcTBo/norndyeckoe
NPOHUKHOBEHWE
(HA)
MovueHHnyecTBo (FR) HenpaBunbHoe uMCnonb3oBaHne
pecypcoB
(MI)
CaboTax/dmanyeckuin yepob (SA) Apyron yuwep6 (OD)
BpenoHocHas nporpamma (MC)
Onpeoenutens:

(OamH n3) CnyvainHas (ykasaTb Tunbl yrposbl)



OTkas annapatypsbl (HF)

Otkas MO (SF)

OTkas cuctemsbl cBssn (CF)

Moxap (HE)

HasogHeHue (FL)

(OaunH Owwnbka

n3)

OnepaumoHHas owmbka (OE)

Owwubka B akcnnyatauum annapaTHbIX
cpeacts (HE)

Opyrve npupoaHble cobblTus
(NE)

OnpenoenuTs:

noTeps 3Ha4YMMbIX CEpBUCOB
(LE)

HeJoCcTaTo4YHoe KagpoBoe

obecneyeHue (SS)

Opyrue cnyyaun (OA)

OnpegenuTb:

(ykasaTb TUNbI Yrpo3bl)

Owmbka nonb3osartens (UE)

Owmbka npoekTmpoBaHus (DE)



Owmbka B akcnnyataumm MO (SE)

HewnssecTHO

Hpyrve cnyyam (BKItOYas
HeHamepeHHble ownbku) (OA)

OnpegenuTs:

(Ecrm ewe He ycTaHOBMEH Tun
nHumaeHta Wb (HamMepeHHbIN,
CIlydanHbIn, ombka), TO
cregyet caenatb OTMETKY B
KBagpate "HeuM3BeCcTHO" U, Mo
BO3MOXHOCTW,  yKasaTb  Tun

yrpo3bl, ncnonb3ys
COKpaLleHus, npvBeaeHHble
BblLLIE)

OnpeoenuTe:

OT4yeT 06 MHUMAEHTE MHC(p OpMaALMOHHON 6e30nacHOCTU

NMopaxeHue aKkTMBbI



MNopakeHHble (daTeb onncaHmna akTMBOB, NOpaXeHHbIX MHUngeHTammn b
aKTuBbI UMM CBA3aHHbIX C HWUM, BKodas (e TpebyroTcs),

CepuinHble, NMLLEH3NOHHbIE HOMEPa N HOMepa BEPCUN)
(Mpy HanM4Kun)

NHdopmaumsi/aaHHbIe

AnnapaTHble cpeacTBa

[MporpammHoe
obecnevyeHune

CpencTBa cBs3n

[okymeHTauus

HerammBHoe Bo3geunctBue/BNnusiHMe UHUMAEHTaA Ha OM3Hec

Coenatb OTMETKY B COOTBETCTBYHOLMX KBagpatax ANs YKasaHHbIX HWke
HapyLleHn, 3aTeM B KOJIOHKe "3HayMMOCTb" YyKasaTb CTeMNeHb HeraTtuBHOrIo
BO34enCcTBMS Ha 6usHec no wkane 1+10, ucnonb3ya criegyoume COKpalLeHUs
(ykaszaterm karteropuin): (FD) - dwmHaHcoBble YyObITKW/paspylieHme ©OusHec-
onepauun, (CE) - kommepyeckme n akoHomu4eckme nHtepecel, (Pl) - nHdopmauums,
cogepxawas nepcoHanbHble pAaHHble, (LR) - npaBoBble ©n HOpMaTWMBHbIE
obssarenbcTBa (3TO HEOO6XOOMMO CPaBHWUTbL C aHMMUACKUM opurnHarnom), (MO) -
MEHe)KMEHT n OusHec-onepaumn, (LG) - noTeps npectwka (CM. npumepbl B
npunoxeHun B). 3anucatb kogoBble OykBblI B KOMOHKe "ykasatenu", a ecru
N3BECTHbl AENCTBUTENbHLIE N3OEPXKKN, - YKa3aTb UX B KONTOHKE "CTOMMOCTL".



3HauynMMmocTb  YKasartenu N30epxku

HapyLeHne
KOH(pmAeHUNanbHoOCTn (To
€CTb HeCaHKLMOHUPOBAHHOE
packpbITue)

HapyweHve uenoctHocTu (To
€CTb HeCaHKLMWOHMpOBaHHas

mMoaudmkaums)

HapyweHve poctynHocTu (TO
€eCTb HeOCTYMHOCTb)

HapyLueHne HeoTkaszyemocTun

YHUYTOXEHME

OOGwwme pacxoabl HA BOCCTaHOBMEeHUe nocne nHumaeHTta Ub



3Ha4YMMOCTb Ykaszatermm  U3pepxku

(Tam, rne BO3MOXHO,
HeobxoanMo ykasaTb obLme
pacxoabl Ha
BOCCTaHOBIIEHNE nocne
nHumaedta b B uenom no
LKane 1+10 ans
"3Ha4MMmocTU" U B [OeHbrax
ansa "ctommocTn")

OTyeT 06 MHUMAEHTE MHC(pOpPMaALMOHHOWN Ge3onacHOCTU

Pa3pelweHune nHumaeHTa



[ata Havyana paccrnenoBaHusi MHUMAEHTa
Nb

Gamunus(un) nua (),
nposoamBLIEro(UX) paccnegoBaHue
NHUMOEHTa

[aTa paspelueHuns nHungeHta b

[laTa okoH4YaHWsA BO3OeNCTBUSA

[arta 3aBepLueHns paccrenosaHns
nHunaoeHta Nb

MecTo xpaHeHusl oT4YeTa O paccrenoBaHum

MpuyacTHble K MHUUAEHTY NUUA/HapyLUMTENK




(OavH JNnyo (PE) JleranbHo yypexaeHHas
n3) opraHusauusi/ydpexageHue (Ol)

OpraHn3oBaHHas CnyyanHocTtb (AC)
rpynna (GR)

OrtcytctBue Hapywmtens (NP)
Hanpumep, npupoaHbie
dakTOpbl, 0TKa3 0b6opyaoBaHUS,
YyeroBeyeckni pakTop

OnucaHue HapywuTtens
HdenctButenbHaa unu npeanonarae Mmas MOTMBaLUS

(OanH KpuMuHanbHas/dmHaHcoBas Pa3BneyeHusi/xakepcTBo
n3) Boiroga (CG) (PH)
Monutnkal/Teppopuam (PT) MecTb (RE)

Apyrne moTtuebl (OM)



Onpedenums:

HdewnctBusa, ncnonb3lyemMblie AnA paspelweHnsa nHumaeHta Nb

(Hanpumep, "HUKakMx OencTeun”,

"nogpyvHbIMK cpeacTeamn’,
"BHYyTpeHHee paccrnegosaHue”,
"BHeELLHee paccrnegoBaHue C

npueneyeHrem...")

HdenctBuaA, 3annaHupoBaHHbIe ANA pa3peLlleHUa MHUMAEeHTa

(BKMOYaa BO3MOXHbIE NPUBEAEHHbIE
BblLLEe JENCTBUSA)

NMpouune pencmeusa

(Hanpumep, no-npexHemy TpedbyeTcs
npoBeAeHWe paccnefoBaHnsi, HO
OPYrM NepcoHarom)

OT1yeT 06 MHUMAeHTEe UB

3aknoyeHue



(CoenaTb OoTMETKY B O4HOM 3HayuTerbHbIN
N3 KBagpaToB, ABMNSETCSH NN
MHUMOEHT 3HAYUTENbHbIM
WM HET, W  NPUNOXUTb

KpaTkoe NU3JI0XKEHNE
obocHoOBaHUA 3TOro
3aKMYeHns)

(Ykazatb nobble  gpyrue
3aKno4eHns)

HesHaunTenbHbIN

OnoBeleHHbIe Nuua/cydbeKTbl

(3ta 4vactb otdyeta PykoBoguTenb

3anornHsieTcs cnyx6bl b
COOTBETCTBYHOLLMM

mMUoM,  Ha  KOTOpoe

BO3JI0XEHbI

obs3aHHOCTM B obractu

Nb n KOTOpoe

chopmynmpyeT

Tpebyemble  OENCTBUS.
OObIMHO 3TUM  NMLIOM
ABNAETCA PyKOBOAUTENb
NB opraHnzauum)

MecTHbIN
pyKoBOOUTENb
(YTOYHUTBb,  Kakoro
nogpasgeneHns)

ABTOp oT4HeTa

PykoBogurternb
MPUNB

PykoBogurtesnb
NHEPOPMaLLMOHHbIX
cuctem

Pykosoautens
aBTopa oT4yeTa



NpuBneyeHHbIe nNuua

MNonnumna

HApyrve nuua

(Hanpumep, cnpaBo4YHas
cnyxba, oTAen Kaapos,

PYKOBOACTBO, cnyxba
BHYTPEHHEro aygura,
PErynaTuBHbIN opraH,

cTopoHHAA KCBP)

OnpeoenuTe:



NHunymatop

MNoanucb

damumnuna

[JOImMKHOCTb

[aTta

AHanMMTUK

MNognuchb

damunua

J[JOmKHOCTb

[arta

AHanMTuK

MNoanuckb

damumnuna

[JOImMKHOCTb

[aTta

AHanMMTuK

MNognuchb

damunua

[JOmMKHOCTb

[arta

AHanMMTUK

MNoanucb

damumnuna

[OmMKHOCTb

[aTta

AHanMMTUK

MNognuckb

damunua

J[JOmMKHOCTb

[arta

MNMpunoxeHune B (cnpaBo4Hoe). lpumepsbl



oOLMX peKkoMeHaauumu No oueHKe UHUMOEHTOB
MH(opMaLMOHHOU 6e30MNacHOCTHU

MpunoxeHve B
(cnpaBo4HOE)

B.1 BeegeHue

B HacTosweM NpuUnoXeHUn npeacTaBfieHbl MPUMEPHbLIE pekoMeHgauum no
OLlEHKE W KaTeropupoBaHUIO HeraTtmBHbIX nocneacTesmnm mnHumaeHtos Wb, roe
Kaxxgas pekomeHgaums nveet wkany ot 1 go 10 (1 - Hu3kmia, 10 - Bbicokui). (Ha
NpakTUKe MOryT UCNoSb30BaTbCA APYrue LuKasbl, Hanpumep, ¢ rpagauven ot 1 go
5. Kaxgas opraHusaumsi ospkHa MCNosb3oBaTh LUKany, Hanmbornee nogxoasiLlyto
A5 ee ycroBun).

Mepeq  wu3ydeHnem  pekoMeHpauunm  HeobxogMMO  O3HaKOMUTbLCA  CO
cregyowmmMm NOSACHEHNSIMIA:

- B HEKOTOpbIX W3 peKoMeHOauun, MNpeacTaBfEHHbIX HWXKE, COLEPXKUTCS
npumedaHne "HeT 3anucn", ona HeraTMBHbIX MNOCNEOCTBUW, MPUBEOEHHLIX OI1A
Kaxgown rpagaumm nHumngeHta UMb (ot 1 go 10) n naeHTUYHbIX 4ng apyrux wkarn
(Hanpumep, ¢ rpagauymen ot 1 go 5). OgHako Ha HEKOTOpPbIX rpagauunsax (No wkane
oT 1 go 10) Ana KOHKpeTHbIX nHuMaeHToB b cuntaeTcs, 4TO M3-3a OTCYTCTBUS
BGonbLUMX pa3nnMuuin B 3anncsax o nocrneacTeBuax mHungeHta Ib Ha Bonee HU3KuX
rpagaumsix genaTb 3anucb HeuenecoobpasHo M B 3TOM Cllydae [enaeTcs
npumedanne "HeT 3anucun”. AHanoOrmM4yHO BbILEN3IIOXEHHOMY, NPy Bonee BbICOKMX
rpagauusx nHumaeHta b cuutaeTtcsa, 4TO HeraTuBHbIE NOCNEACTBUA ONA HUX He
MOryT OblTb Cepbe3Hee HeraTUBHbIX MNOCNEACTBUKW, MOKa3aHHbIX ANs CaMOou
BbICOKOW rpagauuu, W, crnegoBaTenbHO, AN 9TUX rpagaunn  aencrteyeT
npumedanne "Het 3anucu”. (Taknm obpasom, Ob1yio 66l HENPABUILHO UCKIIOYNUTD
yKasaHusi ¢ nomeTkom "HeT 3anncu” n Tem caMmblM rpagaunto Wwkanbl);

- ANsl NPUBEOEHHbIX peKkoMeHaauun, B KOTOPbIX NPUMEHSOTCS (PMHaAHCOBLIE
nokasaTtenn, NpuvBEAEHHble npedenbl  KornebaHuhm  KaxkyTcsl  HECKOSbKO
HeobbluHbIMKU. [leped  MCnonb3oBaHWMEM 3TU  peKoMeHAauuum OOvkHbl  ObiTb
OOMNOSIHEHbI HOPMUPOBaHWEM KonebaHun Kypca BanoTbl, Hambonee noaxoasien
Ansi opraHn3auun.

Takmum obpasom, Npu UCMNONb30BaHMM MNEPEYUCNSIEMbIX PekoMeHaauun ans
paccnegoBaHnss  HeraTuMBHbIX nocrnegctBui  mHumaeHta Wb  agna  6usHeca
opraHusauuuy, SBMAKWMXCA CIiegCTBMEM HECAHKLUMOHMPOBAHHOIO PacKpbITUS
MHJopMaumn, HECaHKLMOHUPOBAHHOITO W3MEHEHNA WHJopmMauumn, oTkasa oT
MCNOMb30BaHHON MHGOPMaL MK, HeOOCTYNHOCTU WMHopMmaumm n (unn) cepeuca,
YHUYTOXEHNA WHpopMauum n (unn) cepsuca, B NEPBYLD o4vepeab Heobxoammo
onpeaenuTb, Kakasi U3 HWKeCNeaylwmx KaTeropun sBrseTcsl COOTBETCTBYOLLEN.
HeobxoaMMo npuUMeEHsTb pekoMeHaauun rno KaTeropupoBaHUIO AN onpeneneHus
peanbHOro HeraTMBHOIO BO34ENCTBUST Ha 6u3Hec-npouecchbl ("3Ha4MMOCTbL") C
Lenblo 3aHeceHus B popmy otyeTa 06 nHuuaeHte Ub.

B.2 ®HaHcoBbIe YObITKU/HapyweHue xona 6usHe c-onepaummn



MocrnencTBmst HECaHKLMOHMPOBAHHOMO PacKpbITUS, MOAUdMKALUN N UCKAXKEHNS
CMbICJia nepegaHHon MHdopmMaumn, a Takxe HegOCTYNHOCTU U YHUYTOXEHNA TaKoW
NMHopMaLMM MOMyT NPMBECTU K OMHAHCOBLIM YObITKaM, Hanpuvep, B pesyrbrate
CHWKEHMSI LEH Ha akuWW, MOLLUEHHMYECTBa MMM paspbiBa KOHTpPaAKTa No nNpuU4nHe
bGe3pencTema unmn 3ano3ganbiXx OENCTBUA B OTHOLLEHUW 3TUX MOCHELCTBUN.
MocrneacTemMsMN HEOOCTYMHOCTU UMM YHUUTOXEHUST FoBoN MHdopMaunun MoxeT
ObITb Takxe HapylweHue BusHec-npouecca. Ha ucnpaesneHve cutyauum mn (unn)
BOCCTaHOBEHNe OusHec-npouecca nocrne Takmx mHumgeHtoB UMb notpebytoTtcs
BpemMsi U ycurma. OTU MNOCNeACcTBMST B HEKOTOPbIX Ccliydadx MoryT ObiTb
3Ha4YUTENbHLIMU N  OOMMKHblI 00SA3aTeNbHO NPUHUMATLCA BO BHUMaHue. [ns
pacyeToB  MocrneacTBun  Heobxoaumo, 4YTOBbl  BpPEMS  BOCCTaAHOBMEHMS
BbIYUCNANOCh B eAnHULax paboyero BpeMeHn nepcoHana u nepecyuTbiBanochb B
CTOMMOCTb paboyero BpemMeHu ((mHaHCOBLIe 3aTpaThbl). TN MHAHCOBbLIE 3aTpaThl
OOIKHbl ObiTb BbIMUCMEHbLI, UCXOAS W3 CpedHen cToummocTu 1 4yen.-mec no
COOTBETCTBYHOLIEN rpagaunn/ypoBHIO, NMPUHATON/MPUHATOrO BHYTPU OpraHu3auun.
[MpegnaraeTcsa pykoBOACTBOBATLCS CreayoLwMMmM pekoMeHaaunsiMu:

1) pe3ynbTart B MHAHCOBbLIX YObITKax/3arpatax x; WU MeHee;

2) pe3ynbTaT B MHAHCOBLIX YObITKax/3aTpatax Mexay x U x5 ;

by

3) pesynbTaT B @MHAHCOBBIX YObITKax/3aTpatax Mexay xa2 +1 u x3;

4) pe3ynbTaT B MHAHCOBLIX YObITKax/3aTpatax mexagy s +1

N

X,

N

5) pesynbTaT B MHAHCOBLIX YObITKax/3aTpatax Mexay x4 +1 1 xs;

6) pe3ynbTaT B WMHaHCOBbLIX YObITKax/3aTpatax mexay x5 + 1

N

Iﬁ'

7) pe3ynbTaT B MHAHCOBbIX YObITKax/3aTpaTax Mexay xs + 1

N

IT'

N

8) pe3ynbTaT B MHAHCOBLIX YObITKax/3aTpatax Mexay *7 +1 u xg;

9) pesynbTaT B pMHAHCOBLIX YObITKax/3aTpaTax bonee iz ;

10) opraHu3sauma BeIxoguT 13 busHeca.



B.3 Kommepueckne n akoHomMmnyeckue nHTepecol
Kommepyeckad M 9KOHOMMYeCcKas WHJopMaumsa HyxgaeTca B 3aumte wn
OLleHMBaEeTCsH C y4eTOM ee 3Ha4YMMOCTU AJI9 KOHKYPEHTOB WM MO BO3LENCTBUIO,
KOTOpoe OKa3blBaeT ee KOMNpoMeTaunsa Ha KoMmmepyeckune uHtepecbl. Crnepyet
PYKOBOACTBOBATLCA CreaylouyMn pekoMeHdaumsMm no obecrneveHnio 3awmTbl
NHpopmaLmn, nNpeacTaBnSALLEN NHTEPEC:

1) ONA KOHKYpEeHTa, HO He UMeeT KOMMepPYeCKOM 3Ha4YNMMOCTU (LLEHHOCTN);

2) ANs KOHKYpeHTa nNpu 3Ha4YeHun napamMeTpa LLeHHOCTUN MHdopMaL vy, paBHOM

¥ VN1 MeHee (Kommep4deckuin obopor);

3) Ana KOHKYpeHTa Mpuv 3Ha4yeHMM napameTpa LEHHOCTM UWHdopMaLuu,

Haxoasweroca B pAuanasoHe ¥y +1 n yy (0BOpOT) MM SBNAETCA NPUYNHON
dMHaHCOBbIX YObLITKOB, WM noTepu 3apaboTka, wunM obnerdaetr nonyyYeHue
He3aKOHHOW NPUBbLINK, NN Bbl3blBaeT HapyLlleHne 06a3aTenbCTB MO NoAAEPKAHUIO
OO0CTOBEPHOCTN MHGOPMaL MK, NOCTaBIAEMON TPETbUMM CTOPOHAMM;

4) ONA  KOHKypeHTa npu 3HadeHun napameTpa LUEeHHOCTU uHdopmMaumu,

HaxoAsLerocs B AnanasoHe y45 +1 n ¥z (ToBapoobopor);

5) Ana  KOHKYpeHTa Mpuv 3Ha4yeHMM napameTpa LEHHOCTM UMHdopMaLuu,

HaxogsLerocs B ananasoHe ¥ +1 n y4 (ToBapoobopoT);

6) 4S9 KOHKYpPeHTa Npu 3Ha4YeHuM napameTpa LeHHOCTU MHdpopmauun Gonee

¥4 +1 (0bopor);
a Takxe B cnyvasix, korga:

7) HET 3anucu’®;

* TepmuH "HeT 3anucu" o3HayaeT, 4Tto ANnd 3ToW rpagaumm nocneacTBui
nHumaeHta Ib cooTBeTCTBYOLWLAA 3annCb OTCYTCTBYET.

8) HeT 3anucuy;

9) MOXET CYLLECTBEHHO MOBMUATL Ha KOMMEPYECKMe NHTepechl Unv NogopBaTh
¢pHaHCOBOE COCTOSAAHME OpraHU3aLum;

10) HeT 3anucw.



B.4 UHhbopmaumna, coaepxaliana nepcoHarnbHble AaHHble

B mecTax xpaHeHusa n ob6paboTku nHopmaumm, cogepxallen nepcoHarnbHble
AaHHble M3NYECKUX UL, CUUTAKT MOpanbHOM U 3TUYECKM KOPPEKTHOW, a npu
HEKOTOpPbIX ODCTOATENbCTBAX  lOPUOMMECKM  HEeoDXoaMMOW  3almTy  3TOM
MHdopMaLMn OT HECaHKLIMOHMPOBAHHOIO PAaCKPbITUS, KOTOPOE MOXET NPUBECTU B
nyylem cny4yae K cosgaHuio guckomdopTa y iopyanydeckoro nuua, a B XyaLem - K
cyoebHoMy npecrieqoBaHuUIo nyua, packpbiBLiero nHdopmaumio, B COOTBETCTBUMN C
TpeboBaHMeM 3akoHogaTenbCTBa B YacTU 3alMTbl NMEPCOHanbHbIX AaHHbIX. B
paBHOW cTeneHn Heobxoammo, 4YTobbl MHopMaLUKs, cogepXxallaa nepcoHarnbHble
OaHHble, Oblna Bcerma npaBUSIbHOW, TMOCKOSIbKY €€ HeCaHKLMOHUMPOBaHHOE
N3MEHEHNe, NPUBOASALLEE K MOSIBIIEHUIO HEKOPPEKTHbIX AaHHbIX, MOXET WUMETb
Takoe e NOCneacTBUEe, YTO M ee HeCaHKLMOHMPOBAHHOE pacKpbiTve. BaxHo,
4TOObl MHGOPMaLUWIO, COAEepXallyld MNepcoHarnbHble AaHHble, Henb3s Oblo
caenatb JOCTYMHOM UM YHUUTOXUTb, NMOCKOSIbKY 3TO MOXET NPUBECTU K MPUHATUIO
HenpaBUIbHbIX PeLeHn IPUaANYECKUMN MuamMm unn nx 6e3gencTeuio BO BpeMS
mHumpgedHta Wb, 4to MOXeT wvMeTb Takoe Xe BO3OencTBMe, 4YTO W
HEeCaHKLMOHMPOBAHHOE pacKpbiTMe unn mogudmkauus uHdopmauun. Cnepyet
PYKOBOACTBOBATbCS CrieAylouyM pekoMeHgauusMm no rpagaunm  HaHeCeHus
ywepba nHgopmawmm, cogepkallen nepcoHasbHble JaHHbIE:

1) HaHeceHue (NpUYMHEHME) He3HauuTemnbHoro yuepdba (becnokoncTea)
KOHKPETHOMY Inuy (rHEB, PacCTPOMCTBO, pa30yapoBaHWE), HO He HapyLleHue
NPaBOBbIX UM HOPMATUBHLIX TPEGOBaHWIA;

2) HaHeceHue (NpuyunHeHune) ywepba (becnokoncTsa) KOHKPETHOMY NnLy (rHeB,
pacCcTpOMCTBO, pa3oyapoBaHME), HO He HapyLLeHWe NPaBOBbIX UM HOPMAaTUBHbIX
TpeboBaHui;

3) HapyLLeHVe NpaBOBbIX, HOPMATUBHbBIX UK 3TUYMECKUX TpeboBaHMIN, a Takxe
onybnvMkoBaHMe HaMepeHUs1 OTHOCUTENbHO HapyleHust 3aumTbl MHdopMaLmK,
npuBoasiLiee K He3HauYnTenbHOMY AUCKOMAOPTY KOHKPETHOrO fvua wnm rpynnbl
nnu;

4) HapyLleHWe NpaBOBbIX, HOPMATUBHbLIX UMM 3TUYECKMX TPeOOBaHWIA, a Takxke
onybrnMKoBaHNe HaMepeHUn OTHOCMTENbHO HapyLIeHWUs 3almTbl  MHAopMaL MW,
NpuBOASLIEE K YYBCTBY 3HAYMTENBHOrO ANcKkoMdopTa Ars KOHKPETHOo fnua Unm K
HEe3Ha4YMUTENbHOMY AMCKOMOPTY - rPYNMbl NnL;

5) HapyLueHne MpaBOBbIX, HOPMATUBHbIX WUIM 3TUYECKUX TpeboBaHMIn, a Takxe
OnyOnMKOBaHHbLIX HAMEPEHUIA OTHOCUTENBHO 3alLMTbl MHpopMaLuK, NpuBoasiLLee K
cepbe3HbIM NpobrieMam KOHKPETHOro Nnua;

6) HapyLLeHVe MpaBOBbIX, HOPMATMBHbBIX UM 3TUYECKUX TpeboBaHMIN, a Takxe
onybnMKoBaHME HaMEPEHUA OTHOCUTESNbHO HapyLeHUs 3awmTtbl UHopMaumn,
npuBoasiLiee K cepbe3HoMy ANCKOMAOPTY A rpynnbl N,

7) HET 3anucy;



8) HeT 3anucuy;
9) HeT 3anucuy;
10) HeT 3anucw.

B.5 NpaBoBbLIe M HOpMaTUBHbLIE 0bsiI3aTeNIbLCTBa

[aHHble, xpaHuMble U obpabaTbiBaeMble opraHusaumen, MoryT nogYUHSTLCH
NpaBoOBbIM M HOPMAaTUBHbBIM 06s13aTeNbCTBAM UMM XPaHUTLCA U obpabaTtbiBaTbCs C
uenbto obecnevyeHus COOTBETCTBUSA OpraHusauun [aHHbIM obsA3aTenbcTBaMm.
HecobriogeHne Takmx obA3atenbCcTB, HaMEepeHHOe WM HEeHaMEpPEHHOE, MOXeT
NPUBECTU K MPUHATUIO MNPaBOBbIX WNM  aOMWHUCTPATUBHBLIX Mep K nuuam,
paboTalowmm B AaHHOW opraHu3auun. Pe3ynstatoM NpUHATUS AaHHbIX Mep MOryT
ObITb WTpadkl 1 (UNn) TIopeMHoe 3akntoveHure. MNpegnaraeTcs pykoBoACTBOBATLCS
criegyowmmMm pekoMmeHgausamu:

1) HeT 3anucy;
2) HeT 3anucu;

3) npeaynpexaeHve O MNPaBONPUMEHEHUM, TPaXKOAHCKUA UCK UMW YrorloBHOE

npecTtynrneHne, npmeoadLllee K CbVIHaHCOBbIM y6bITKaM/U.ITpabe Z1 U MeHbLE;

4) npeaynpexneHve, rpaXkoaHCKUA WCK WM YrorioBHOE MpecTynreHue,

npusoasiiee K domHaHCOBOMY yLLepby/wrpady mexay =i +1 1 z4;

5) npeagynpexgeHme o rnpasornpnMeHeHun, Fp&)KEl,aHCKVIIZ UCK WJTN YroJioBHOE

NpecTynneHne, NpuBoAsLLee K MHAHCOBLIM yObITkam/WTpady mexay z; +1 n z3
VN TEOPEMHOMY 3aKITO4YEHNIO CPOKOM A0 ABYX NET;

6) npegynpexneHne o npaBOHAPYLLUEHUWN, TPaXOaHCKUA WUCK WM YrorioBHOE

npecTynneHve, npusoasiliee K mHaHCOBLIM YOblTkam/WTpady Mexay 23 +1 n z4
NN TIOPEMHOMY 3aKJTIO4YEHNI0 CPOKOM OT ABYX A0 10 neT;

7) npegynpexneHne O npaBOHAPYLUEHWW, PaXOaHCKUA WUCK WKW YrofioBHOE
npecTynrieHne, npueoasilee K (MHAHCOBLIM YObITKaM/WTpady wimM TIOPEMHOMY
3aknoyeHuto cpokom 6onee 10 ner;

8) HeT 3anucuy;
9) HeT 3anucu;

10) HeT 3anucw.



B.6 MeHeaXXmMeHT n 6usHec-one paummn

NHdopmaumst MoxeT ObiTb TakoW, YTO ee KoMNpoMeTaumns cnocobHa HaHeCTu
ywepd addpekTMBHOCTM paboTbl opraHuM3auun. Hanpumep, Oyaoyym packpbIToWn,
OTHOCAWASACA K BHECEHUO W3MEHEHUMM B NOMUTUKE MHGOPMaUMs MOXET
CNpoBOLMPOBaTbL TaKyld OOLLUECTBEHHYIO peakuuto, 4YTO peanu3auna LOaHHOM
NOSIMTUKN CTaHET HEBO3MOXHOW. Mogudmkauns, usmMeHeHMe CMbicna nepegaHHou
WHpopMaLMM UM - HEA4OCTYNHOCTb  MHGpopMaumK, Kacawwencs ¢MHaHCOBbLIX
acnekToB MU KOMMbIOTEPHOro MporpaMmMHOro obecneyeHus, MoryT Takxe UMETb
cepbesHble nocneacTeus aAnd pabotbl opraHusauuu. Kpome Toro, oTkas oT
obasatenbcTB No obecneyeHntio b MoXeT MMeTb HeraTMBHbIE NOCNEACTBUA ONS
busHeca. lNpegnaraetca pykoBOACTBOBATLCS CIEAYHOLMMU peKOMEeHOaLNssMn Mo
OLeHKe nocneacTBUN:

1) HeadhdpekTMBHAs paboTa ogHOro NogpasaeneHns opraHnsauum;
2) HeT 3anuncu;

3) HapyweHne QyHKUMN (gesaTenbHocTn) no 3ddPeKTUBHOMY PYyKOBOLCTBY
opraHusauuen n ee paboTsl;

4) HeT 3anucu;

5) cosgaHne npenarcTBun  Ond  9deKTUBHOM  pas3paboTkm  unm
PYHKLMOHMPOBAHUA MNOMUTUK OpraHn3aLunm;

6) NpuymHeHve yuwepba opraHu3auum Npyu KOMMEPYECKUX UK NOSIMTUYECKNX
neperoBopax ¢ ApYrmMmmn opraH13aunsMmu;

7) cos3pgaHue npenaTcTBuUn ONa paspaboTkn nnn (PyHKLMOHMPOBAHUSA TMaBHbIX
NONMUTUK OpraHMsauuu, OTKIIIOYEHNE WU 3HAYUTESTbHOE npepbiBaHNe BaXHbIX
onepauumn Kakum-nmbo apyrum cnocodowm;

8) HeT 3anucuy;
9) HeT 3anucwy;
10) HeT 3anucw.

B.7 Y1paTta npectvxa
HecaHkuMoHMpoOBaHHOE packpbiTe MHAOpPMaLuuK, 0TKa3 oT obdA3aTtenbcTB Mo
obecnevenmio Ib v moamdwmkaumss uHGopmauun, a Takke HeOoCTYNHOCTb
NMHpopMaL M MOryT NPUBECTU K MOTEpPE NPECTWKa opraHM3auun ¢ nocreayowmm
BO3MOXHbIM HaHeceHuem yuiepba ee penyTauum, K notepe LOBEpPUSt U OPYrUM
HeraTMBHbIM nocriegcTemaM. [lpeanaraeTcs pykoBOACTBOBATbLCSA CregytoLMMM
peKoMeHaau s MM Mo OLLEeHKEe NPeCcTMka opraHmM3aLunmn:

1) HeT 3anucy;

2) co3gaHune aTtmocdepbl HeAOBONMbCTBA BHYTPU OpraHu3aLum;



3) HeraTMBHOE BIIMSIHUE HA OTHOLWEHUS C aKkuWoHepamu, noTpedbutensmu,
nocTaBLMKamMu, perynupyrowmmMm  opraHamu, npaBUTENbCTBOM, C  ApYyrMiu
opraHMsauusaMm WM OOLLECTBEHHOCTbIO, MPMBOASLLUEE K  HexernaTerbHbIM
nocneacTBUsIM MECTHOro/pernoHarnsHoro macLutata;

4) HeT 3anucy;

5) HeraTMBHOE BIMSIHME Ha OTHOLLUEHUS C akLMOHepamu, noTpedbuTensmu,
NOCTaBWWKaMK, PEerynmpyloLmMn  opraHamu, MpaBUTENbCTBOM, C  ApYrMMU
opraHmMsaumsMm WM OOLLECTBEHHOCTLIO, MPUBOASLEE K  HexenaTesbHbIM
NoCneaAcTBMAM HaUMOHaNLHOro MacLitaba;

6) HeT 3anuncu;

7) 3HauuTernbHOE HeraTMBHOE BIMSIHAE Ha OTHOLUEHUS C  aKLuuoHepamu,
noTpedbuTensMu, NocTaBLLMKaMW, PErynMpylowMMN OpraHamMu, NpPaBUTENbCTBOM, C
OPYrMA opraHu3aumsiMn Unn 06 LLECTBEHHOCTBIO, NPUBOASILLEE K HeXenaTernbHbIM
NnocneacTBUAM;

8) HeT 3anucu;
9) HeT 3anuncu;

10) HeT 3anucw.

NMpunoxeHue C (cnpaBo4yHoe). CBeaeHus o
COOTBETCTBMU HALUMOHaNbHbIX CTaHOApPTOB
Poccunckon depgepaymm cCbINIOYHbIM
MeXAyHapoaHbIM CTaHAapTam

MpunoxeHune C
(cnpaBo4HoOE)

Tabnumua C.1



O0o03Ha4veHne ccbinoyHoro||Obo3HavyeHe n HammeHoBaHue

MeXayHapOaHOro COOTBETCTBYHIOLLEro HaunoHansHoro ctaHgapTa

cTaHgapTa

NCO/M3K 13335-1:2004 rMoCT P NCO/M3IK 13335-1-2005*
NHopmaLmoHHas TEXHOJSIOMA. MeTogbl
obecneveHus B6esonacHoCTMW. YnpasneHue
6esonacHoCTbI0 NHPOPMAaLMOHHbBIX n

TENEKOMMYHUKALMOHHbLIX  TexHonormn. Yactb 1.
KoHuenuus n mogenu ynpasreHust 6e30nacHOCTbIO

NHJPOPMaLMOHHbIX " TeneKOMMYHUKaLMOHHbIX
TEeXHONormm

NCO/M3K 17799:2000 OCT P NCO/M3IK 17799-2005 NHdopMaLMOHHas
TexHororus. [pakTudeckMe npaBuna yrnpaBreHus
NHdopmaL MOHHON 6e30MacHOCTbLIO

* BeposaTHo owmnbka opurnHana. Cneayet untate [OCT P UCO/M3OK 13335-1-
006. - NpumevaHne narotoBuTens 6a3sbl JaHHbIX.
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MeHeO)KMeHTa pUckoB 6e30mnacHOCTU MHAOPMALMOHHbBIX
N TENEKOMMYHMKALMOHHBIX TEXHOITOMI

NHdopmaumoHHass TexHornormsa. Metogbl W cpeacTsa
obecneyveHus 6e3onacHocTn. CTpyKTypa OOHapyXeHus
BTOPXXEHUS1 B MHCpOpMaALMOHHbLIE TEXHOOMIN

MHdopmaymoHHaa TexHonorns. MeTtogbl M cpenctsa
obecneyeHus 6esonacHocTn. PekomeHgauumn no BbiGopy,
pa3BepPTbIBAHNIO M 3KCMnyaTaumm CUCTEM OBHapyXeHusi
BTOPXEHUSA

Komnnekc CTaHOapToB CUCTEM MEeHe)KMEeHTa KaveCTBa

Komnnekc ctaHOapToB Mo aKorormyeckor 6esonacHoOCTU

OnEKTPOHHbIN TEKCT JOKYMEHTA
nogrotoerieH AO "Kogekc" n ceepeH no:

odommMansHoe n3gaHme

M.: CtaHgapTtuHdopm, 2009



	1 Область применения
	2 Нормативные ссылки
	3 Термины и определения
	4 Общие положения
	4.1 Цели
	4.2 Этапы
	Рисунок 1 - Этапы менеджмента инцидентов ИБ


	5 Преимущества структурного подхода и ключевые вопросы менеджмента инцидентов информационной безопасности
	5.1 Преимущества
	5.2 Ключевые вопросы

	6 Примеры инцидентов информационной безопасности и их причин
	6.1 Отказ в обслуживании
	6.2 Сбор информации
	6.3 Несанкционированный доступ

	7 Этап "Планирование и подготовка"
	7.1 Общее представление о менеджменте инцидентов информационной безопасности
	7.2 Политика менеджмента инцидентов информационной безопасности
	7.3 Программа менеджмента инцидентов информационной безопасности
	7.4 Политики менеджмента рисков и информационной безопасности
	7.5 Создание группы реагирования на инциденты информационной безопасности
	7.6 Техническая и другая поддержка реагирования на инциденты информационной безопасности
	7.7 Обеспечение осведомленности и обучение

	8 Этап "Использование"
	8.1 Введение
	Рисунок 2 - Блок-схема последовательности операций обработки событий и инцидентов ИБ (этап "Использование")

	8.2 Обзор ключевых процессов
	8.3 Обнаружение и оповещение о событиях информационной безопасности
	8.4 Оценка и принятие решений по событиям/инцидентам
	8.5 Реагирование на инциденты

	9 Этап "Анализ"
	9.1 Введение
	9.2 Дальнейшая правовая экспертиза
	9.3 Извлеченные уроки
	9.4 Определение улучшений безопасности
	9.5 Определение улучшений системы

	10 Этап "Улучшение"
	10.1 Введение
	10.2 Улучшение анализа рисков и менеджмента безопасности
	10.3 Осуществление улучшений безопасности
	10.4 Осуществление улучшений системы
	10.5 Другие улучшения

	Приложение А (справочное). Образец формы отчета о событиях и инцидентах информационной безопасности
	Приложение В (справочное). Примеры общих рекомендаций по оценке инцидентов информационной безопасности
	Приложение С (справочное). Сведения о соответствии национальных стандартов Российской Федерации ссылочным международным стандартам
	Библиография

